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ABSTRACT

Adaptive Approaches for Medical Imaging Security

Ahmed Badr Mahmood

University of Guelph, 2015

Advisor:

Professor Robert Dony

Securing medical images is important to protect the privacyof patients and assure data in-

tegrity. Consequently, encryption and watermarking were explored to improve the security of

medical images.

A novel encryption method is introduced to reduce the implementation time and maintain the

robustness of algorithms such as AES and 3DES. This method uses selective encryption in an

adaptive way. The medical image was divided according to threshold criteria into the region of

interest (ROI) and region of background (ROB). If ROB is large, the two-region algorithm is used.

The criteria used to determine the threshold values are the K-means or region growing. If ROB

is small, multi-region algorithm is used. The multi-regionalgorithm is a novel adaptive approach

based on the variation of information. The threshold valuesof the regions are obtained using

genetic algorithms (GA) tuned with selected parameters. A modified Gold code is designed as an

encryption algorithm for background regions. A new algorithm based on the Chinese remainder

theorem is modified to encrypt a medium information region. The high information region is

encrypted using the AES. The results showed that implementation time is reduced by an average

of 20% and the robustness is maintained in most cases. In some cases, the correlation coefficient

is high; therefore, an adaptive stopping-criterion permutation algorithm is designed.

Non-reversible watermarking is utilized to achieve ownership verification as well as integrity

of medical images. To avoid an incorrect diagnosis, the watermark should not modify the infor-



mative region. Image segmentation is applied to identify the lowest information region. Embed-

ding maps based on location and entropy are built to reduce cropping attack effect. The DCT

domain is used to achieve better invisibility and robustness. GA-based adaptive embedding algo-

rithm is designed to select the frequency coefficients amongthree DCT models. The GA fitness

function is designed using the variance and the SSIM. Invisibility improved to obtain better secu-

rity for various modalities.
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Chapter 1

Introduction

The need to apply security techniques for medical images hasincreased with the use

of telecommunications technologies for medical diagnosisand patient care when the

provider and client are separated by distance. A system known as telemedicine is used

in such cases. Telemedicine is important because it enablesconsultations by remote spe-

cialists, loss-free and immediately available individualpatient information, and improved

communication between partners in a health care system [1].This leads to improvement

in the quality of medical care, and simplifies access to medical databases, from which

medical images can be either transmitted through a channel to a particular destination or

stored and then given to the specialist. Transferring medical data such as radiological re-

sults from a medical data base center to another center or to aremote radiologist without

applying security techniques means a low level of privacy for patients.

Telemedicine applications can be performed either in real time or in non-real time. For

example, the consultation for a medical surgery is done as a real time video communi-

cation. In these applications, time represents the most important factor, so in most cases

1
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light weight encryption is used as a security method due to its short latency time. How-

ever, fast algorithms usually have lower levels of security. On the other hand, non-real

time applications such as stored medical images, data and video on demand use more

robust algorithms that require longer processing time.

1.1 Security Concepts of the Medical Imaging System

The security of medical information, derived from strict ethics and legislative rules, gives

rights to the patient and responsibilities to the health professionals [2]. The need to secure

medical images and other data on the patient is not only for privacy purposes but also to

deter the manipulation that might occur by a malicious person during the transmission

from one medical center to another. If a medical image is tampered with and sent to a

specialist or a radiologist, this could lead to a wrong diagnosis that might cause severe

problems or death.

In Canada, personal health information (names, dates of birth, provincial health card

numbers, billing codes and diagnostic codes) of 620,000 residents of Alberta, was stolen

in September 2013. Later it was revealed that the personal health information stored in a

laptop was unencrypted [3]. In the last decade, hundreds of thousands of Canadians have

been affected by at least four similar incidents [4].

However, the biggest incident in medical history so far is inthe US. Medical records

were stolen that belong to 4.5 million American patients of 206 hospitals across 29 states

during April and June 2014 [5]. Stealing medical records is not a North American prob-

lem; it happens everywhere in the world; for example, in 2012ransom hackers encrypted

the entire database of an Australian medical centre [6].
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Generally, the major types of network attacks that have beentaking place can be

classified into the following categories:

• Interruption which is an attack on availability. The purpose of this attack is to

damage the information or the computer system using a small code such as viruses

or worms.

• Interception is an attack on confidentiality. Capturing data is the aim of this attack

using a code known as a Trojan horse hidden in some free software.

• Modification is an attack on integrity, for example modifying the content of mes-

sages being transmitted in a network.

• Fabrication is an attack on authenticity, such as the insertion of spurious messages

in a network.

Therefore, there is a need to use techniques for ensuring thesecurity of the transmit-

ted data. In order to ensure the confidentiality, the data should not be comprehensible to

a perpetrator. This is known as encryption. The integrity and the authenticity assessment

is obtained by creating a unique form of the data, known as watermarking. Digital imag-

ing and communications in medicine (DICOM) represents a main standard for picture

archiving and communication systems (PACS) [7]. The DICOM standard began without

applying data security mechanisms, and then a section on security profiles (part 15 of the

DICOM standard) was added to the standard, creating the possibility of adding validity

information to DICOM data [8]. The advanced encryption standard (AES) and the triple

data encryption standard (3DES) are the main encryption algorithms that are employed

by the DICOM standard [9]. Many researchers have been tryingto improve DICOM



CHAPTER 1. INTRODUCTION 4

security using robust algorithms with shorter processing time.

1.2 Research Motivations

The main motivations of this research are explained in the following:

• There is a problem with speed which is a significant factor forpeople who are re-

viewing the medical images. Medical imaging systems such asDICOM employ

AES or 3DES encryption algorithms to secure the transmittedmedical data. Im-

plementation of AES algorithms takes a long processing timeand a longer time

for the 3DES [10]. Using selective encryption to encrypt either parts of the image

[11] [12] or the image pixels [13] reduces the time but it alsodecreases the level of

security. The use of virtual private networks and secure channels is based on us-

ing an encryption technique; therefore, reducing the execution time of encryption

increases the efficiency of these secure channels.

• There is no general method to find the suitable location for watermark embedding

without any degradation in the quality of the medical image.Medical requirements

are very strict with the quality of biomedical images, and donot allow alteration

in any way that modifies the image contents. Thus, the watermarking algorithms

that are usually used with medical images are reversible, ina way that the original

pixel values are exactly recovered. This approach can achieve data integrity but

without ownership identification because the watermark is removed at the receiver

side. Defining acceptable embedding locations represents an alternative way for

inserting the watermark in the region of non-interest of themedical image [2].
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1.3 Research Objectives

The two main objectives for this research is the improvementof techniques used in the

security of medical images which can be summarized as follows:

• The first objective is to reduce the required time to encrypt medical images. This is

achieved by designing an encryption method that has a short processing time while

maintaining the robustness of the medical images.

• The second objective is to embed a watermark using a non-reversible technique

without affecting the information of a medical image and in arobust way. Non-

reversible watermarking is able to achieve the ownership and the integrity purposes

in order to reveal any tampering that might happen.

1.4 Challenges & Limitations

Medical imaging security currently faces challenges in theareas of integrity, confiden-

tiality, and authenticity. This research aims to overcome some of these challenges which

are summarized as follows:

• Medical images are usually stored for long periods of time, and should be kept

secure against different attacks during the time of their storage. Therefore, using

standard encryption algorithms that are widely accepted insecure applications,

such as AES, or 3DES is preferred. AES and 3DES standard algorithms require a

long processing time. The image reconstruction process of amedical image that

has a large size may take a few minutes, and this time should bereduced. For
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example, encrypting a MRI brain image, using AES algorithm with a code written

in MATLAB, has dimensions512 × 512 requires 521.67 s using a computer that

runs on a CPU Intel Core2 Quad Q6700 [14]. Consequently, it isimportant to

control the relationship between the robustness and speed.

• Applying watermarking to medical images requires the avoidance of any modi-

fication in the content. Therefore, a suitable criteria should be used to identify

appropriate embedding regions for watermark embedding.

1.5 Research Contributions

In this thesis, novel, efficient and adaptive algorithms in the area of medical imaging

security are introduced. Many enhancements have been made in both encryption and

watermarking fields for medical images. The following are the main contributions of

this thesis in relation to encryption technique:

• Selective encryption is implemented through a new perspective where the selec-

tivity is performed by image segmentation approach [15]. Segmentation is applied

to the medical image resulting in two regions, the region of interest (ROI) and the

region of background (ROB), based on their information density. The high infor-

mation region is secured using a robust encryption algorithm such as AES while

the low information region can remain unencrypted or it can be encrypted using a

low computation algorithm.

• Another contribution is introducing a novel adaptive substitution encryption method

[16]. The novelty of this selective encryption method lies in the use of several
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variables to control the processing time required for the encryption process and

the robustness quality. Encryption processing time, robustness of the encrypted

image, and the side information required for transmission of the decryption key

are the main parameters for optimization. The trade-off among them stems from

the variation in processing time with the key length of the encryption algorithm,

image size, number of regions and the side information to reduce processing time

while maintaining a high level of robustness.

• Introducing a new algorithm to secure the medical images based on number theory

using the Chinese remainder theorem [17]. This approach haslow processing time

and able to resist timing attack.

• Introducing a novel adaptive permutation algorithm based on the Gold code to

permute the indexes of the pixels in a medical image [18]. Thepermutation process

was implemented adaptively according to the output values of the correlation and

other evaluation techniques. This algorithm has a short processing time with a

relatively good level of robustness.

• A new encryption code resulting from a design of a pseudo-noise signal generator

is achieved [18]. This design is based on using several pseudo-noise signals such as

the Gold code signals, mixed in a multiplexer that is controlled by another pseudo-

noise signal such as the Kasami code. The output of this design has a longer key

length which reduces the case of repetition that is considered as the main flaw of

using these codes in the encryption field.

In the watermarking technique, a novel adaptive watermark algorithm is introduced

by presenting a new way for embedding a watermark according to the content of the med-
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ical image. The medical image is segmented into ROI and ROB. Since the embedding

method is lossy, the watermark is embedded in the ROB in orderto preserve the data in

the ROI. This leads to a trade-off between embedding distance from the edges of ROI and

how many times the watermark could be repeated. This trade off between robustness and

capacity is managed using a new fitness function of the genetic algorithms optimization

technique. This fitness function is based on the variance andthe SSIM measures.

1.6 Thesis Organization

The remainder of the thesis is organized as follows: Chapter2 provides essential back-

ground on medical images, security techniques and their usein medical imaging. The

main published work in the fields of medical image encryptionand watermarking is

reviewed in Chapter 3. The novel algorithms in the encryption field, detailed implemen-

tations and their evaluation are discussed in Chapter 4. Chapter 5 introduces the adaptive

approach for medical image watermarking with its implementation and evaluation. Fi-

nally, the conclusions, implications and future work are presented in Chapter 6.



Chapter 2

Background

In this chapter, background material describing medical imaging security techniques is

introduced. Achieving the security of a medical imaging system requires confidentiality,

data integrity, and authenticity [19], as shown in Figure 2.1.

Confidentiality can be defined as keeping the content of the transmitted data secret

from all others except authorized receivers. Transmitted medical images should be in-

vulnerable to eavesdropping [13]. The main technique used to guarantee confidentiality

of data is cryptography. Therefore, it is used to provide therequired security for medical

images. The integrity of transmitted medical data is very important to ensure that there

is no data manipulation. This can be achieved using watermarking methods, where the

watermarked data can verify data integrity. The watermarked data can be generated using

data authentication techniques, such as hash functions or amessage authentication code.

Obtaining a secure communication channel during data transmission by validating

the communicating parties can be defined as authenticity. Validation can be obtained

by applying entity authentication and digital signatures to enhance the security of the

9
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Security Requirements

Confidentiality Data Integrity Authenticity

Cryptography Stegangraphy Watermarking
Data

Authentication
User

Authentication

Figure 2.1: General diagram of security problems and solutions

communication channel.

2.1 Overview of the Medical Imaging System

Picture archiving and communication systems (PACS) are medical systems consisting of

the necessary hardware and software designed and used to rundigital medical imaging

applications. PACS includes three components: acquiring,storing, and viewing; digital

image acquisition devices (modalities such as computed tomography (CT) scanners, or

ultrasound), digital image archives (where the acquired images are stored), and worksta-

tions (where radiologists view the images) as shown in Figure (2.2)[1]. Digital imaging

and communications in medicine (DICOM), and health level 7 (HL7) represent the main

standards for PACS [7]. HL7 is a standard that includes only textual data format, whereas

DICOM includes both a data format and communication protocols. The DICOM stan-

dard created by the National Electrical Manufacturers Association (NEMA) is used in the

radiology and cardiology imaging industry for the exchangeof images and image-related
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Figure 2.2: Components of PACS system [1]

information [20]. It is supported by most devices that allowdata exchange, regardless

of equipment or examination type. DICOM version 3.0 is a unified format for storage

and transmission of medical images. A single DICOM file contains both a header, which

stores information about the patient, such as name, type of scan, image dimensions, etc,

and all the image data.

DICOM images use 16 bits instead of 8 bits to represent a pixelto provide better

image quality: image quality and size increase with the increment of number of bits.

Therefore, there is a trade-off between processing time versus image sizing and quality

that affects network bandwidth requirements.



CHAPTER 2. BACKGROUND 12

2.2 Cryptography

Cryptography consists of encryption and decryption processes, so that only the destina-

tion can recognize the data. The original data, called plaintext, is encrypted using a key

to create disguised data called ciphertext. The encryptionprocess can be implemented

using either software algorithms or hardware devices. Somesoftware implementations

of encryption schemes are not fast enough to process the hugeamounts of data generated

by medical imaging equipment. At the same time, hardware implementations may add

extra costs to both transmitters and receivers [21].

The ciphertext in this application is a ciphered image transmitted from one medical cen-

ter to another through a network or single channel, as shown in Figure 2.3. If an attacker

makes a copy of the ciphertext, it is still difficult to decrypt it without the decryption key.

On the receiver side, a decryption process is required to recover the plaintext. The real

security lies in the encryption key and its length, which is amajor design issue. Stream

ciphers and block ciphers are the main components of symmetric algorithms. For stream

cipher methods, one single bit of plaintext is encrypted at atime, while block ciphers

encrypt a number of bits as a single unit. Stream ciphers typically execute at a higher

speed than block ciphers and have a lower complexity. However, stream ciphers can be

vulnerable to serious security problems if used incorrectly [22]. The encryption scheme

is considered computationally secure when it meets the following criteria: 1) the cost of

breaking the cipher exceeds the actual value of the encrypted information; 2) the time

required to break the cipher exceeds the useful lifetime of the information.
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Encryption
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Medical Image

Encryption
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Figure 2.3: General block diagram of cryptography process

2.2.1 Encryption Design Parameters

Many parameters need to be considered in the design of a new encryption algorithm to

be suitable for medical data applications as introduced below:

• Processing time should be reduced as much as possible. This time depends on the

medical image size. The size of a medical image is relativelylarge. The encryp-

tion/decryption speed of some existing ciphers is not fast enough to encrypt med-

ical images, especially software implementations that usethe naive approaches.

Hence, the size of the data to be encrypted is an important consideration in the de-

sign of encryption schemes for medical imaging. A selectiveencryption technique

is usually used to control the required processing time.

• Key length is an important parameter for security techniques. This length differs

from one system to another [10]. Increasing key length provides greater security,

ensuring that the destination is the only one able to reconstruct the original image.

Therefore, researchers always urge the use of longer keys tomake discovery of the

key by trying random attempts very difficult. The speed of computers is increasing

substantially, and according to Moore, the CPU speed doubles every 18 months

[23]. As a result, the key length of a cryptosystem that is designed to stand for a
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long time should take Moore’s law into consideration.

Key length is usually measured in bits because of the binary system. The use

of another numbering system might increase the worst case work factor linearly,

while it increases exponentially by adding a new digit as shown in the following

equation:

key length = xk (2.1)

wherex is the base which depends on the numbering system andk is the exponent

which depends on the number of possible positions. For example, for a 128-bit key

there will be(2128) possible combinations and this is equal to (3.4× 1038).

Although a key might remain undiscovered for a long time, it is better to update

the key regularly: no key should be used for an infinite period. The longer a key is

used, the greater the chance that it will be compromised.

• key management: cryptanalysts attack encryption algorithms through their key

management. It is easier to break an encryption algorithm bygetting the key when

a sloppy key storage and backup/recovery of the employed keys procedure is used.

Key management includes key generation, key transfer, and key update. Generat-

ing keys is the first stage of key management which is responsible for producing

strong keys. Generating weak keys means that whole system isweak. The system

becomes susceptible to brute-force in which million keys per second are tested.

Generating good keys is achieved through a random process for example using a

pseudo random generator. The process of producing keys becomes harder if there

is mathematical relationship between encryption/ decryption keys. For example

the design of RSA keys is harder than design of AES keys due to the modular
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function that connects between RSA keys. Transferring keysis the second stage of

key management which is responsible for controlling the distribution of the keys

among the users. Public-key cryptography is usually used toavoid the problem

of sharing the same key by all users. Updating keys is the third stage which is

responsible for updating and revoking keys. An encryption key should be used for

a definite period, then it should be expired and replaced witha new key.

• The avalanche property: a good encryption algorithm shouldhave the avalanche

property in which a small change in either plaintext or the key should result in a

huge change in the ciphertext [22].

• Security and secrecy: medical images are stored for a long time; therefore, the

encryption algorithm should result in a ciphertext that canstand against different

attacks. The security of the cryptosystem should not dependon the secrecy of

the system. When the structure of a cryptosystem is protected, it provides extra

security, but this should not be essential for security. While the algorithm might

be discovered, this does not mean that the cryptosystem should be declared to the

public [24].

• Recovering the exact original values of the medical image. The use of non-linear

functions in encryption algorithm based substitution, such as logarithmic algo-

rithms, is not preferred in medical image encryption algorithms due to lossy val-

ues. The non-linear functions might not yield the exact reconstruction of the orig-

inal image pixels after the decryption process, because of the use of flooring and

ceiling functions in the encryption-decryption process, respectively [25].
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2.2.2 Encryption Algorithms

The following paragraphs provide a brief background on someof the encryption algo-

rithms that are used in the medical imaging security field.

2.2.2.1 Triple Data Encryption Standard (3DES)

In 1998, 3DES replaced the data encryption standard (DES) byapplying the DES cipher

algorithm three times to each data block [22]. The 3DES is a closed key system used as

an encryption algorithm and adopted for many practical applications. The basic opera-

tions in the 3DES algorithm are XOR, substitution, and permutation [21]. These simple

operations lead to adequate speed and a low cost encryption algorithm. The 3DES can

be obtained by encrypting with key 1, decrypting with key 2, and encrypting with key

3. The receiver side performs the opposite steps to obtain the original information by

decrypting with key 3, encrypting with key 2, and decryptingwith key 1 [26].

2.2.2.2 Advanced Encryption Standard (AES)

In 2001, AES was invented by Daemen and Rijmen, and became theofficial encryption

standard for the U.S. government [21]. AES is a block-structured algorithm with vari-

able length keys of 128 bits, 192 bits, and 256 bits. The aim ofthe AES is to replace the

3DES, because of the shorter keys and the slow hardware implementation of the DES.

This algorithm is based on the round function, and differentcombinations of the algo-

rithm are structured by repeating the round function several times. Each round function

contains four uniform and parallel steps: SubBytes, ShiftRows, MixColumn, and Ad-

dRoundKey transformation with each step having its own particular functionality. This
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is represented by the flow diagram shown in Figure 2.4 [27].

• SubBytes is a non-linear byte substitution that operates independently on each byte

of the state using a substitution table (S-box). To avoid attacks based on simple

algebraic properties, the S-box is constructed by combining the inverse function

with an invertible affine transformation.

• ShiftRows is a transposition step, where each row of the state is shifted cyclically

a certain number of steps.

• MixColumn is a mixing operation which operates on the columns of the state,

combining the four bytes in each column.

• AddRoundKey: Each byte of the state is combined with the subkey. For each

round, a subkey is derived from the main key using the key schedule. Each subkey

is the same size as the state. The subkey is added by combiningeach byte of the

state with the corresponding byte of the subkey using bitwise XOR.

2.2.2.3 Encryption Using Pseudo-noise Coding Algorithms

The pseudo-noise coding algorithms, such as Gold and Kasami, are used in communica-

tion applications and are rarely used for image encryption.Gold code (GC) was used to

encrypt the travelling data through a network in [28]. This method can be improved to

be appropriate for medical image encryption. Figure 2.5 shows a simple diagram of en-

crypting an image with the GC. It is a very useful and efficientcode because of the large

number of codes that can be provided by its generator. GC is generated using a module-2

addition of a pair of maximal equal length shift register generators (SRG) which is added
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Figure 2.4: AES encryption process
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bit by bit with synchronous clocking. Figure 2.6 shows the circuit diagram of a simple

scrambling code generator where Code 3 represents the output GC.

Medical Image x x Medical Image

Encrypted Image

Channel

Gold code

Figure 2.5: Simple diagram of encrypting a transmitted image with the Gold code

SRG 1

SRG 2

+

Code 3

(Gold Code)Clock

Code 1

Code 2

Code 1  (XOR)  Code 2

Figure 2.6: Simple block diagram of Gold code sequence generator

It is worth mentioning that a generator having n registers can generate a length se-

quence (Ls) equal to:

Ls = 2n − 1 (2.2)

2.2.2.4 Encryption Using the Chinese remainder theorem (CRT)

Chinese remainder theorem (CRT) is based on prime factorization [22]. Consider that

n ≥ 2, andm1, m2, ..., mn are positive relatively prime integers. Let the integerbi denote

the remainder ofx modulomi for 1 ≤ i ≤ n. The CRT resolves a numberx that when

divided by given divisors results in certain remainders.x is the lowest number that when

divided bym1 has a remainder ofb1, when divided bym2 leaves a remainder ofb2, and
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when divided bymn leaves a remainder ofbn. The CRT is represented by the following

system that has a unique solutionx.

This systemS can be simplified to be presented in the following form.

x ≡ (b1, b2, . . . , bn)S (m1, m2, . . . , mn)

This system is equivalent to the following set of equations.















































x ≡ b1(mod m1)

x ≡ b2(mod m2)

...

x ≡ bn(mod mn)

2.2.3 Cryptanalysis

Cryptanalysis is the science of decrypting a message completely or partially, when the

deciphering key is not known. Attacks can be classified into two basic categories. In

the first type, the attacker has some knowledge of the algorithm and/or a sample of a

plaintext-ciphertext pair. In the second type, the attacker has no knowledge of the al-

gorithm; this is known as a brute-force attack when every possible key on a piece of

ciphertext is tried until its plaintext is obtained [29]. The different types of cryptanalytic

attacks are explained in the following paragraphs.

• Ciphertext - Only Attack.

In this attack, part of the ciphertext may be obtained when the attacker has some

medical data that is encrypted by the same encryption algorithm. The attacker’s

job is to recover the plaintext of as many images as possible,or to deduce the key
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(or keys) used to recover the images [29]. An example of this attack is the jigsaw

puzzle attack. The attacker first divides a cipher image intomany small pieces,

then tries to break these pieces simultaneously.

• Chosen - Ciphertext Attack.

In this attack, the attacker is able to get several cipher images and original images

[22].

• Known - Plaintext Attack.

This attack occurs when an attacker has access to some cipherimages and their

original images, which may help in determining the key or a part of the key [29].

• Chosen- Plaintext Attack.

An attacker is able to select some medical images, obtainingthe relating cipher

images. This occurs when the attacker not only has access to the cipher images

and the original medical images, but the attacker also has the ability to choose the

image parts of interest which makes it more effective than a known-plaintext attack

[22].

2.2.4 Encrypted Image Evaluation Metrics

In order to verify the security and the performance of an algorithm, the algorithm should

be tested and evaluated according to the encrypted image features. A good encryption

algorithm should result in an encrypted image meeting the requirements of the following

evaluation metrics [26]. The metrics can be divided into twogroups. The first group eval-

uates the efficiency of the substitution process, which includes the histogram, entropy,
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and correlation coefficients. The second group evaluates the ability of the algorithm to

diffuse the original image. This group includes the mean absolute error (MAE), the num-

ber of pixels change rate (NPCR), and the unified average changing intensity (UACI).

2.2.4.1 Histogram

The encrypted image histogram should have a uniform distribution to avoid statistical

attacks [30]. The histogram of an image shows the number of occurrences for each gray

level in the medical image. Mathematically, the histogram is a discrete function and its

gray levels are in the range [0,L - 1] as in the following equation:

hist(rk) =
nk

N
(2.3)

whererk is thekth gray level, andnk is the number of pixels in the image with that gray

level. N is the total number of pixels in the image, andk = 0 , 1 , . . . ,L - 1. The

histogram gives a global description of the image, where a narrow histogram means that

the image is poorly visible because of the lack of contrast inthe gray levels present in the

image. In the same way, a widely distributed histogram meansthat almost all the gray

levels are present in the image, and thus, the overall contrast and visibility increase.

2.2.4.2 Entropy

The entropy is a statistical measure of disorder and randomness. In encryption applica-

tions the higher the value, the better the results. The entropy H(d) of data d is shown in

the following equation [31]:
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H(d) =
N
∑

i=1

p(di)log
1

p(di)
(2.4)

whereN refers to the total number of pixel values andp(di) represents the probability of

occurrence of a pixel with valuedi.

2.2.4.3 Correlation Coefficients

The encryption algorithm of a medical image should be resistant to statistical attacks,

when the correlation coefficients of pixels in the encryptedimage are as low as possible.

Horizontal, vertical, and diagonal correlation coefficients of two adjacent pixels can be

calculated using the following equations [32]:

Corxy =
COV (x, y)

√

D(x)
√

D(y)
(2.5)

D(x) =
1

N

N
∑

i=1

(

xi −
1

N

N
∑

i=1

xi

)2

(2.6)

COV (x, y) =
1

N

N
∑

i=1

(xi − x̄) (yi − ȳ) (2.7)

wherex andy are gray-scale values of two adjacent pixels in the image andN is the total

number of pixels in the image,̄x andȳ denotes the average value shown in

x̄ =
1

N

N
∑

i=1

xi (2.8)
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The directions of many pairs of adjacent (vertical, horizontal, and diagonal) pixels are

are randomly selected from the encrypted image, and the correlation coefficients are

calculated, respectively.

2.2.4.4 The Difference Between Encrypted and Plain Images

The encrypted image should be significantly different from the original to avoid cipher-

text attacks. In order to quantify this requirement, three measures are used: mean ab-

solute error (MAE), number of pixel change rate (NPCR), and unified average chang-

ing intensity (UACI). The performance of each stage of the difference between per-

muted/encrypted and plain images is measured by the MAE criterion where N is the

size of the image. The parametersaij andbij are grayscale values of pixels in plain and

encrypted images, respectively. The larger the MAE value, the better the encryption se-

curity. Encryption systems that use substitution and permutation are more secure than

systems that use permutation only. The NPCR is the percentage of corresponding pixels

with different gray levels in two images. LetC1(i, j) andC2(i, j) be the gray level of the

pixels at theith row andjth column of two(W × H) images. The NPCR of these two

images is defined in [32].

NPCR =

∑i,j
D(i, j)

W ×H
× 100% (2.9)

whereD(i, j) is defined as

D(i, j) =











0, if C1(i, j) = C2(i, j)

1, if C1(i, j) 6= C2(i, j)
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Another measure, UACI, is defined as the average intensity difference in a gray level

of corresponding pixels and is defined as

UACI =
1

W ×H

[

∑

i,j

C1(i, j)− C2(i, j)

2N − 1

]

(2.10)

2.3 Watermarking

Watermarking, the process of embedding small sensitive data such as copyright and

owner identification in images, has become a necessary component of multimedia appli-

cations that are subject to illegal use [33]. In addition, itis used for data authentication

purposes to detect tampering in a medical image. The robust watermarking algorithm

should be able to retrieve sensitive data even after applying various image processes,

such as translation, resizing, and cropping, as well as various types of distortions such

as filtering and contrast. These issues are very important when creating a new design for

a robust watermarking method. The use of watermarking in themedical imaging field

faces two main challenges: the data embedding method in the medical imaging system

should never change any significant details in the medical images, and the recovery al-

gorithm should be capable of obtaining the watermark from the watermarked images. A

general block diagram of the watermarking process is shown in Figure (2.7).

The two main digital watermarking categories are visible and invisible. A visible

watermark is seen in many digital applications such as the logos of television channels,

or the data of medical images as shown in Figure (2.8). On the other hand, invisible

watermarking is often used to identify copyright data, for example, an author or a dis-

tributor. Different classifications of invisible watermarking algorithms are based on the
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Figure 2.7: General block diagram of the watermarking process

host, and watermark extraction process. Watermarking approaches that are distinguished

in terms of the watermarking host are text, audio, images, and video. Classification

types according to the extraction of the watermark are non-blind, semi-blind, or blind.

In non-blind schemes, both the original image and the secretkey are needed, while in

semi-blind schemes, the secret key and the watermark are needed. Blind schemes need

only the secret key.

2.3.1 Watermarking Properties

Properties (robustness, capacity, and invisibility) for an efficient watermarking system

depend on the purpose of the watermark. One of the challengesin this area is that these

properties compete with each other. No digital watermarking technique satisfies all of

these properties. Capacity, robustness, and invisibilitycan form a triangle as shown in

Figure (2.3.1), showing that if one is improved, the other two might be affected.

2.3.1.1 Robustness

Digital images commonly are subject to many types of distortions, such as filtering, re-

sizing, and cropping. These distortions are still very common and represent an open issue
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Figure 2.8: Visible watermarking of a medical image

with respect to the robustness of watermarking. A good watermark should be resilient

when these distortions occur.

2.3.1.2 Capacity

The capacity of the hidden data is another important issue where the watermarking al-

gorithm should embed a predefined number of bits that can be hidden in the host signal.

This number depends on the application, and there is no general rule for this. Usually,

the number of bits that can be inserted in the data is limited.

2.3.1.3 Invisibility

The two types of invisibility are perceptual invisibility and statistical invisibility, and

they depend on the implementation method. In the perceptualinvisibility, the watermark

is hidden in such a way that it is hardly noticed, where an unauthorized person should
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Capacity Invisibility

Robustness

Figure 2.9: Digital watermarking properties triangle

not be able to detect it using statistical methods. For example, the availability of a large

number of watermarked images with the same code should not allow the extraction of

the embedded watermark by applying statistically based attacks. A possible solution is

to use a content-dependent watermark.

2.3.2 Watermarking Attacks

Watermarking can be visible or invisible. An image watermark may survive many at-

tacks. The attacks related to invisible watermarking are based on the available data about

the watermarked image. Attacks on visible watermarks include an analysis of lighting

and shadows, localized analysis of noise, histogram, and searching for discontinuities.

Watermark attacks can be either passive or active [34]. In passive attacks the attacker

tries to determine whether a watermark is present, but removal of the watermark is not

an aim. Active attacks can be divided into three types as follows:

• Robustness Attack.

The attacker attempts to remove or destroy the watermark, sothat the watermark
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detector is unable to detect the watermark, and the key issueis proof of ownership,

fingerprinting, copy control.

• Collusion Attacks.

The attacker uses several copies of watermarked data (images, video, etc.) to find

the watermark and to construct a copy with no watermark: thisis serious for fin-

gerprinting applications.

• Forgery Attacks.

The attacker tries to embed a valid watermark. This has serious implications for

authentication.

2.3.3 Evaluation Metrics of a Watermarking Algorithm

In order to verify the security and performance of a new algorithm, this algorithm should

be analyzed and tested according to the image features. Thissection introduces these

evaluation metrics. The image histogram is used to evaluatethe watermarking algo-

rithm. This metric was presented in the evaluation metrics of encryption algorithms.

There should be no perceptible difference between the histograms of the original and the

watermarked images. Other metrics are explained in the following paragraphs.

2.3.3.1 Human Visual System

The human visual system (HVS) is complex and deals with a hugeamount of informa-

tion; however, depth and color appearance represent the major parameters [35]. Psycho-

visual models were built to determine just noticeable difference (JND) thresholds that

depend on the features of both the signal and the background pattern. Embedding of
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an invisible watermark should not make a big difference to the luminance value in the

embedding region. Contrast is the measure of this relative variation of luminance. Weber

formula for measuring the contrastC of patterns is defined as [36]:

C =
4L

L
(2.11)

where4L is the difference between the target luminance and uniform background lumi-

nanceL.

2.3.3.2 The Difference Between Original and Watermarked Images

This measurement is useful to show the effects of watermarking technique. If the input

image of a system isf(x, y), and the watermarked image of that system isg(x, y), then

the error functione(x, y) can be defined as the difference between the input and the

watermarked images. This difference value between the two images represents the effect

of watermarking. This difference can be expressed in the forms of the mean square error

(MSE) and the peak signal to noise ratio (PSNR), which is expressed in the following

equations [37]:

e(x, y) = f(x, y)− g(x, y) (2.12)

The MSE formula is:

MSE =
1

M ×N

M−1
∑

x=0

N−1
∑

y=0

e(x, y)2 (2.13)
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and the root mean square error signal to noise ratio (SNRrms)is described below:

SNRrms = 10 log10

[

∑M−1
x=0

∑N−1
y=0 g(x, y)2

M ×N ×MSE

]

(2.14)

The peak signal to noise ratio (PSNR) formula is:

PSNR = 10 log10

[

(max g(x, y))2

MSE

]

(2.15)

2.3.3.3 The structural similarity (SSIM)

Image pixels are structured with strong dependencies, and these dependencies present

important information about the structure of the image in the HVS [38]. For example,

applying some image processes such as blurring, noise, and compression to an image

results in a group of processed images that might have similar PSNR values, but they have

large HVS differences. The PSNR and MSE quality metrics measure the error sensitivity

differences between the original image and the watermarkedimage. The aim of the SSIM

metric is to draw more attention to the structures of the original and watermarked images.

The SSIM evaluates the image quality by measuring the statistical changes between the

two images [38].

SSIM(x, y) =
(2µxµy + c1)(2σxy + c2)

(µ2
x + µ2

y + c1)(σ2
x + σ2

y + c2)
(2.16)

whereµx is the average ofx, µy is the average ofy, σ2
x the variance ofx, σ2

y the variance

of y, σxy the covariance ofx andy; c1, c2 two variables to stabilize the division with a

weak denominator.
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2.3.3.4 Normalized Correlation (NC)

Normalized correlation (NC) is a metric used for measuring the change between the

watermark and the watermark after recovery [39]. It is defined by:

NC =

∑N1

i=1

∑N2

j=1W (i, j)W ′(i, j))
∑N1

i=1

∑N2

j=1[W (i, j)]2
(2.17)

whereW andW ′ are respectively the original and extracted watermarks both of dimen-

sionN1 ×N2.

2.4 Summary

This chapter introduced the background on cryptography andwatermarking techniques

for medical images to provide the required security againstspecific types of attack.

Therefore, proposing a good solution might requires the useof both techniques. The

material presented in this chapter is summarized below:

Cryptography is an important way to secure data by converting it into a non-understandable

form. The security level of this technique is measured by thelength of the key used in an

encryption algorithm.

An encryption algorithm is considered secure when the cost of breaking the cipher ex-

ceeds the actual value of the encrypted information, or the time required to break the

cipher exceeds the useful lifetime of the information.

Parameters that play an important role in the cryptosystem robustness are key length and

the avalanche property. Breaking the encryption key has become an easier task because
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of the increasing speed of computers. Accordingly, the key length of a cryptosystem

should be designed to fully protect the system.

Watermarking is the process of verifying the ownership or integrity of objects such as

medical images, and it is important to discover applications that are subject to illegal

use. The properties of medical image watermarking are capacity, robustness, and invisi-

bility, where there is a trade off among these parameters.

A medical image might suffer from various processes such as noise and cropping, as well

as different types of distortions such as filtering and contrast.

In Chapter 3, a literature review is conducted to enable us toidentify the advantages

and disadvantages of the current published work.



Chapter 3

Literature Review

In this chapter, a list of important published work in the field of medical imaging security

is discussed. Research work on medical imaging security canbe viewed in the encryption

and watermarking processes. The objective of this chapter is to highlight the advantages

and disadvantages of currently published image security algorithms and to direct possible

research paths to address deficiencies in the current security algorithms.

3.1 Encryption Algorithms

Encryption algorithms have a large variety of classifications based on many rules and

based on the information collected from the literature, this classification is presented

in Figure 3.1. Symmetric and asymmetric algorithms are the two classes of key-based

encryption. The same key is used in symmetric algorithms forencryption and decryption,

while different keys are used in asymmetric algorithms for encryption and decryption.

Asymmetric ciphers declare the encryption key to the public; therefore, it is also known

34
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Encryption Algorithms

Specifications

Asymmetric
(Public)

FunctionImplementation

Substitution Permutation

Key

Naive Selective

Size

Symmetric
(Closed)

Data Spatial Transform Stream Block

Figure 3.1: A classification of encryption algorithms

as public-key cryptography [22]. This enables anybody to use the public key for data

encryption. However, only the receiver that has the decryption key is able to decrypt the

ciphertext data. The encryption key is known as the public key, while the decryption key

is known as the private or secret key. The processing time required to execute symmetric

algorithms is shorter than asymmetric ones. In practical applications, both algorithms are

often used together where a public-key algorithm is used to encrypt a randomly generated

encryption key. This randomly generated key is used to encrypt the transmitted data using

a symmetric algorithm known as the hybrid encryption. RSA and El-Gamal are examples

of open key algorithms [22].

Encryption algorithms can be composed of substitution methods, transposition methods

or both [40]. In substitution methods, the pixel values of the plaintext image are replaced

by new values, while in transposition algorithms, the pixelvalues of the plaintext image

are rearranged in a new sequence.

Encryption algorithms for medical imaging can also be divided into two types according

to the applied pixels; these are naive and selective encryption approaches. The naive
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approach is used to encrypt all the image pixels, while selective encryption is used to

encrypt image pixels of interest. The naive approach is simple to implement, but all

the pixels are passing through the encryption and decryption stages. On the other hand,

selective encryption is more complex to implement, but the processing time is shorter

because only the selected pixels will go through the encryption and decryption stages.

An example of the naive approach is the chaotic maps proposedfor securing medical

images such as Cat maps or Baker maps [41]; the approach has a short implementation

time but has a lower level of robustness.

3.1.1 Data Encryption Algorithms Used in Images

Data encryption algorithms can be used for securing images to achieve a high level of

robustness. However, some of these algorithms require longprocessing times. Others

have shorter processing times but with lower robustness. Data encryption algorithms

such as 3DES and AES are also used for medical image encryption and especially for

DICOM images [8].

• DES and 3DES Algorithms

Dang et. al used the DES algorithm for image encryption [42].The image was first

compressed using the discrete wavelet transform (DWT) to obtain a smaller size

then the encryption process using the DES algorithm is applied. This algorithm

reduced the DES processing time through reducing the image size. Moreover, the

robustness is increased because DWT compression reduces the redundancy in the

image, which minimizes the effectiveness of plaintext attacks that are based on data

redundancy. Silva-Garcia used the 3DES to encrypt images [43]. This approach is
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based on making modifications to reduce the processing time of the permutation

part in the 3DES algorithm.

• AES Algorithm

AES has been proposed by many researchers for medical imaging security as

shown in [44] and [45]. In both, AES was applied directly to secure medical data.

• Pseudo-Noise Sequences Algorithms

The coding algorithms such as the M-sequence and the GC are used by many re-

searchers to achieve robust encryption for data, speech, and images[46]. In [47],

speech signals are encrypted using various PN sequences such as M-sequence,

GC, and Walsh Hadamard code. GCs were used to partially encrypt images in

[48]. In [49], chaotic sequences were used to improve the performance of the GC

for image applications. Encryption performance of variousimages using conven-

tional pseudo random code generators was compared to the useof a new chaotic

sequence generator. In [50], an image was encrypted using the index based on

a chaotic sequence, M-sequence or Gold sequence. This algorithm permutes the

image on the basis of the index position of the chaotic sequence. The main con-

cerns of stream cipher encryption methods based on linear feedback shift registers

(LFSR) are linearity and short keys

• The Chinese Remainder Theorem (CRT)

Employing CRT method for encryption is advantageous due to the use of simple

arithmetic operations such as addition, subtraction, multiplication and division.

This simplicity results in efficiency in machine computation and reduces the re-
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quired memory, and sophisticated hardware requirements [46]. Image encryption

using CRT is performed in [51] using a number of shadow images. This algorithm

did not provide adequate security because each shadow looksclose to the original

image and any one who can get the required number of shadows can construct the

original image [52]. Therefore, another algorithm is proposed in [46] where CRT

is used for secret image sharing. However, this approach fails to deal with some

natural images like sea, forest, and so on, which contain pixels with similar colors;

also, it increases the size [53]. Increasing the key length of secret sharing methods

based on CRT is a concern.

To summarize the algorithms that have been cited in this section, a focus on the

advantages and the disadvantages of those algorithms is demonstrated. The 3-DES is a

robust algorithm but requires long processing time. The AESalgorithm is more robust

than 3-DES and has a relatively lower processing time. However, the processing time is

still large. As a result, a proposed algorithm should have a lower processing time and at

the same time it should maintain or improve the robustness. In the case of pseudo-noise

algorithms, these algorithms are very fast but their lengthmight not be enough for some

applications. The code might be repeated many times to secure a large amount of data

and this is considered as a flaw in the robustness side. Therefore, an improvement should

be made to obtain longer codes. Applying naive CRT for image encryption is considered

robust due to the long keys. Nevertheless, medical images have many regions having the

same value and specifically have zero values which require a careful design to overcome

this issue.
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3.1.2 Spatial Domain Image Encryption Algorithms

Many researchers do not consider that data encryption algorithms are suitable to encrypt

images due to the large size and high redundancy. Therefore,many algorithms are pro-

posed to encrypt images by considering some image specifications. These algorithms

aim to reduce the correlation among the pixels so that they produce low correlation with

high entropy for the encrypted image. Generally the implementation time of these al-

gorithms is very short, but they usually cannot stand for a long time against different

attacks. Chaos-based encryption of visual data uses the principle of applying chaotic

maps with strong mixing properties to the raw image data. Thebasic idea is that chaotic

maps exhibit similar properties to cryptographic systems.Usually these systems are

hybrids between permutation and substitution ciphers withspecific properties. The fa-

mous examples of chaotic maps are Cat maps and Baker maps. Thetwo-dimensional

chaos map of an image is a process of stretching and folding. For example, in the Cat

map the process of stretching and folding is in a diagonal direction, while in the Baker

map there is a horizontal stretch and then folding of the vertical image block [54]. The

Cat map algorithm was broken, so improvement was done to improve it and use it in

three dimensional form. In [55] a bit-plane representationis used in the design of two

lightweight encryption schemes for fingerprint images. In [56] a chaotic algorithm based

on a trigonometric function was used to encrypt an image which uses several types of op-

erations such as shift and XOR to shuffle the image pixels. In [57] a selective encryption

approach based on edge and face detection is used to reduce the time. The regions intend

to be encrypted are identified through edge detection. This approach applies the Blow-

fish encryption algorithm to the identified region. In [58] a selective encryption method
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is proposed based on Saw-Tooth space filling curve, pixels ofinterest, non-linear chaotic

map and singular value decomposition. Scrambling the pixelpositions using Saw-Tooth

space filling curve is the first stage. Then significant pixelsare selected using pixels of

interest method. After that, the diffusion process is applied on the significant pixels using

a secret image key obtained from non-linear chaotic map and singular value decomposi-

tion. In [59] a new protection method for 2-D cartoon images based on scalable shape

context and selective encryption so only the object that is identified through the detection

process is encrypted.

3.1.3 Transform Domain Image Encryption

Images usually go through some digital image processing/compression techniques that

operate on the transform domain. As a result, some researchers designed their algo-

rithms to encrypt the image in the transform domain for compatibility issues. Kuo pro-

poses a method implemented by randomly changing the phase spectra of the original

image [21]. A binary phase spectra of a pseudo-noise image isadded to the original

phase spectra. This methodology is a private key system. Thefirst limitations of this

method is that the encryption and decryption process requires additional Fast Fourier

Transform (FFT) computation, which is computationally demanding. Second, it is in-

secure against known/chosen-plaintext attacks [21]. Bourbakis proposed a joint lossless

compression/encryption/hiding system based on the SCAN language [60]. The name

SCAN reflects the various ways of scanning the coefficients inthe transform domain.

In [61] an algorithm is designed by encrypting the image after applying discrete cosine

transform (DCT) and quantization block by block. Every block is first permuted by plac-

ing the value on the same position of a chosen block using Logistic map, then the signs
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of the permuted block are extracted and encrypted by the spatiotemporal domain. Im-

age encryption is also implemented in wavelet domain by permutation of the wavelet

components position [62]. An important point for the designof encryption algorithms in

the transform domain is the reduction of the compression ratio of the resulted image. In

[63] [64] selective encryption is implemented to images in the DWT domain. Encryp-

tion process is applied according to the weight of the block (HH, HL, LH or LL). The

selective encryption method in [65] has two stages. The firststage involves detecting the

text using text detection algorithm. The second stage is encrypting AC coefficients of

the JPEG block. In [66] the image is decomposed into 8×8 blocks, then the blocks are

transformed to the frequency domain using the DCT transform. Selective encryption is

implemented by encrypting only some DCT coefficients.

3.1.4 Encryption Algorithms for Medical Images

Encryption algorithms that were explained in the sections 3.1.1,3.1.2 and 3.1.3 can be

generally used to ensure the security of the medial images. Some modifications might be

needed to meet the requirements of the medical images. For example, data encryption

algorithms have been proposed to secure the medical images.The algorithms in [8], [44]

and [45] used AES algorithm. However, the AES implementation time required is large.

On the other hand, [67] [68] are examples of the use of medicalimage encryption (MIE)

algorithms in the spatial domain which have shorter processing time but it can not stand

for a long time against various attacks. As a result, selective encryption is considered as

a promising technique for MIE. It is an important technique for reducing encryption time

by applying the encryption algorithm to a single subset of the data. In [69] selective en-

cryption is implemented in the DCT domain by encrypting low frequency components.
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Ou et. al. [11] attempted to reduce the AES encryption processing time using selective

encryption by encrypting parts of the image. The level of security is decreased, however,

with some regions of the image still visible. In addition, the background is sometimes

used to embed a watermark for authentication and data integrity purposes. Other ap-

proaches include a selective encryption algorithm encrypting parts of the image pixels

using AES [13], and an algorithm that combines permutation and selective encryption to

minimize the amount of processed data encryption, designedparticularly to work with

images that use JPEG2000 as a compression method [12]. However, both lack robust-

ness. In [14], AES is used to encrypt an MRI brain image with dimensions512 × 512

which requires 521.67 s with MATLAB code using a computer that runs on a CPU Intel

Core2 Quad Q6700 .

3.2 Watermarking Algorithms

Watermarking algorithms are either additive or substitutive. In additive methods the in-

formation is embedded through modulation which is usually carried out using one of

the three formulae suggested by Cox et al. [33]. The additionof the watermark may

cause overflow in the pixel values. As a result, some approaches are proposed to solve

this problem. The first approach uses modulo arithmetic, butthis might lead to salt and

pepper noise. The second approach uses signal classification before the embedding of

the watermark. The other approach regroups the ways that modulate the histogram of the

image in the spatial or transformed domain. On the other hand, substitutive schemes re-

place the value of the pixel by another one such as LSB schemesor difference expansion

[70] [71].
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The three main classes of watermarking techniques are spatial domain, transform do-

main, and feature domain [72]. The watermark in the spatial domain technique repre-

sents the first class where it is embedded by changing the pixel values of the original

image [19], while in the transform domain technique, the data is embedded by modu-

lating the transform domain signal coefficients [70]. In thefeature domain technique,

account region, boundary and object characteristics such as brightness, or textured are

taken into consideration so these parameters represent additional advantages in terms of

detection and recovery from geometric attacks compared to the preceding methods [73].

An invisible watermarking system has to be robust to resist attacks. It should be im-

perceptible (not cause visible distortion to the cover) andit should also be capable of

carrying sufficient information (rate of information). These three properties of a water-

mark form a kind of trade-off against each other and this needs to be considered based

on the application [74].

3.2.1 Spatial Domain Image Watermarking

In this type, the watermark replaces some image details, such as the least significant

bit of the image [70]. The LSB Hiding is an information hidingalgorithm which is

based on hiding bits of one message image into n-least significant bits of a host image as

shown in Figure 3.2. However, the original image can not be recovered using this type of

watermarking. On the other hand, the watermark can be added to the image pixels, but

sometimes this will cause an overflow in the values of some pixels [33].
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Figure 3.2: LSB hiding methods

3.2.2 Transform Domain Image Watermarking

Embedding a watermark in the transform domain is proposed bymany researchers. For

example, in [75] the watermark is embedded in the DCT domain while in [76] the wa-

termark is embedded in the DWT domain. A comparison of the advantages and disad-

vantages of embedding a watermark in a transform domain is explained in details [77]

and [78]. Embedding a watermark in the DCT domain increases the robustness against

filtering and noise [79]. Embedding a watermark in the transform domain is more robust

because cropping attack becomes ineffective. However, theavailable capacity becomes

smaller [72].

• Advantages of DCT over DWT [77]: Computational complexity of DWT is bigger

compared to DCT; computing DCT only takes 54 multiplications for a block of

8x8, unlike wavelet calculation depends upon the length of the filter used, which

is at least 1 multiplication per coefficient.

• Advantages of DFT over DWT [77]: DFT is rotation, scaling andtranslation (RST)

invariant. Hence it can be used to recover from geometric distortions.
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3.2.3 Watermark for Authentication

Cao suggests adding a digital envelope so the important datacan be embedded in it [80].

This solution increases the size of the transmitted data andit is very weak against crop-

ping attack. Guo suggests that the region of embedding be represented by a polygon,

chosen intentionally to prevent introducing embedding distortion in the ROI [81]. How-

ever, the selection of the polygon’s position is not implemented automatically, and the

used area could be larger to embed more data.

Embedding the watermark using LSB technique in the region ofnon-interest (RONI) of

the spatial domain in a reversible way is proposed by Zain [72], nevertheless this method

is weak against cropping or noise attacks. An algorithm proposed by Cox et al. [33]

uses a global DCT approach to embed a watermark in the perceptually significant com-

ponents of the image spectrum. However, additive schemes that are based on adding the

watermark to the image might suffer from pixel intensity overflow. Wakatani avoided

the distortion of the ROI by embedding the watermark in an area other than the ROI

[82]. An image compressed by a coding algorithm such as embedded zerotree wavelet

is used as the watermark. The watermark is embedded using wavelet transform in the

nearest area to the ROI. The author claimed that the method can detect the signature im-

age with moderate quality from a clipped image including theROI. The signature image

with moderate quality can be acquired from a clipped image including only part of the

ROI. Li uses the moment-preserving thresholding which is a pixel-based segmentation to

separate the ROI from the ROB for mammogram medical images [83]. Murillo-Fuentes

used an addition algorithm for authentication and integrity purposes where ICA is used

for embedding and extraction for medical images [73]. However, additive schemes suffer
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from pixel intensity overflow.

3.2.4 Watermark for Ownership Verification

Anand proposed an LSB technique of data hiding in the spatialdomain where a text file

to be hidden consisting of ASCII characters is encrypted using a log function [84]. The

technique is very simple and therefore, has a short implementation time. This technique

is suitable in situations where immediate diagnosis is required. This technique is not

robust against image processing attacks. Furthermore, tampering of the watermarks is

also possible.

Nguyen et al. designed an algorithm for ownership verification where ICA used for

the extraction of medical images [85]. However, this is an additive scheme so might

suffer from pixel intensity overflow

Fang proposed a DWT-based image-watermarking algorithm applying DS-CDMA

[86]. The code division multiple access (CDMA) is a channel access method. The

CDMA encoded watermark is embedded into the DWT domain by modulating selected

DWT coefficients of the image in a fashion similar to CDMA. Blind recovery of the em-

bedded data is achieved by analyzing the DWT coefficients of the watermarked image

and the auto-correlation of orthogonal codes.

The CDMA encoded watermark is concatenated by a synchronization code [87].

Then the watermark is embedded into the selected DWT coefficients of the original im-

age. During the watermarking detection, the correspondingDWT coefficients of the

cropped watermarked image are relocated by self-synchronizing efficiently, and then the

correlation between the extracted watermark information and GC is analyzed.
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3.2.5 Adaptive Watermarking

Adaptive watermarking is used to achieve watermark embedding with the lowest effect

on the original image quality. Adaptive watermarking depends on the frequency response

of the human eye, and properties of the image itself. The properties of the human visual

system can be classified to three groups: frequency sensitivity, luminance sensitivity, and

contrast masking [88]. Frequency sensitivity describes the human eyes sensitivity to sine

wave gratings at various frequencies. Luminance sensitivity measures the effect of the

detectability threshold of noise on a constant background.Contrast masking refers to the

detectability of one signal in the presence of another signal and the effect is strongest

when both signals are of the same spatial frequency, orientation, and location. A combi-

nation of the three components results in just noticeable distortion (JND) thresholds for

the entire image. Adaptive watermarking algorithms can be categorized according to the

utilization of the above properties.

In [74], the watermarking process is implemented adaptively in DWT domain of the

image. The correlated DWT coefficients across the DWT subbands are categorized into

set partitioning in hierarchical trees (SPHIT), and these SPHIT trees are further decom-

posed into a set of bitplanes. The watermark is embedded in the selected DWT coeffi-

cients of the bitplanes through recursive loops to find the optimal watermark embedding

strengths for the images.

Obtaining a better tradeoff between fidelity and robustnesswas the goal in [76]

through a just perceptual weighting (JPW) model. This modelincorporates various

masking effects of human visual perception of all the image subbands to obtain mini-
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mum perceptual distortion .

In [89], an adaptive audio watermarking algorithm based on support vector regression

(SVR) is presented. This algorithm embeds the watermark signal into the original audio

by adaptive quantization according to the local audio correlation and human auditory

masking.

In [90], a multiscale watermarking scheme based on the Gaussian mixture model

(GMM) is introduced. GMM is developed to describe the statistical characteristics of

images in the wavelet domain and an expectationmaximization algorithm is employed to

identify GMM model parameters. Compared with other watermarking methods, this new

statistical model based method modifies only a small amount of image data such that the

distortion on the host image is imperceptible.

The adaptivity of the above methods is based on iterative approaches for coefficient

modification. Some researchers consider the tradeoff amongwatermarking properties as

an optimization problem. Therefore, they tackle the problem by applying optimization

algorithms such as genetic algorithms (GA).

In [91], an image watermarking method based on the discrete multi-wavelet trans-

form (DMT) is proposed to obtain copyright protection. GA isapplied to search for

optimal watermarking parameters in order to achieve optimum performance.

In [92] Embedding the watermark data around the ROI of a medical image based on

GA. GA is used for rounding errors correction to decide when real numbers are converted

into integers.

In [93], GA is used to find the optimal frequency bands for watermark embedding

into our DCT-based watermarking system, which can simultaneously improve security,

robustness, and image quality of the watermarked image according to the PSNR and NC
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values. In [94], [95] and [75] also used GA in the DCT domain for watermarking in

which PSNR and NC values parameters were also used to set the fitness function. The

main difference among these methods is the derivation of thefitness function for the

application to have more robustness or invisibility based on the application.

In [94] the fitness function isfl = PSNRl +
1
p

∑p

h=1NCh,l.λh,l. This is a general

form of the fitness function.

In [95] the above fitness function is applied to three attacksto befc = PSNR +

25
∑3

h=1NCh. The fitness function in thecth iteration is designed by using two factors

related to robustness and invisibility of a watermark.

3.3 Medical Image Watermarking

The section 3.2 provides an illustration of various types ofwatermarking algorithms and

some of the examples were for medical images. The three typesof watermark embed-

ding algorithms for medical images are minimum distortion,reversible, and embedding

the watermark into a region of non-interest [96]. The first method consists in using clas-

sical watermarking methods while minimizing the distortion [97]. However, embedding

such watermarks may cause degradation in the medical images. Lossless or reversible

watermarking represents the second type: the watermark canbe removed from the im-

age once the embedded data is read, allowing retrieval of theoriginal image [72]. This

approach provides authentication without proof of ownership. The third type is imple-

mented by defining two regions in the medical image where the first is known as ROI

and the second as ROB [82]; the watermarked data is embedded within the ROB in order
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not to compromise the diagnostic capability.

In some cases the capacity of RONI is not enough for embeddingthe watermark. There-

fore, the relationship between robustness and capacity should be controlled adaptively.

3.4 Summary

Medical images can be treated as regular data so data encryption methods can be used

for encryption. Medical imaging encryption algorithms should be able to stand for a

long time against different attacks. Some encryption algorithms that are based on image

features can also be applied to medical applications. The DICOM system recommends

using standard encryption algorithms such as the AES method. However, these methods

have a long processing time so some researchers proposed using selective encryption

which means encrypting a part of the image. Selective encryption leads to a lower level

of robustness. Consequently, a major goal for this researchis to design an algorithm that

is able to reduce the implementation time and maintain or improve the level of security.

Permutation algorithms usually define a fixed number of iterations to implement the en-

cryption process. Therefore, one of the motivations of thisresearch is to adapt the process

by varying the number of iterations according to some measurement of the output image.

As a result, robustness will be achieved with a shorter processing time and increase the

security through the secret number of iterations. The challenges for using a watermark in

a medical image are selecting the suitable location of embedding the data and the robust-

ness of the algorithm. Embedding a watermark in a medical image should not change the

informative region of the image. The recovery algorithm should be capable of obtaining

the watermark from the watermarked image even after distortions and without resorting
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to the original images. Many algorithms have been proposed which employ various tech-

niques to embed a watermark in the medical image. Selecting an embedding technique

depends on the application. Therefore, designing an algorithm that can be used for own-

ership verification and authentication purposes should usea non-reversible method. As a

result, the embedding of the watermark should be in the region of non-interest. However,

embedding the watermark there makes it susceptible to cropping. On the other hand, a

number of copies of the watermark should be embedded in the medical image to enable

a reliable retrieval and make the process more resilient to noise.



Chapter 4

Adaptive Encryption for Medical

Imaging

The literature review chapter shows that encrypting a medical image using AES method

provides a high level of security, but has a long execution time. A selective encryption

technique which partially encrypts the medical image represents a good solution to re-

duce the processing time.

In this chapter, an efficient method for medical image encryption is described. This

method adopted segmentation as a new approach to define the two regions of the selec-

tive encryption technique. The selective encryption principle for medical images states

that if one of the regions is encrypted using an encryption algorithm, the other region

should remain unencrypted. However, this research proposes that it is better to encrypt

the resulting two regions using the selective encryption process. The main reason be-

hind this is that the unencrypted region might contain significant information such as a

watermark or it could expose the medical image modality.

52
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4.1 A Novel Approach using Segmentation for Selective

Encryption

In this research, the selective encryption technique has been dealt with from a new point

of view by applying segmentation to the medical image. Employing segmentation results

in well defined regions based on their information density. This technique allows the

control of the processing time. The first region is the informative one and is called

the region of interest (ROI) while the second region represents the non-informative one

and is called the region of the background (ROB). In this proposed method, a robust

encryption algorithm is used to secure the ROI region. The AES encryption algorithm

is selected because this algorithm is adopted by NEMA to secure the DICOM images.

Another encryption algorithm that has a short execution time is used to secure the ROB.

The ROB can remain without encryption but this presents a lowlevel of privacy. The

modified GC is used to secure the ROB.

The framework of the proposed selective encryption method is based on applying the

stages that are shown in Figure 4.1 to secure a medical image.The first stage starts by

dividing the medical image into blocks having the same size (for example 8×8 pixels).

The next stage, selective encryption, is implemented in a novel way where segmentation

is employed to perform this process.

The segmentation process is used to classify the pixels in a medical image in order to

achieve the selective encryption. Segmentation is the operation of checking whether each

pixel belongs to an object of interest or not according to parameters such as the threshold

value. In this application, segmentation produces a binaryimage in which a pixel has the

value of one if it belongs to the ROI; otherwise it is zero. After segmentation, the image
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Figure 4.1: Medical imaging encryption methodology
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is divided into regions, and the boundaries between the regions become known. The main

types of segmentation techniques used in medical imaging are threshold, pattern recog-

nition, and deformable models [98]. The threshold algorithms have the lowest execution

time so they are adopted in this application as other techniques require longer implemen-

tation time. The main types of threshold techniques can be classified into pixel-based

methods which use only the gray values of the individual pixels, edge-based methods

which detect edges and then try to follow them, and region-based methods which an-

alyze the gray values in larger areas. Pixel threshold requires less execution time than

other threshold techniques; therefore, pixel threshold, block mean and block entropy are

selected in this research to achieve a fast and accurate classification for regions in the

medical images. Applying pixel threshold based intensity for medical image segmenta-

tion can give faster classification than the block mean and block entropy, but the use of

block entropy produces more accurate segmentation in this design.

The third stage depends on the outcome of the segmentation stage, whether the ratio

of the ROB to the ROI is large or small. The ratio of small or large ROB is relative;

for example a ROB ratio less than 10% can be considered as a very small while a ROB

ratio of around 50% can be considered very large. The definition depends on the used

encryption algorithms which can make the difference in the speed. In the case of a large

ROB to ROI ratio the medical image is segmented into two regions only, for example

an image with a ROB size around 25% of the overall image size can present an effective

saving. This ratio is highly affected by the selected encryption algorithms for each region.

The major goal is to reduce the processing time while maintaining or improving the

encryption robustness.
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4.2 Two-Region Selective Encryption Algorithm

This section introduces a novel algorithm for selective encryption based on the segmenta-

tion technique1. This approach is based on dividing the medical image into two regions.

The proposed algorithm is shown in Figure 4.2.

The steps for both encryption and decryption are described in section 4.2.1. The

performance of the algorithm is based on the ROB to ROI ratio,so when the ROB has

a large ratio compared to the ROI then a substantial saving oftime is obtained and vice

versa.

4.2.1 Algorithm Stages

Encryption and decryption stages of this algorithm are illustrated in the following para-

graphs. In which each stage has multiple steps for implementation which are explained

below.

4.2.1.1 Encryption

• Dividing the medical image into blocks having the same size.Any size can be

selected, and a larger block size reduces the processing time.

• Selecting suitable key lengths of the AES and GC algorithms is selected carefully

to obtain the required robustness. The length of the GC should be longer than the

ROB to result in a robust encryption.

• Selecting appropriate segmentation technique to obtain the threshold such as pixel

1Parts of this section have been published in [15]
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Figure 4.2: Flowchart of the Two-Region selective encryption
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threshold, block mean or block entropy. The pixel thresholdrequires less execution

time but entropy classifies the blocks based on their information density. Applying

segmentation to the medical image produces two regions, theROI and the ROB.

• The ROI is encrypted using a standard robust encryption algorithm such as the

AES.

• The ROB is encrypted using an algorithm that has low execution time such as the

GC.

• Another output from the segmentation is a black and white image, where each

block that belongs to ROI is replaced by 1 and each block that belongs to ROB is

replaced by 0. The side information image (segmentation map) is reconstructed

using the stored binary image.

• The correlation value of the encrypted image can be improvedby using any per-

mutation algorithm such as the proposed algorithm in section 4.4.

• The side information image is compressed using a compression algorithm such as

Huffman coding to obtain a small file that is transmitted as a key with the encrypted

medical image.

• AES and GC keys can be encrypted using an asymmetric keys algorithm such as

RSA for exchange and storage purposes.

4.2.1.2 Decryption

The required keys for the decryption process are:
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1. Keys of AES used to encrypt ROI.

2. Parameters and initial conditions for the GC used to encrypt ROB such as the shift

of the code and the code level.

3. The compressed file of the black and white image (side information).

Decryption steps are

• The received encrypted medical image is read.

• The permutation step is applied based on the use in the transmitter side.

• The two regions are separated using the compressed file, resulting in two vectors

representing ROI and ROB.

• The ROI vector is decrypted using AES and the ROB vector usingthe GC.

• The image is reconstructed using the received file that contains the black and white

image.

4.2.2 Threshold Value Determination

An important part in the new selective encryption design is the selection of a thresh-

old value to define the belonging of each pixel. The pixel threshold, average intensity

of a block and block entropy approaches were used to determine the threshold in the

design. The main objective in this section is to obtain an appropriate threshold value.

This is achieved by comparing between the K-means clustering which is an unsuper-

vised classification algorithm and region growing segmentation which is based on image
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specifications. There is an error and an acceptable tolerance in any threshold operation.

Therefore, another objective is to examine the effect of varying the threshold value in the

above approaches.

4.2.2.1 Data Sets of Medical Images

The representing data sets contain some types of medical images that are utilized for

obtaining appropriate threshold values to define the ROI andthe ROB regions. MRI,

CT, X-ray and ultrasound are the modalities of medical images within the data sets. In

this research, more than 100 images of various medical typesare used to represent the

different sets. The main parameters that control the performance as a function of the

training sample size are:

• The classification method.

• The complexity of the classifier.

• The separation of the classes.

The small sample size is typically between (5-25) independent cases per class to obtain

a stable linear classifier [99]. The selected images are 66 X-ray, 12 MRI, 12 CT and 24

transverse ultrasound. The two regions selective encryption algorithm is designed to se-

cure medical images having a clear ROB where the background is totally blank. Images

without a clear background such as the coronal and the longitudinal ultrasound images

are segmented using entropy. Entropy based segmentation can also be applied for MRI

and CT images that does not have a clear background.

The selected sample size per class is 6. The X-ray database contains 54 mammogra-

phy [100], and 12 chest images [101]. The class variables of the used mammography
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screening exams are the X-ray device, and the age of the patient. Ultrasound, CT and

MRI medical images in this research were obtained from [101]and [102]. The DICOM

images data sets are preferred as they contain more details which are useful to define the

classes as shown in Figure 4.3.

4.2.2.2 Threshold Calculation Methods

The following methods were used to obtain a suitable threshold value that can be used in

the two regions selective encryption algorithm. The first method which is the K-means

was used for most of the X-ray images. The second method is based on region growing

in the case that the ROB is very small and some modalities suchas ultrasound and MRI

and CT.

K-means Method The determination of a threshold value can be considered as an

unsupervised classification problem where the use of a clustering technique represents

a solution. The K-means is a heuristic clustering algorithmin which each cluster is

represented by the center of the cluster. The K stands for thenumber of clusters. Some

times the K-means is terminated at a local optimum. However,K-means implementation

is fast which makes it attractive. The main drawbacks of thisalgorithm are the difficulties

with the noisy data and the outliers. The K-means algorithm is iterative in nature and

consists of four steps:

• Defining the number of clusters K.

• Selecting the initial centroids values randomly.

• Assigning each pixel to the cluster with the nearest centroid.
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Figure 4.3: Embedded information in a DICOM image
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• Calculating the value of each centroid as the mean of the pixels assigned to it.

• Repeating the third and the fourth steps until a no change in the groups occurred

to all pixels of the medical image.

This method is applied to the data sets of medical images and the results are presented

in Table 4.1.

Region Growing Method The K-means algorithm performs well in most of the used

data sets of medical images. However, it does not provide suitable threshold values when

the medical images have a small ROB such as the chest X-ray, where the output threshold

value is far away from the required one. Therefore, region growing segmentation is

proposed to obtain the threshold values. The method has a longer processing time and

consists of the following steps:

• Identifying a pixel with low intensity on the borders to select it as a seed.

• Applying region growing segmentation to the medical image.

• The pixel values of the ROB region are stored in a ROB matrix.

• The maximum pixel intensity value of the ROB matrix is obtained as the threshold.

The results of region growing were close to K-means; however, in some cases region

growing results were more accurate. Therefore, only the threshold values that were ob-

tained using region growing are considered. Comparison of the threshold values among

the utilized images data sets are presented in Tables 4.1, and 4.2. The first table presents

the threshold values for the used medical images data sets using K-means while the sec-

ond table presents the threshold values using region growing method. The X-ray images
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demonstrated the highest standard deviation while the MRI images showed the lowest.

The reason behind this is the pixel values of the ROB. The X-ray images have relatively

high pixel values compared to the MRI, where some pixels are 50 while in the MRI the

maximum value is 7. The adopted threshold values in the proposed encryption algorithm

for the segmentation stage are the average values plus the standard deviation values of

the modality. This criterion is extracted after testing medical images data sets using the

average only and the average plus the standard deviation, inwhich the later presents a

better classification. The adopted values for the utilized medical images are shown in

Table 4.3. This Table adopted the first three rows of Table 4.1and the last forth rows

of Table 4.2. In the first three rows K-means method performs well. Then in the X-ray

chest set it did not perform well because the ROB is very smallso the solution presents a

local minimum which is one of the limitation of this method. On the other hand, region

growing presents more accurate threshold values. The last three modalities (US, CT, and

MRI) have low intensity values for the ROB. Therefore, another limitation of K-means

method which is outliers affects the obtained threshold forthese modalities. As a result,

the obtained threshold values using region growing method were more accurate.

Image set Size No of imgs Avg Max Min Std Dev
Mammo (DBA 21) 168× 352 18 25 46 5 14.87
Mammo (HOWTEK) 192× 360 18 24 48 4 12.23
Mammo (LUMISYS) 224× 352 18 31 51 15 10.68
Chest (Fuji fpm 9000) 800× 696 12 90 121 44 23.68
US (GE Logic 700) 496× 384 24 16 32 7 5.88
CT (GE Genesis Zeus) 512× 512 12 14 36 4 12.23
MRI (GE Genesis Signal) 512× 512 12 15 28 4 10.71

Table 4.1: K-means threshold values for the used medical images data sets
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Image set Size No of imgs Avg Max Min Std Dev
Mammo (DBA 21) 168× 352 18 17 42 5 11.07
Mammo (HOWTEK) 192× 360 18 15 41 3 9.33
Mammo (LUMISYS) 224× 352 18 23 45 8 8.41
Chest (Fuji fpm 9000) 800× 696 12 17 27 5 6.68
US (GE Logic 700) 496× 384 24 5 7 2 1.06
CT (GE Genesis Zeus) 512× 512 12 5 7 2 1.31
MRI (GE Genesis Signal) 512× 512 12 6 7 5 0.89

Table 4.2: Region growing threshold values for the used medical images data sets

Image set Size No of imgs Avg Max Min Std Dev
Mammo (DBA 21) 168× 352 18 25 46 5 14.87
Mammo (HOWTEK) 192× 360 18 24 48 4 12.23
Mammo (LUMISYS) 224× 352 18 31 51 15 10.68
Chest (Fuji fpm 9000) 800× 696 12 17 27 5 6.68
US (GE Logic 700) 496× 384 24 5 7 2 1.06
CT (GE Genesis Zeus) 512× 512 12 5 7 2 1.31
MRI (GE Genesis Signal) 512× 512 12 6 7 5 0.89

Table 4.3: Threshold values adopted for the used medical images data sets

4.2.2.3 Effect of the Threshold

The obtained threshold values in Table 4.1 is used to achievesegmentation. Segmentation

is also implemented using the region growing technique as presented in Table 4.2, which

presents more accurate results but requires longer processing time. The segmented image

using the region growing technique is considered as a reference image. The obtained

threshold values result in a set of segmented image The difference between the segmented

images and the reference image represents the effect of varying the threshold value. This

is illustrated in Figure 4.4.

The threshold values are approximate which means that the ROI and ROB regions

might have parts of each other where some blocks of ROI might be classified as ROB
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blocks and vice versa. This has a limited effect on the robustness because both AES and

GC show high evaluation measurements of robustness. The major effect occurs on the

speed side where increasing ROI means more AES blocks and this results in a longer

implementation time, while increasing the ROB means more GCblocks and this leads to

a shorter execution time. The example in Figure 4.4 shows that the difference between

the two images is 3403 and the total number of pixels in the image is 158236 so the

difference is 0.02% of the image size. In the case of using blocks, the same threshold

value of each modality is applied to the block where all the pixels of the block will be

classified as a part of the ROI or ROB.
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Figure 4.4: Effect of multiple threshold values on a medicalimage
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4.2.3 Modified Gold Code

Another part of the two regions selective encryption designis the use of a fast encryption

algorithm to encrypt the ROB while AES still encrypts the ROI. The ROB might contains

many zero values of the pixels. Therefore, the employed encryption method should be

able to result various output values. Stream cipher methodsare faster than block based

methods. Feedback shift registers are fast but not secure. The improvement in the recent

literature focuses on increasing the length and employing non-linearity functions. The

proposed method in this research achieves these goals usingGCs controlled by a multi-

plexer. GC was introduced by Robert Gold. A GC is constructedby modulo-2 addition

of two maximal length binary sequences (M-sequences) of thesame length with each

other. These code sequences are added bit by bit through synchronous clocking.

The M-sequences, also known as LFSR, have large variety applications in the com-

munication field. Shift registers that have n stages can generate a maximal length se-

quence of(2n − 1) bits.

A shift register sequence with a linear feedback function known as LFSR; otherwise,

the sequence is known as a non-linear feedback shift register (NLFSR). The term linear

means that the feedback function uses the modulo 2 of a numberof stages of the shift

registers. The feedback function of the non-linear sequence uses AND gates of a number

of stages of the shift registers.

In a feedback shift register with a number ofN flip-flops [a0, . . . , aN−1], each time

stepai gets an input valueai−1 for i > 0. The input ofa0 is based on the feedback
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function f : {0, 1}N → 0, 1. an−1 is usually the value of the output shift register.

Mathematically the sequence(ai)i ∈ N generated by a shift register is just a sequence

satisfying the n-term recursion

ai+n = f (ai, . . . , ai+n1)

In recent years, NLFSR have received much attention in designing numerous crypto-

graphic algorithms such as stream ciphers and lightweight block ciphers to provide se-

curity in communication systems. A polynomial is an expression of the form:

M(x) = anx
n + an1x

n1 + . . .+ a1x+ a0 =
∑n

i=0 aix
i

a ∈ {0, 1}

The degree of the polynomial is equal to the value of the integern ≥ 0, an 6= 0.

The coefficients can be presented as a binary vectorA = {an, an1, . . . , a1, a0} which is

known as the coefficient set.

For example, the polynomialsx4 + x + 1 andx5 + x2 + 1 are represented by the

binary vectors 10011 and 100101, respectively. The output GC is GC = M1 ⊕ M2.

This section introduces a new design of a light encryption algorithm based on using three

GCs, where it is important to select the suitable length for each one. The code length of

the first GC (LG1) should be more than 2/3 of the image dimension multiplied by the

pixel depth. The length of the second GC (LG2) depends on the number of bits that are

intended to replace some bits in LG1. Therefore, the minimumlength should be (LG1

divided by the pixel depth) and this result is multiplied by the number of replacing bits

in the pixel. The length of the third GC (LG3) should be more than (LG1 divided by the

pixel depth) and the output multiplied by the number of bits indicating the replacement
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position. The GCs are very sensitive because a change in the starting point, feedback

connections, or any frame bit will change the output values that are xored with the image

pixels. Figures 4.5 and 4.6 show block diagrams of the proposed encryption algorithm

for ROB based on GC 1 and GC 2 bits respectively. In the first case shown in Figures

4.5 the probability of changing the pixel value is 50% while the probability in the second

case shown in Figures 4.6 is 75%. Each small square represents one bit. In the first

case, three bits are required to define the replacement location in an eight bits block. The

second case shows two bits replacement where the eight bits block is divided into two

segments of four bits. The code of GC 3 is used again to define the replacement location.

Gold code 1

Gold code 2

Gold code 3

Figure 4.5: Modified Gold code (one bit replacement)

Gold code 1

Gold code 2

Gold code 3

Figure 4.6: Modified Gold code (two bits replacement)

The GC sequence generator used to encrypt the medical imagesin this algorithm is a

combination of more than one GC. A number of GCs were multiplexed in a random way

using a GC control of the multiplexer. The output was a new GC that had longer length
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and more randomization.

It was important to select the suitable length of the GCs for each permutation process.

The minimum code lengthLmin is shown in the following equation:

Lmin = PD ×NP (4.1)

wherePD is the depth of the pixel which could be 8 or 16 bits in the DICOM(medical)

images, andNP is the number of possible permutations for a pixel which is equal to the

factorial number of pixels in the image.

The general design of the GC is shown in Figure 4.7. The outputGC of this design was

used to permute pixel locations in the medical image. The encrypted image is susceptible

to statistical attacks. However, breaking the encryption is still difficult even with having

some encrypted images and their originals. The strength of the new generator is based

on three keys: the first is the shift or delay in the GCs, the second is the randomization

in mixing the GCs, and the third is the sequence of the GCs themselves. Figures 4.8

4.9show examples of some modalities of medical images. According to the HVS system

the encrypted images do not present an important information about the original content.

Images histograms are shown in Figure 4.10. They are close tothe flat shape which

demonstrates a high security level against statistical attacks. Figure 4.11 illustrates the

entropy values of encrypted images using the modified GC where the higher values of

entropy indicate a good security. Similarly a high level of security is displayed in Figure

4.12 when comared with AES. The lower values of correlation are better. The correlation

value of the hand image is relatively high. This value can be reduced using the adaptive

permutation algorithm presented in section 4.4. The other test that is implemented to
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illustrate the security level of the new algorithm is the NPCR measure. The ideal value

for the NPCR is 100% when all the original values of the pixels in the image are replaced

by new values. Figure 4.13 demonstrates that the values are very close to 100%.

New

GC. .
 .

...

GCn+1

MultiplexerGC2

GC1

GCn

B1 B2 Bm

S/P Converter

Shift (S0)

Shift (Sn)

Shift (S1)

Figure 4.7: The modified Gold code sequence generator

Chapter 2 presents types of cryptanalysis attacks such as ciphertext only, chosen ci-

phertext, known plaintext, and chosen plaintext. The main attack that represents the

ciphertext only attack is the brute force attack, which basically depends on the key anal-

ysis. Frequency attack is an example of chosen ciphertext attack that based on statistical

analysis. Linear attack represents an example of known plaintext attack. Finally, side

channel attacks are examples of chosen plaintext attack.
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(a) Abdomen (b) Encrypted Abdomen

(c) Ankle (d) Encrypted Ankle

(e) Head (f) Encrypted Head

Figure 4.8: Encrypting medical images using modified Gold code
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(a) Hand (b) Encrypted Hand

(c) Chest (d) Encrypted Chest

(e) Ultrasound (f) Encrypted Ultrasound

Figure 4.9: Encrypting medical images using modified Gold code
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Figure 4.10: Histograms of encrypted medical images using modified Gold code
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Figure 4.11: Entropy of encrypted medical images using modified Gold code
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Figure 4.12: Correlation of encrypted medical images usingmodified Gold code

4.2.3.1 Key Analysis

Key analysis contains two parts: key space and key sensitivity. The lager key space result

more robust algorithm resisting brute force attack. Feedback shift registers (FSR) length

is based on the prime number of the formMn = 2n − 1, which is known as a Mersenne

prime. Mersenne primes currently have large prime numbers of exponent upto 43 112

609 as presented in [103]. In the applied GC method the used key length was2256, in
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Figure 4.13: NPCR of encrypted medical images using modifiedGold code

which the total key length is the multiplication of the inputGCs key length. Key sensi-

tivity is important against other attacks where a small change in the key results a huge

difference in the ciphertext. A GC is very sensitive in whichchanging one connection of

the GC feedback results a totally different GC.

4.2.3.2 Statistical Analysis

In order to reduce the effect of the statistical analysis andfrequency attack, encrypted

image histogram should be flat as possible. In addition the correlation between adjacent

pixels should be very low. A GC has a high correlation of2N − 1 with itself, and a low

correlation with other codes in the family, i.e. the maximumcross-correlation is2
N+1

2 +1.

4.2.3.3 Known plaintext attack

An attacker is given some pairs of plaintext-ciphertext. Linear attack is an example of

known plaintext attack method which is based on expressing the encryption system as a
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Figure 4.14: UACI of encrypted medical images using modifiedGold code

linear equation. Having long keys with high sensitivity will make very difficult to build

equations between the ciphertext and the plaintext so a hugenumber of pairs is required

to extract the key.

a ciphertext is a bit stream (c0, c1, . . .) obtained by exlusive-or a message with the key a

message bit stream (m0, m1, . . .) a key stream (s0, s1, . . .)

ci = mi⊕ si, i =0, 1, . . . in F2

With having a known plaintext, then some bits of key can be recovered. This is a

powerful attack to write linear equations that lead to the full key. Increasing the key

length provide a better level of robustness. In the proposedmethod the selection of the

output bit is implemented through the controllers that are ruled by another GC which is

a non-linear process.
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4.2.3.4 Chosen plaintext attack

An attacker is given ciphertext of his or her choice of plaintext. In medical images and

especially in the ROB, many pixels in order might have the same value short keys can be

identified when having many (plaintext, ciphertext) pairs.Therefore, keys should be long

and various in a random use. In the proposed design GC was usedto provide the required

randomness. Implementing chosen plaintext attack requires to make a slight change, for

example in one pixel belong to the plain image and observe thecorresponding changes

in cipher image. When a minor change in the plain image reduceeffective change in

the encrypted image. Then the differential attack may become not effective. The two

common measures used to test this effect are the NPCR and the UACI. The results of

both GC and CRT presents good values of NPCR and UACI.

Side channel attacks include attacks such as timing and power monitoring, which are

powerful to obtain information about encryption key. Timing attack is based on watch-

ing data movement in the CPU or the memory of the hardware through measuring the

required time to perform a task when the encryption algorithm is running. Power mon-

itoring attack is based on observing variations in power consumption of the hardware

during the run of the encryption algorithm. This attack can provide significant infor-

mation by observing the power consumption in the CPU or the memory. Side channel

attacks are not powerful with this method because there is not a noticeable change in the

power or the timing during the code generation.
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4.2.4 Results & Discussion of the Two-Region Selective Encryption

The results are obtained using a representative group of medical images. This group

contains various types of medical images such as MRI, CT, X-ray and ultrasound. These

images are obtained from the database referenced in [100], [101], and [102].

4.2.4.1 Encryption Speed

The encryption processing time for the used medical images is reduced using partial

encryption in most of the tested images. Block entropy, meanand pixel threshold are the

three thresholding/ classification techniques that were used to obtain the results. Figure

4.15 shows a comparison for the required execution time to implement encryption using

AES algorithm and the proposed algorithm where the time saving is variable. The ratio

of ROB and ROI is presented in Figure 4.16 where various typesof medical images have

variable time saving. Equation 4.2 shows the execution timecalculation of the proposed

method (Tp), and the region size obtained from the segmentation process.

Tp = AT × NI + GT × NB + Segt (4.2)

whereAT is the AES encryption time for a pixel or a block,NI is the ROI size,

GT is the Gold code encryption time for a pixel or a block,NB is the ROI size, and

Segt is the segmentation time of time of a pixel or a block multiplied by the number of

pixels or blocks in the image respectively. As the design is based on two regions only

the segmentation map size is considered as a constant and itsrelated transmission time.

More details about time calculations are illustrated in Tables 4.4, 4.2.4.1 and 4.5. It was

found that variable processing time is due to the variable size of images as well as the
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Figure 4.15: Time comparison between AES and Two-Region

variable size of regions. In addition, block size is anotherparameter where increasing the

block size reduces the processing time and the side information. However, larger block

size reduces the accuracy of region classification (i.e pixel belonging to ROI or ROB).

Image AES Two-region AES ROI GC ROB Segt Save%
Abdomen 18.66 11.36 11.22 0.133 0.0052 39.9
Ankle 17.00 6.90 6.76 0.131 0.0046 60.2
Chest 39.81 39.20 39.05 0.143 0.0109 1.9
Hand 31.04 13.57 13.42 0.138 0.0085 56.7
Head 9.65 7.22 7.09 0.126 0.0026 26.5
Ultrasound 13.08 9.64 9.50 0.131 0.0039 27.4

Table 4.4: Execution time comparison between the AES and theTwo-region with pixel
threshold segmentation

Table 4.4 shows time comparison between the two regions proposed and the AES

encryption algorithms. Image segmentation using pixel threshold is the simplest way

to achieve segmentation.Segt is the required time for segmentation process. Results
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illustrate the power of the new algorithm where execution time is reduced as shown in

the column ”Save%” where the used formula is:

Saved T ime % =
AES Time− Propsed T ime

AES Time
× 100% (4.3)

Time saved using the pixel threshold segmentation is higherthan segmentation using

the block mean or segmentation using entropy as shown in Tables 4.4, 4.2.4.1 and 4.5.

However, the side information resulting from the last two methods is smaller than the

side information resulting from pixel threshold. In this example the block size is (8× 8)

pixels so this leads to 64 times bigger side information in pixel threshold than the other.

The reason behind this is that each block is going to be presented by one bit only. On the

other hand, using entropy for block segmentation is more accurate than block mean to

define the ROI and the ROB, since ROI should be the informativeregion while the ROB

is the non-informative region.

Execution time comparison between the AES and the Two-region with block mean

segmentation

In Table 4.5, there is a small saving in the Save% column in the case of the chest

X-ray. This negative sign means that execution time in this case is worse than the AES

time. The reason behind this is that the ROB region is very small, so the segmentation

algorithm using two regions does not provide the expected saving. The equation 4.2

showed the implementation time of the proposed algorithm, where the added segmen-

tation time reduces the saving time. This case occur sometimes when the ROB is very

small; therefore, a multi region algorithm is introduced inthe next section.

Tables 4.4, 4.2.4.1 and 4.5 illustrate the significance of the ROB to ROI ratio, the



CHAPTER 4. ADAPTIVE ENCRYPTION FOR MEDICAL IMAGING 84

Image AES Two-region AES ROI GC ROB Segt Save%
Abdomen 18.66 12.14 11.22 0.133 0.791 34.9
Ankle 17.00 7.62 6.76 0.131 0.732 55.1
Chest 39.81 40.92 39.05 0.143 1.727 -2.8
Hand 31.04 14.92 13.42 0.138 1.358 51.9
Head 9.65 7.64 7.09 0.126 0.420 20.8
Ultrasound 13.08 10.22 9.50 0.131 0.592 21.8

Table 4.5: Execution time comparison between the AES and theTwo-region with block
entropy segmentation

Image Dimensions No. of Pixels ROI ROI % ROB ROB%
Abdomen 512× 512 262144 154368 59 107776 41
Ankle 496× 480 238080 93440 39 144640 61
Chest 800× 696 556800 536320 96 20480 4
Hand 576× 760 437760 185024 42 252736 58
Head 376× 360 135360 98112 72 37248 28
Ultrasound 504× 384 193536 130432 67 63104 33

Table 4.6: ROB and ROI ratios in the utilized medical images

ratio of the medical images in the above tables is presented in Table 4.6. Medical images

with smaller size do not make that big a difference in time among the three methods.

Ratio of ROB and ROI becomes more important in the case of larger images. As a result,

the ratio is very important to help with the selection of the better segmentation technique.

The method that is used to define the threshold values for pixel threshold, block mean or

entropy will be explained in a following subsection.

4.2.4.2 Decryption Speed

Decryption processing time of the Two-region algorithm is close to the encryption time,

as the decryption procedure of the GC and AES is the same procedure of the encryption.

An illustration for the GC decryption is presented in the following example. Let a pixel
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has a value 210 (11010010), and let the GC stream equal to 10010011. The result of

the XOR operation is equal to 01000001, so the encrypted pixel has a value 65. The

GC decryption process is implemented by applying XOR process to the same GC with

encrypted pixel. Therefore, GC 10010011 XOR 01000001 is equal to 11010010, which

is the original pixel’s value. Tables 4.7, illustrate the processing time for encryption and

decryption.

Image Two-region E Two-region D AES 256 E AES 256 D GC E GC D
Abdomen 11.36 12.19 18.67 18.72 2.57 2.52
Ankle 6.90 7.32 17.01 16.92 2.56 2.51
Chest 39.20 39.61 39.81 39.78 2.63 2.56
Hand 13.57 13.93 31.05 31.00 2.60 2.56
Head 7.22 7.74 9.65 9.60 2.52 2.51
US 9.64 9.96 13.80 13.74 2.53 2.52

Table 4.7: Encryption and Decryption Processing Time

4.2.4.3 Robustness

Reducing the encryption time is important. However, the robustness of the encrypted

medical images is also important. The robustness of the proposed method has measure-

ment values closed to the AES measurement as shown below. Theresults shown in

Figures 4.17, 4.18, 4.19 present the encrypted medical images using the AES and the

proposed algorithms. Visually, the encrypted images have agood performance in a way

that no information about the medical image type or details can be obtained. The his-

tograms of the encrypted images are flat, similar to the AES output. These results show

the robustness of the proposed algorithm. In addition, the other evaluation methods for

the encrypted medical images such as entropy, correlation and NPCR are measured to

provide more verification.
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Figure 4.17: Encrypting abdomen CT Medical Image
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(a) Chest X-ray (b) Chest segmentation

(c) Two-Region encryption (d) AES encryption
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Figure 4.18: Encrypting a chest X-ray medical image
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(a) Head MRI (b) Head segmentation

(c) Two-Region encryption (d) AES encryption
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Figure 4.19: Encrypting a Head MRI medical image
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Figure 4.20: Entropy comparison between the AES and the Two-region algorithms

Evaluation metric measurements further confirm the robustness level of the proposed

algorithm. The values of entropy are very closed where the higher value is better per-

formance. Table 4.8 shows numeric details for the histogramshown in Figure 4.20. The

negative sign in some values in the entropy difference column means that the entropy

of the AES algorithm is higher than the entropy of the proposed algorithm because it is

assumed that the entropy value of the proposed is higher thanthe entropy value of the

AES. The higher value of entropy indicates the better encryption. Next column values

are calculated by dividing the entropy difference values over their relevant AES entropy

values.

Figure 4.21 shows correlation relationship among encrypted image pixels and this is

considered as another encryption evaluator metric to examine the robustness of the two

algorithms. Correlation values are obtained using the Equation 2.5 which is the basis of

MATLAB function corr2. The numeric details are presented inTable 4.9. The correla-

tion value should be close to zero where the smaller value presents better performance.
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Image Image ent Ent AES Ent Two-region Ent diff ×10−3

Abdomen 4.804 7.942 7.943 1
Ankle 3.679 7.944 7.943 -1.1
Chest 7.067 7.936 7.934 -1.5
Hand 6.537 7.943 7.943 0.1
Head 6.245 7.945 7.945 0.1
US 5.766 7.944 7.944 0.2

Table 4.8: Entropy comparison between the AES and the Two-region algorithms
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Figure 4.21: Correlation comparison between the AES and theTwo-region algorithms

Similar to the entropy case, correlation values are close toeach other. The negative value

means that the correlation value of the AES is better than thecorrelation value of the

proposed algorithm. The correlation difference column results from subtracting the cor-

relation value of the proposed algorithm from the correlation value of the AES algorithm.

Table 4.10 shows numeric details for the histogram shown in Figure 4.22. Moreover,

it contains a column showing the difference in the NPCR values between the proposed

and the AES algorithms. The negative sign means that the NCPRvalue of the AES is

higher than the proposed. The higher the value of the NPCR, the better, where the typical

value is 1. The NPCR values shown in Figure 4.22 are the percentage ratios where all
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Image Corr AES×10−3 Corr Two-region×10−3 Corr diff ×10−3

Abdomen 0.48 0.58 -0.1
Ankle 1.2 0.37 0.8
Chest 0.31 3.1 -2.8
Hand 2.5 1.8 0.7
Head 2.3 6.1 -3.8
US 2.7 1.3 1.4

Table 4.9: Correlation comparison between the AES and the Two-region algorithms
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Figure 4.22: NPCR comparison between the AES and the Two-region algorithms

values are multiplied by 100%.

In the cryptanalysis point of view the robustness of proposed method can be applied

to the following attacks. First, ciphertext - only attack which can be represented by

the brute force attack that is based on the key space. Breaking the proposed algorithm

required more keys than the AES algorithm due to the following reasons:

• The AES keys are required to decrypt the ROI.

• The GC keys are required to decrypt the ROB.

• Segmentation map (side information) that defines the ROI andROB
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Image NPCR AES % NPCR Two-region % NPCR diff×10−3

Abdomen 98.7 98.7 0.18
Ankle 99.6 99.6 0.13
Chest 99.6 99.5 -0.17
Hand 99.6 99.6 -0.20
Head 99.1 99.1 0.13
Ultrasound 99.6 99.6 -0.15

Table 4.10: NPCR comparison between the AES and the Two-region algorithms

• The keys of the permutation step that are applied to secure the side information

and might be used for the encrypted image.

Second, chosen - ciphertext attack in which the attacker is able to get several cipher

images and original images. All the utilized algorithms have the avalanche property

which also known as key sensitivity. A small change in eitherplaintext or the key should

result in a huge change in the ciphertext and that was presented in results. Third, known

- plaintext attack, an example is linear cryptanalysis which requires the existence of

relatively large expected linear probability values. The core encryption algorithm of the

proposed method is AES that demonstrated a large resistanceto this attack. Fourth,

chosen- plaintext attack, an example is differential cryptanalysis. In order to test the

influence of one pixel change on the whole image the common measure NPCR is used

which presents a good result.



CHAPTER 4. ADAPTIVE ENCRYPTION FOR MEDICAL IMAGING 93

4.3 An Adaptive Multi-Region Encryption Based Genetic

Algorithms for Medical Images

The speed of the Two-Region design in Section 4.2 was not fastin some cases due to

the variation in the ratio of the ROB and ROI of the applied medical image. Decreas-

ing the processing time in the proposed encryption method depends on the result of the

segmentation process as equation 4.2 indicates.

The segmentation process is implemented again using the information theory. In

addition, a new encryption algorithm based on the GC was designed and used because it

has the ability to withstand various attacks. In order to reduce the probability of breaking

the encryption method by brute force attack, we incorporated three GCs. Additionally,

the starting bit of the code can vary and therefore be considered an additional key. Mixing

the ROB and ROI regions using a permutation method will remove any information that

identifies the regions, and will increase the robustness of the proposed method. The size

of the transmitted file that results from the segmentation process is very small due to

having a black and white image only, and to the file being easily compressed in a lossless

way with any compression method.

This section presents a novel efficient symmetric encryption technique that can be

applied to medical images2. It is based on an evolutionary methodology in the form

of a GA which makes it highly adaptive. Standard DICOM imagesare represented by

a number of regions, with pixel intensity or entropy measurements for region classifi-

cation. Each region is represented by a vector. The novelty of the selective encryption

method lies in the use of several encryption algorithms withvariable key lengths to con-

2Parts of this section have been published in [16]
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trol the processing time required for the encryption process and the robustness quality.

Encryption processing time, robustness of the encrypted image and the side information

are the main parameters for evaluation. A trade-off among them stems from the variation

of the key length of the encryption algorithm, image size, number of regions required to

achieve short processing time and the maintain of a high level of robustness.

4.3.1 Proposed Multi-Region Framework

In the proposed approach, GA is used to achieve better designperformance for time-

robustness relationships by obtaining the optimum threshold values of entropy. GA is

a type of optimization method that aims to improve the performance by sampling areas

of the parameter space that provides the optimum solution for the selected samples [16].

GA has been applied to many difficult optimization problems.It has been recognized as

a robust general-purpose optimization technique.

As an optimization method, GA simultaneously examines and manipulates a set of pos-

sible solutions. The population evolves for a prespecified total number of generations

under the application of evolutionary rules called geneticoperators. There are many

characteristics of GA which qualify them to be a robust basedsearch procedure. The

first feature of GA is that they are characterized to climb many peaks in parallel. Thus,

the probability of finding a false peak is reduced over methods that proceed from point to

point in the decision space. Secondly, the operators make use of a coding of the param-

eter space rather than the parameters themselves. Only objective function information is

used. This results in a simpler implementation.
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4.3.2 Methodology

The proposed Multi-region selective encryption algorithmin this work uses a novel adap-

tive process that aims to achieve a high security level of theencrypted medical image in

a short period of processing time. Based on selective encryption, the algorithm divides

the medical image into a number of regions, and encryption isapplied separately to each

region. The overall block diagram of the adaptive encryption method is shown in Fig-

ure 4.23. The novelty of the design occurs in the adaptive control for the relationship

processing time and resulting robustness. Using an evolutionary based technique in the

form of a GA creates an adaptive optimized method that controls the processing time by

applying five adjusting parameters. These parameters are: encryption algorithms, key-

length, robustness parameter (correlation coefficients, NPCR), number of regions, and

side information.

Determining the maximum processing time is an essential step within the proposed

framework. This value needs to be less than the required timeto encrypt the medical

image using AES. The GA main task is to determine the most suitable parameters based

on the assumption that the more robust encryption algorithms would require more pro-

cessing time than inferior encryption algorithms. Similarly, a longer key-length requires

more processing time. Robustness parameters such as the correlation and the NPCR de-

termine the minimum level of robustness. Dividing the imageinto a number of regions

should reduce the processing time as each region will be encrypted by a less time con-

suming algorithm. As the number of regions increases the processing time decreases due

to the size reduction of the area that would have to be encrypted using AES. However,

increasing the number of regions will increase the side information required to represent
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Figure 4.23: General design of the adaptive Multi-region encryption method

the individual regions.

4.3.3 Encryption Method

The proposed encryption method is shown in Figure 4.24. The input image is read and

then divided into non-overlapping blocks of equal size. Results obtained in this work are

based on blocks of the following sizes: (8×8), (16×8) and (16×16).

The next step is applying segmentation based on the information density of the med-

ical image. Entropy, the statistical measure of the information change rate, is applied

to each block to define its region of belonging. The thresholdvalues of the regions are

calculated based on the ratio of the number of the blocks to the number of regions. When

the entropy of the encrypted image is close tolog L bits, its histogram is considered as
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sufficiently uniform [30].

4.3.4 Genetic Algorithm

The main goal of the proposed GA is to determine the optimal entropy threshold values

for regions which define the size of each region. Increasing the region size subsequently

tends to increase the number of pixels that will be encryptedby an algorithm.

There are essentially four basic components necessary for the successful implemen-

tation of a GA. At the outset, there must be a code or scheme that allows for a bit string

representation of possible solutions to the problem. Next,a suitable function must be

devised that allows for a ranking or fitness assessment of anysolution. This fitness in-

fluences the selection process for the next generation. The third component, contains

transformation functions that create new individuals fromexisting solutions in a popu-

lation. The crossover and mutation operators are crucial toany GA implementations.

Finally, the fourth module contains techniques for population initialization, generation

replacement, and parent selection techniques.

4.3.4.1 Population Initialization

Each candidate solution is represented by a string of symbols called a chromosome. The

set of solutionsPj, is referred to as the population of thejth generation. The initialization

techniques generally used are based on pseudo-random methods. The algorithm will

create its starting population by filling it with pseudo-randomly generated bit strings.
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4.3.4.2 Fitness Function

The fitness function that is used to provide a measure of how individuals have performed

in the problem domain is:

Totaltime = R1× T1 + ...+Rn× Tn+ ST + S × Tx (4.4)

whereR is the number of blocks for a region, andT is the encryption time of a block

for an algorithm,ST is the segmentation time,S is the side information size andTx is its

required transmission time. The number of regions may vary between 3 and 6. In the

above equation the important variable is the region size (R)where the processing time of

an encryption algorithm is a constant.

4.3.4.3 Selection

Strings are selected for mating based on their fitness, thosewith greater fitness are

awarded more offspring than those with lesser fitness. Parent selection techniques that

are used, vary from stochastic to deterministic methods. The probability that a stringi

is selected for mating ispi, in which the fitness ratio of a stringi to the sum of all string

fitness values,pi =
fitnessi∑
j fitnessj

. The ratio of individual fitness to the fitness sum denotes

a ranking of that string in the population.

4.3.4.4 Replacement

Generation replacement techniques are used to select a member of the old population

and replace it with the new offspring. The quality of solutions obtained depends on the

replacement scheme used.
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4.3.4.5 Genetic Algorithms: Flow

Figure 4.25 illustrates a GA implementation for selective encryption. The GA starts with

several alternative solutions to the optimization problem, which are considered as indi-

viduals in a population. These solutions are coded as binarystrings, called chromosomes.

The initial population is constructed randomly. These individuals are evaluated, using the

specific fitness function. The GA then uses these individualsto produce a new genera-

tion of hopefully better solutions. In each generation, twoof the individuals are selected

probabilistically as parents, with the selection probability proportional to their fitness.

The following two types of termination conditions have beenemployed in our work: (i)

an upper limit on the number of generations is reached, (ii) no significant change to the

average fitness of the population have been achieved in the pastx generations.

The upper limit on the number of generations should be not be large as this method is

searching for approximate threshold values for the regions, therefore, a small number of

generations can provide an appropriate solution.

4.3.4.6 Parameter Tuning

Running any meta-heuristic algorithm requires setting a number of parameters. Decid-

ing on the best set of parameter values for a specific implementation is a non-trivial

task. Poor settings lead to inferior results whereas findinggood settings requires time-

consuming trials. In this GA implementation, initial tuning is performed to find effective

values. Each parameter under investigation is varied for the range of possible values

while all the other parameters are kept constant. The solution quality produced is used

to select the proper value for each parameter. Population size interval [20 , 50] seem to
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produce satisfactory results. It is important to keep the population size to a reasonable

value so that we minimize the CPU time of the GA algorithm. Accordingly, the used

population has the size of 30. Good performance is associated with a high crossover rate

combined with a low mutation rate. Accordingly we have set our crossover rate in this

work to be 85% and higher while using a low mutation rate of 1% and lower.

4.3.4.7 Region Encoding

Coding the regions affects the size of the side information.The number of regions rep-

resents an important parameter where using more regions provides more security and

reduces the processing time. However, increasing the number of regions leads to larger

side information due to the coding. Larger side informationis considered as a shorten-

ing for the proposed method. Representingn regions requires ceiling (log2n) bits. The

output of the binary encoded image is compressed using the run length encoding (RLE)

compression algorithm. The output is encrypted and is readyfor transmission. In order

to achieve better values for correlation and NPCR of the encrypted image, a permutation

step might be applied. The algorithm in Section 4.4 providesthis step through a fast

process.
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Figure 4.24: The proposed Multi-region encryption method
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1. Encode Solution Space for image
2.(a) set popsize, maxgen, gen=0;

(b) set crossrate, mutaterate;
3. Initialize Population.
4. While stopping criteria not met

Evaluate Fitness
For (i=1 to popsize)

Select (mate1,mate2)
if (rnd(0,1)≤ crossrate)

child = Crossover(mate1,mate2);
if (rnd(0,1)≤ mutaterate)

child = Mutation();
Repair child if necessary

End For
Add offsprings to New Generation.
gen = gen + 1

End While
5. Return best chromosome(s).

Figure 4.25: A genetic algorithm for image encryption
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4.3.5 Novel Substitution Algorithm Based CRT

The output of the GA stage is a segmented image having a numberof regions. In order

to secure the resulting regions in the GA based design, thereis a need to use a number

of encryption algorithms. Therefore, the CRT algorithm is introduced to encrypt one of

the resulting regions. This section introduces a novel encryption algorithm based on the

CRT 3. The algorithm starts by selecting two relative prime numbers one of them should

be 256 so the encrypted pixel value does not exceed 255 which is the maximum value

for an eight bit pixel. The preprocessing stage aims to reduce the effect of timing attack

which consider a powerful attack to obtain a CRT key.

Let an imageI contains pixelsp in which z represent the total number of the image

pixels.

I = {p1, p2, . . . , pz}

Selecting a numberi that represents the key length,so the selected set of pixelsto be en-

crypted in one round arep1, . . . , pi, then transforming this set of pixels from the decimal

to the hexadecimal form.

(p1)10 → (p1)16

(p2)10 → (p2)16
...

(pi)10 → (pi)16

where1 < i < Φ(n), andΦ(n) is the number of prime numbers presenting the pixel

depth.

3Parts of this section have been published in [17]
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The keys{k1, k2, . . . , kn} are pairwise relatively prime positive integers so the GCD vec-

tor of (k1, k2, . . . , kn) ≡ 1 ∀ ki. In case of pixel depth of 8 bits the cap (Q) is 256, some

medical images have higher pixel depth such as 12 or 16 which increases the cap.

k ∈ {2, 3, . . . , Q− 1}

the set of pixels in hexadecimal are merged into one numberH. (H)16 = (p1p2 . . . pi)16

transforming the resultH from the the hexadecimal to the decimal form resultingD.

(H)16 → (D)10

the ciphered image pixels are obtained by applying the modular function of the decimal

resultD using the keys{k1, k2, . . . , kn}.

c1 = D mod k1

c2 = D mod k2

...

ci = D mod ki

wherec1, c2, . . . , ci are the output ciphered pixels.

For the decryption stage: After receiving the ciphered pixels c1, c2, . . . , ci, and their

related keys, the simultaneous solutionx to all of the congruences can be obtained by

solving the following set of equations:














































x ≡ c1(mod k1)

x ≡ c2(mod k2)

...

x ≡ ci(mod ki)

the first step to solve the above equation is by calculating theM which is the multi-

plier of the keys that can be defined by:
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M =
∏i

j=1 kj = k1 × k2 × . . . ki

∀j ∈ {1, 2, . . . , i} ∃ Mj =
M
kj

the next step is to find the modulo inverse of eachM−1
j yj = M−1

j modulokj, ∀j

Mjyj :⇔ 1(modkj)

x = c1M1y1 + c2M2y2 + . . .+ ciMiyi

the simultaneous solutionx is equal to(D)10. Then transform from the decimal to the

hexadecimal form of the solution(H)16 = (D)10. The following step is by splittingH

into a set withi elements.

(H)16 = (p1p2 . . . pi)16

The final step is transform the resulting set from the hexadecimal into the decimal form.

(p1)16 → (p1)10

(p2)16 → (p2)10
...

(pi)16 → (pi)10

This encryption algorithm is based on modulus function onlyso it has a short im-

plementation time compared with other encryption algorithms. However, the robustness

of this algorithm is not high when encrypting the ROB region.The reason behind this

is that the result of the modulo operation when the dividend has zero value is zero. As

a result, the proposed algorithm shows better performance in the medical images with

the larger ROI region as shown in Figure 4.26. Figure 4.27 shows the histograms of the

medical images, where the histogram is less flat compared with the histograms resulted

from encrypting the same images using GC algorithm.

Table 4.11 shows some robustness measurements of the proposed encryption algo-
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(a) Chest (b) Encrypted chest

(c) Head (d) Encrypted head

(e) Ultrasound (f) Encrypted ultrasound

Figure 4.26: Encrypting medical images using the CRT algorithm
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Figure 4.27: Histograms of encrypted medical images using the CRT algorithm
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rithm based on CRT. These measurements are for the medical images shown in Figure

4.26. The obtained results of the medical images show that the performance of the al-

gorithm is improved with the images that have small ROB such as the chest, while the

measurements have decreased in the head because it has a larger ROB. Therefore, this

algorithm can perform better for encrypting the medium information region in the GA

approach.

Image Entropy Correlation NPCR
CRT Head 6.9174 0.5228 79.4053
CRT Chest 7.8503 0.204 98.6547
CRT US 7.3733 0.119 99.2906

Table 4.11: CRT encryption algorithm robustness measurements

4.3.5.1 Key Analysis

The objective of cryptanalysis is to decrypt the encrypted data to have the original data

without obtaining the key from the sender. Therefore, the key analysis presents the ro-

bustness of the cryptosystem against cryptanalysis attacks such as the ciphertext-only

attack. Ciphertext-only attack is the simplest one and the cryptosystem should resist this

attack, which implemented using exhaustive key search.

1. Key Space

The key space is the total number of different keys that can beused in the encryp-

tion/decryption procedure. For an effective cryptosystem, the key space should be

large enough to make exhaustion attack infeasible [104].

The number of prime numbersΦ(n) according to the prime number theorem is

approximately:
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Φ(n) ≈
n

lnn
(4.5)

In a grey scale image the values of pixels vary between [0 , 255]. However, the

relatively prime number pairs are more than 54 because some numbers are not

prime numbers but their greatest common divisor (GCD) with other (not prime)

numbers is 1. The key length is the possible combinations to encrypt a pair of pix-

els is the factorial of the relatively prime number pairs54! which is approximately

2.308 × 1071. For an image having dimensionsM × N with r relatively prime

numbers the key length becomes( 54!
(54−r)!×r!

)M×N .

In the case of using DICOM medical images, the pixel depth is 16 instead of 8,

which results a variant values between 0 - 65535. Therefore,the approximate

prime numbers according to Equation 4.5 is equal to 5909.

2. Key Sensitivity

Another essential property required by a good cryptosystemis key sensitivity

[105]. It ensures that no data can be recovered from ciphertext even though there

is only a slight difference between the encryption and decryption keys.

High sensitivity of encryption key which is also known as theavalanche property

is required to have a secure cryptosystems. It means that theciphertext cannot

be obtained correctly when the used key has a slight difference from the original

encryption key. This property presents higher level of the cryptosystem security

against brute-force attacks. In the proposed method, the key sensitivity can be

demonstrated through the modular principles. LetP1 andP2 are pixels of the

encrypted image,n1, n2 are prime numbers, andS is the modular system. In order
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to obtain the original decimal form, the divisors should be estimated.

x1 ≡ (P1, P2)S (n1, n2)

Let the next relatively prime number isn3

x2 ≡ (P3, P2)S (n3, n2)

∵ n1 andn3 are prime relatively numbers theirGCD(n1, n3) = 1

∴ x1 6= x2

4.3.5.2 Weak Keys

Applying a modular based method to medical images faces serious difficulties in two

directions. The first is that many pixels can have zero intensity especially in the ROB.

∵ c = D mod k

with D = 0 ⇒ D | k = 0

∴ c = 0

This the reason behind using this encryption algorithm to encrypt medium information

region.

4.3.5.3 Statistical Analysis

In order to reduce the effect of the statistical analysis andfrequency attack, encrypted

image histogram should be flat as possible. In addition the correlation between adjacent

pixels should be very low. These analysis are very useful in text cryptanalysis such as

dictionary attack to obtain information about the key.



CHAPTER 4. ADAPTIVE ENCRYPTION FOR MEDICAL IMAGING 111

4.3.5.4 Known Plaintext Attack

In this attack, an attacker is given some pairs of plaintext-ciphertext. Linear attack is an

example of known plaintext attack method which is based on expressing the encryption

system as a linear equation. Linear cryptanalysis works on trying to obtain parts of the

key and then obtain the missing parts using brute force attack. In DES, linear cryptanal-

ysis uses a linear formula approximation such as a number of XOR on bits to link input

bits with the related output bits and some key bits. However,applying this attack on the

DES algorithm requires247 known plaintexts which makes it not practical [106].

4.3.5.5 Chosen Plaintext attack

In this attack, an attacker is given ciphertext of his or her choice of plaintext [107].

1. Same Intensity Pixels In medical images and especially inthe ROB, many pixels

in order might have the same value short keys can be identifiedwhen having many

(plaintext, ciphertext) pairs. Therefore, keys should be long and various in a ran-

dom use. In the proposed design GC was used to provide the required randomness

2. Side Channel Attacks Side channel attacks such as timing and power monitoring

are powerful to obtain information about encryption key. Inalgorithms such as the

RSA method, it is used to identify the key length [108].

Timing attack is based on watching data movement in the CPU orthe memory

of the hardware through measuring the required time to perform a task when the

encryption algorithm is running.

Power monitoring attack is based on observing variations inpower consumption of

the hardware during the run of the encryption algorithm. This attack can provide
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significant information by observing the power consumptionin the CPU or the

memory.

3. Differential cryptanalysis

This is an example of chosen plaintext attack, in which the attacker has many

(plaintext, ciphertext) pairs. Differential cryptanalysis works on differences. Dis-

tribution of4Cs given4P may reveal information about the key. After getting

several bits, the brute force attack is used to find the rest bits of the key. Implement-

ing chosen plaintext attack requires to make a slight change, for example in one

pixel belong to the plain image and observe the corresponding changes in cipher

image. When a minor change in the plain image reduce effective change in the

encrypted image. Then the differential attack may become not effective. The two

common measures used to test this effect are the NPCR (numberof pixel change

rate) and the UACI (unified average changing intensity).

UACI provides a measure of the robustness of an algorithm against the differen-

tial attacks on image. While NPCR evaluates the pixels change rate between the

encrypted and plain images, the UACI computes the variationin intensity of the

corresponding pixel of the plain image and the encrypted image. Figure 4.28 shows

some medical images
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Figure 4.28: UACI of encrypted medical images using the CRT algorithm
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4.3.6 Results & Discussion of the Adaptive Encryption BasedGA

The GA code was developed on an Intel i7-820 workstation running Windows 7. The

code was written in Matlab 7.10. The DICOM images are obtained from [101]. The

method proposed here aims at reducing the processing time ofan encrypted medical im-

age while obtaining high a level of security. Our approach isto divide the image into

multiple regions based on their information density and encrypting the low information

regions using a low processing algorithm such as the GC, withhigh information regions

encrypted using a standard algorithm such as AES. The remaining regions can be en-

crypted with other algorithms such as DES. The processing time is thus reduced and the

quality of the encrypted medical image is maintained. Figure 4.29 shows some medical

images, their segmentation using entropy, and their histograms. The histograms show

diverse shapes that require various threshold values to define regions. The GA is used

to determine near optimal threshold values of entropy that define the size of each region.

In the example shown in Figure 4.30, the medical image is divided into four regions.

GC sequence generators are used for encrypting low information regions of the medical

images with 12,and 20 bit key length, and CRT while AES 256 is used to encrypt the

high information region.

The right hand side of this Figure shows the encrypted ankle image using AES with

its histogram while the middle image shows the encrypted ankle image using the pro-

posed method with its histogram. The histogram of the proposed method is as flat as the

AES histogram, which presents a high level of security. In addition, by simple inspec-

tion, it is clear that the encrypted image using the proposedmethod is more obscure than

that based solely on AES. A comparison between the AES algorithm and the proposed
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Figure 4.29: Segmented images and their histograms

Image Entropy Correlation NPCR
AES Algorithm 7.9441 0.001 0.9960

Multi-region Algorithm 7.9432 0.009 0.9965

Table 4.12: Metrics comparison between AES and Multi-region algorithms

approach, as seen in Table 4.12, reveals that the latter has ahigher value of entropy, and

close values of NPCR. The concern is in the correlation valuein which the lower value

presents a higher robustness. As a result, a permutation algorithm is proposed in Section

4.4 to overcome this concern and reduce the correlation value of the proposed algorithm.
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Figure 4.30: Encrypting a medical image with AES and Multi-region algorithms

Column three in Table 4.13 shows the required processing time to implement AES

and column four presents the processing time of the proposedmethod for some medical

images, where the processing time of the proposed algorithmis less than the AES. The

representing group has a various ROB to ROI ratio. Table 4.14shows the required time

to achieve segmentation using entropy with various block sizes 8×8, 16×8 and 16×16.

Increasing the block size reduces the processing time but results in lower encryption

robustness. The total time which is the summation of the tables is still less than the

required processing time for AES in the ankle example. For example, the GA time is

1.131 sec (to determine suitable threshold values) and encryption time for GC encryption

is 0.131 sec, yet the AES CPU time to encrypt the ROI is 11.22 sec. Figure 4.31 shows

the encryption time while Figure 4.32 shows the decryption time. Table 4.15 shows the

side information processing time of four image regions where Huffman encoding is used
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to obtain smaller size for this information which should be sent as a part of the decryption

key. Increasing the number of regions should increase the side information which can be

considered as a drawback of the proposed method.

Image Dimensions AES Time Multi-region Time Save%
abdomen 512×512 18.66 10.63 43

ankle 496×480 17.00 6.47 62
chest 800×696 39.81 24.52 38
hand 760×576 31.04 11.61 62
head 256×256 9.65 5.30 45
US 384×504 13.08 7.96 39

Table 4.13: Comparison between AES and Multi-region processing time in seconds

Image 8×8 16×8 16×16
abdomen 0.79 0.39 0.19

ankle 0.73 0.36 0.17
chest 1.72 0.88 0.43
hand 1.36 0.70 0.37
head 0.42 0.21 0.10
US 0.59 0.30 0.14

Table 4.14: Segmentation processing time in seconds



CHAPTER 4. ADAPTIVE ENCRYPTION FOR MEDICAL IMAGING 118

Figure 4.31: Encrypting time using Multi-region algorithm

Image No. of
Pixels

RLE
time (s)

Huffman
size (bit)

Huffman
time (s)

abdomen 262144 0.011 1032 0.211
ankle 238080 0.010 975 0.191
chest 556800 0.023 2209 0.406
hand 437760 0.018 1711 0.335
head 135360 0.005 540 0.102
US 193536 0.008 757 0.160

Table 4.15: Side information processing time

Figure 4.32: Encrypting time using Multi-region algorithm
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4.4 Adaptive Stopping Criteria of Permutation

The last stage of the proposed methodology is to improve the correlation of the encrypted

image in the case that it has a low value4. A fast and effective solution is the use of a

permutation encryption algorithm. Therefore, a novel design is introduced in this sec-

tion. The literature review demonstrated that many researchers have approached pseudo

noise sequences, such as the M-sequence and the GC, for permutation encryption. The

main reasons behind this approach are the ease of implementation, the low correlation

between the adjacent bits, and the short execution time. In this research, a new algorithm

based on the GC to permute the indexes of the pixels in a medical image is proposed.

The results show a relatively short processing time with a high level of security.

The security level of an encryption algorithm depends on thekey length where longer is

better. The key length of a pseudo noise (PN) sequence encryption algorithm depends

on the number of the employed shift registers. Permutation algorithms are private key

techniques where encryption and decryption processes are achieved using the same key.

The purpose of this algorithm is to improve the security of medical images by encrypt-

ing them adaptively based on the correlation and NPCR values. The encrypted medi-

cal images that result from the Two-Region algorithm presented in Section 4.2 and the

Multi-Region algorithm presented in Section 4.3 were used as inputs for this Permutation

algorithm to improve their security measurements. A focus was on the results obtained

using the CRT method due to the high correlation values.

The encryption algorithms based pseudo noise sequences define a fixed number of iter-

ations to implement the encryption process. Therefore, oneof the motivations for this

4Parts of this section have been published in [18]
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work is to adapt the process by varying the number of iterations according to some mea-

surement of the output image. As a result, robustness will beachieved with a shorter

processing time and will increase the security through the secret number of iterations.

The permutation process is implemented adaptively according to the output values of the

correlation and the NPCR.

This section consists of three parts: the new encryption algorithm, a new design of the

GC sequence generator, and evaluation methods for the encrypted image.

4.4.1 Encryption Algorithm

The encryption algorithm is novel due to its adaptive process. This algorithm aims to

obtain a high security level with a short processing time forthe encrypted medical image.

A short processing time approach is done by encrypting a medical image using the GC.

This will achieve a good strength for the encrypted medical image. Figure 4.33 illustrates

the flow chart of the new adaptive permutation algorithm.

4.4.1.1 Encryption

The following are the steps taken to implement the encryption stage.

1. Image columns are shifted randomly using a random number generator multiplied

by an operator to obtain the shift value. The image can be folded vertically or

horizontally to add more security.

2. The medical image is divided into a number of regions. Entropy is preferred with

medical images to identify the regions because it is a measure of randomness, and

the goal is to mix different regions in an unrecognisable way. In addition, average
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Figure 4.33: Adaptive stopping criteria for permutation algorithm
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pixel intensity of the blocks is calculated as another indicator in order to achieve

better regions for the output encryption.

3. The initial conditions for the GC are selected for the pixel mixing step.

4. The image is reconstructed.

5. Values are selected for NPCR and correlation which presents a threshold to obtain

the pass.

6. The block size is selected, which can bem× n.

7. The output is encrypted using GC to permute the blocks.

8. A number of iterations (rounds) is implemented using GC.

9. The encrypted medical image is transmitted after obtaining the intended values for

NPCR and correlation.

10. All keys can be encrypted using an asymmetric keys algorithm such as RSA for

exchange and storage purposes.

4.4.1.2 Decryption

Decryption steps are the encryption steps in the opposite direction. The important point

is the required keys for the decryption process, these keys are:

• Length of the PN code and its initial feedback values.

• Region identification.
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• The number of repetitions until reaching the intended values of NPCR and corre-

lation.

4.4.2 Results & Discussion of the Adaptive Permutation Algorithm

In this section an MRI image was used to examine the performance of the new algorithm.

The MRI image was divided into four regions, for example, as shown in Figure 4.34.

The selection of either center, horizontal or vertical divisions to achieve better output

depends on the entropy and average intensity values of the output image that results from

a particular division. Table 4.17 shows a comparison of various metrics that were used to

select the better division. The output that gave better results was the one having higher

entropy and average intensity close to the half value of the maximum pixel intensity. The

maximum pixel intensity is the maximum number that represents a pixel. It depends on

the number of bits per pixel (bpp).

Figure 4.36 (a) shows an MRI image (256 × 256) and its related histograms is shown

in part(b). The related encrypted images are shown in parts (c) to (f) for block sizes

(4×4) (8×4) (8×8) (16×16) respectively. In these images only block permutation was

applied to achieve the security. It can be seen that the smaller block size gives the better

encrypted image. However, the processing time increases with the selection of smaller

block size. On the other hand, parts (a) to (f) in Figure 4.37 show the output after the

implementation of the mixing process using the block sizes (only mixing) (4×4) (8×4)

(8× 8) (16× 8) (16× 16) respectively.

Table 4.16 shows the entropy and the average intensity of thethree cases to select

better region division. In Figure 4.36, parts (c) to (f) showthe effect of changing the

block size with the encryption robustness. The larger blocks require less processing
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Figure 4.34: Selection of various divisions

Original Center Horizontal Vertical

Center 4× 4
Avg intensity 62 88 76 83
Entropy 5.63 6.91 6.79 6.76

Horizontal 4× 4
Avg intensity 53 84 98 73
Entropy 4.95 7.23 7.64 5.85

Vertical 4× 4
Avg intensity 57 93 90 69
Entropy 5.14 7.27 7.14 6.42

Table 4.16: Decision metrics for various regions selection

time but produce lower robustness. Figure 4.36 (a) shows themultiplexer output of the

mixed regions according to the controller GC. The parts from(b) to (f) show the output

after applying block permutation (4×4), (4×8), (8×8), (8×16), and (16×16). Figure

4.35 shows the processing time of various block sizes in which increasing the block size

reduces the time. The processing time was obtained using a MATLAB 7.10 code in a

computer running on a CPU Intel i7 820. It can be seen from Table 4.18 that block size

effect is less than for the first case, which means that it is possible to have high robustness

with a shorter processing time.

Evaluation measurements are shown in Figures 4.39, 4.40, 4.41 where all the metrics

are improved. Figure 4.39 show that the entropy has increased from 6.91 to 7.38 which
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Figure 4.35: Encryption time comparison

is around 6% in the case of MRI head and the ultrasound while the incrementwas as low

as 0.2% in the chest case. Figure 4.40 demonstrates a large improvement in correlation

in which the values improved many times in the case of the MRI head and the X-ray

chest to be 0.0012 and 0.0007 respectively from the first round. These values are much

lower than the relative correlation values of the AES algorithm 0.0023 and 0.0031 that

were presented in Table 4.9. Figure 4.41 shows the improvement in the NPCR values in

which the NPCR values are close to the relative AES values.

The after mix measurement results were very close to the permutation only. The

entropy values were between 0.1% in the chest image and 6% in the head image. A

Image Correlation NPCR %
MRI Head 1 0
Center 4×4 0.06 88.77

Horizontal 4×4 0.01 90.77
Vertical 4×4 0.01 90.29

Table 4.17: Metrics for various divisions of regions
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(a) Original image (b) Image histogram

(c) Block perm(4×4) (d) Block perm(8×4)

(e) Block perm(8×8) (f) Block perm(16×16)

Figure 4.36: Encrypting a MRI head with various block size
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(a) Mixing only (b) Perm after mix (4×4)

(c) Perm after mix (8×4) (d) Perm after mix (8×8)

(e) Perm after mix (16×8) (f) Perm after mix (16×16)

Figure 4.37: Encrypting a MRI head after mix with various block size
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(a) Chest CRT encrypted (b) Chest CRT permuted (c) Chest CRT after mix

(d) Head CRT encrypted (e) Head CRT permuted (f) Head CRT after mix

(g) US CRT encrypted (h) US CRT permuted (i) US CRT after mix

Figure 4.38: Permutation of the CRT encrypted images
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Image Entropy Corr×10−3 NPCR %
only mix(c) 0.94 60.9 88.8

4×4 (d) 0.94 5.4 91.1
8×4 (e) 0.94 14.5 90.6
8×8 (f) 0.94 4.5 90.9

16×8 (g) 0.94 0.1 90.7
16×16 (f) 0.94 4.3 90.7

Table 4.18: Image metrics with various block sizes

close observation occurred in the NPCR values where the values were 0.002% in the

chest, 0.05% in the ultrasound, and 2.44% in the head. The noticeable difference is

illustrated in the correlation values because permutationtechnique is based on reducing

correlation between neighborhood pixels. In this example,the chest value had decreased

from 0.0028 to 0.0007 which is a 4 times improvement. The ultrasound value is also

decreased by 1.75 times. The largest progress was demonstrated in the head which is

11.41 times as demonstrated below in Table 4.19.

Head Chest Ultrasound
CRT only 0.5228 0.204 0.119
Perm 0.0137 0.0028 0.0107
After Mix 0.0012 0.0007 0.0061

Table 4.19: Correlation Values
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Figure 4.39: Entropy of the CRT permuted images
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Figure 4.40: Correlation of the CRT permuted images
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Figure 4.41: NPCR of the CRT permuted images
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4.5 Summary

Securing medical data via adaptive encryption shows considerable promise for speeding

up processing time and improving the security level. The different sizes of medical

images can greatly increase the time required for the encryption process; therefore, there

is always a trade-off between time for encryption and the robustness of the product.

Maintaining robustness, which depends on key length, will require not only longer key

length but also a considerable amount of computation time. Therefore, reducing the

implementation time and maintaining the robustness are goals set for this chapter.

This chapter presented a novel selective encryption methodbased segmentation. New

encryption algorithms using CRT and GC were utilized to implement this method. Ac-

cording to the ratio of the ROI and the ROB regions a decision is made to select the

appropriate number of regions.

The threshold value of selective encryption in the two regions is first assigned for

each medical image type, while it is obtained in the multi regions. A major advantage

of creating a speedy and secure process comes with the use of GA to obtain appropriate

values of threshold and achieve segmentation. This segmentation results in a small file

that can be compressed in a lossless way using RLE compression method. The proposed

encryption algorithm included two parts; pixel permutation and blocks permutation. The

entropy and the average intensity were applied to select better region division for pixel

permutation. The block permutation process improves the values of the NCPR and the

correlation. The selection of the block size affects the processing time and robustness,

so small blocks achieve more robustness with a longer processing time and vice versa.

The performance of the proposed algorithm is higher compared to other algorithms men-
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tioned earlier and this can be seen from the high values of NCPR and the low values of

correlation. The decryption process requires a set of different keys that should be trans-

mitted, so the receiver can recover the transmitted medicalimages. The security of an

encryption algorithm increases with the increment of the key space. The key space of the

new algorithm is large due to the new design of the GC sequencegenerator. The novelty

of the permutation algorithm is the adaptive implementation for the encryption process.

The number of rounds is not fixed as in other algorithms. The number of rounds can vary

so the process stops when reaching satisfactory values of NPCR and correlation. This

was shown in Figure 4.33 in which, obtaining a non satisfactory value of correlation or

NPCR, will repeat the implementation of permutation process by having another round

of folding and permuting the pixels and if necessary anotherblock permutation step is

approached.



Chapter 5

Adaptive Watermarking for Medical

Images

Chapter 4 has demonstrated the improvement of security on the encryption side where

the aim is to transform the data into a non-understandable form. It is also important to

discover any manipulation that might occur in a medical image, which is going to be dis-

cussed in this chapter. Watermarking techniques can be applied to enhance the security in

this direction. A watermark is a small sensitive piece of data embedded in a medical im-

age for data integrity and ownership verification purposes.The reversible watermarking

is preferred for medical images. The reason behind this is that the watermark is removed

completely on the receiver side without affecting the medical image. This approach is

able to provide data integrity only, without providing the ownership verification. The

research presented in this chapter focuses on the non-reversible watermarking because it

provides ownership verification as well as data integrity.

Non-reversible watermarking is permanent; therefore, there are some concerns regarding

134
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the invisibility, the robustness, and the embedding capacity of the watermarked image.

Invisibility is the ability to hide the watermark in such a way that only the authorized per-

sons know its presence. Watermark robustness means the ability for watermark retrieval

even in the presence of watermarking attacks such as cropping or filtering. The capac-

ity of the watermark is the ability to embed the watermark multiplied by the number of

redundancies; the embedding capacity is the available sizeof the non-informative region

in which the watermark can be embedded.

The methodology described in this chapter includes embedding the watermark using an

adaptive way in the non-informative region, obtaining the watermark using a biometric

measure, and creating the algorithm. Invisibility is a major concern; therefore, GA is

used to control and reduce this parameter.

5.1 Non-Reversible Watermarking

Non-reversible watermarking requires a modification in a medical image. The radiolo-

gists can not accept any modifications to an image. However, the watermark is permanent

when the non-reversible watermarking is utilized for images. The watermark should not

be embedded in the informative area (i.e. ROI region). Therefore, implementation of

this method requires a more complicated algorithm that controls the embedding location

of the watermark without interfering with the information in the medical image. As a re-

sult, the ROI and the ROB regions should be identified clearly. Segmentation is applied

to achieve this task. The utilization of the segmentation for non-reversible watermark-

ing in medical images leads to some limitations. These limitations can be characterized

based on the resulting invisibility, robustness, and capacity.
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• The embedded watermark in the ROB region should be imperceptible. The ROB

is uniform and any modification can lead to a visible change. Therefore, the wa-

termark should not result in a noticeable difference in the intensity of the ROB

region.

• Embedding in the ROB region leads to concerns about robustness in the ROB

region. Simply, the background can be altered without affecting the content. In

particular, it should be embedded in a location where the cropping attack threat

will have limited effect so the watermark can still be retrieved.

• Capacity issues can be considered as another limitation when the size of the ROB

region is not large enough to accommodate the required watermark redundancies.

No watermarking system can simultaneously achieve the highest level of invisibility,

robustness, and capacity. The reason behind this is that these properties are in conflict.

For example, the use of the frequency domain to embed a watermark can achieve better

robustness than embedding the watermark in the spatial domain but with a lower level

of invisibility when using all the frequency coefficients. Embedding using some of the

frequency coefficients can achieve better robustness and invisibility but reduces the em-

bedding capacity. As a result, controlling the trade off among these properties is an

important task in this research in order to achieve better security for the medical images.

5.2 Adaptive Embedding of the Watermark

The general design of the proposed method is shown in Figure 5.1. The proposed algo-

rithm aims to obtain the optimized values for invisibility,robustness and capacity param-
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eters based on the adaptive embedding method. Minimizing the visibility and increasing

the robustness are the main goals; however, the achievements depends on the available

capacity. This design can be realized by exploring each limitation presented in Section

5.1 and attempting to find the appropriate approach to overcome it. The first part of this

section includes identifying the ROB region which has low information that is suitable for

watermark embedding. Segmentation is proposed and explored for the implementation.

Then the selection of the embedding location is based on being closer to the ROI region.

The next subsection presents the main contribution in this chapter which is the adaptive

selection of the DCT coefficients that leads to a better levelof invisibility. Finally ex-

ploring the capacity issues is presented in the last part of this section. Figure 5.2 shows

the general block diagram of the proposed medical image watermarking algorithm. Ba-

sically, it has two main stages: watermark generation and watermark embedding. Each

of these stages include sub stages

Adaptive Watermarking System
Input

Medical Image

Output
Watermarked

Image

Robustness

CapacityInvisibility

Figure 5.1: General design of the watermarking method
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Figure 5.2: Block diagram of the proposed method
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5.2.1 Selecting the Embedding Region using Segmentation

Obtaining a non-reversible watermark without affecting the medical image represents a

challenge. Wakatani [82], and other researchers proposed to divide the medical image

into two regions which represents a good solution.

In this research, the segmentation technique is proposed and applied to identify the ROI

and ROB regions. Segmentation methods are explored to obtain the appropriate method

that presents a high quality solution.

Segmentation methods were introduced in Chapter 4 where a pixel based method was

used due to speed issues. This section is dedicated to exploring the appropriate segmen-

tation method for the watermarking applications. The main type of segmentation method

used for medical imaging is the threshold based. Mathematically, segmentation of an

imageR involves identification of a finite set of regions(R1, R2, R3, . . . , RN) such that:

R = R1

⋃

R2

⋃

. . . RN

Ri

⋂

Rj = φ, ∀i 6= j

f(x) =











1, x > threshold, x ∈ Ri

0, x < threshold, x ∈ Rj

The f(x) is the discriminant function andx is a measurement criterion. Threshold al-

gorithms are classified based on their discriminant function into pixel based methods

that use only the pixel intensity values: edge based methodsthat detect edges and then

try to follow them, and region based methods that analyze thepixel intensity values in

larger areas. The performance of each threshold method is described below for the image
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shown in Figure 5.3(a).

• The pixel based segmentation is conceptually the simplest approach for obtaining

segmentation. It is considered to be a very good approach dueto its low process-

ing time compared with other threshold segmentation algorithms. For this rea-

son, pixel based segmentation was used with encryption algorithms as described

in Chapter 4. This method should not be used for medical imagewatermarking

due to the inaccurate segmentation which happens because some parts of the ROI

region have the same intensity as the ROB region. Figure 5.3(b) shows that some

of the dark regions in the ROI can be classified as a ROB in an ultrasound medical

image. This means that the watermark might be embedded in these regions, which

is not acceptable.

• Using edge based segmentation did not provide better results even with the use of

Canny edge detector method as shown in Figure 5.3(c). This isdue to the discon-

tinuities and gaps that result from the linking process in the image. In addition,

there are unnecessary details that took considerable processing time, while only

the outer edges represent the necessary issue for background separation.

• Region segmentation is based on using features of the image instead. These fea-

tures represent not a single pixel but a small neighbourhood. The pixel belongs

to a region when its intensity is close to the region mean value where threshold

varies and depends on the region and the intensity. Region growing is used in this

research to achieve region segmentation. In the region growing segmentation pro-

cess, two factors should be considered. The first one is how toselect the seeds, and

the second one is how to choose the similarity criteria, suchas the threshold. Fig-



CHAPTER 5. ADAPTIVE WATERMARKING FOR MEDICAL IMAGES 141

ure 5.3(d) shows region growing segmentation for the ultrasound medical image.

Another neighbourhood threshold criterion method uses entropy. This method

leads to good results but the errors in the classification still occur as shown in

Figure 5.3(e). This criterion defines the high information area as the ROI region

and low information area as the ROB region. Entropy based segmentation is very

useful with the absence of a ROB region.

Threshold methods were applied to the same medical image data sets that presented

in Section 4.2.2.1. The region growing method showed betterperformance than other

methods for those data sets . Therefore, this method is adopted to identify the ROB. A

concern about this method is the seed selection. Figure 5.4 shows a case where the ROB

region is not continuous. For this reason, introducing morethan one seed is proposed.

The resulting ROB regions are then unified.

The main concern about the proposed approach is for cases where the ROB region can

not be easily identified when the background is not totally blank. An example is shown

in Figure 5.5 for a longitudinal ultrasound. The region growing segmentation has a poor

performance for such cases. Therefore, if the purpose of thewatermarking is authenti-

cation only then it is better to use a reversible watermark. Otherwise, when the owner

verification and authentication are required the entropy criterion is preferred to identify

the ROB, where the ROB region has low information which meansa low entropy value.

The question now is which of these areas should be selected when they have close en-

tropy values.
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(a) Original image

(b) Pixel threshold (c) Edge detection

(d) Region growing segmentation (e) Entropy threshold

Figure 5.3: Segmented ultrasound with various threshold methods
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Figure 5.4: Medical image with detached ROB region

5.2.2 Embedding Locations

The preferred embedding location should be close to the borders of the ROI region in the

medical image in order to obtain higher robustness by reducing the effect of the cropping

attack. This answer is based on the assumption that important information is located in

the center of the image and moving to the image borders decreases the significance of

information.

In the proposed design the medical image is divided into equal blocks where the preferred

embedding region is represented by a number of blocks. The location of each block is

assigned with a weight. The weight increases in a pyramidal way as the location becomes

close to the image center. Figure 5.6 shows a simple locationweight map where the

weight of the block increases when moving toward the center.The intensity values of the

block increase when approaching the ROI region. Therefore,another map can be also

generated using entropy to assist with the selection of the preferred blocks. The blocks

with higher entropy values in the ROB region are preferred due to a large difference
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Figure 5.5: Longitudinal ultrasound without clear ROB

between the values of pixels with in a block. The selected ROBblocks for embedding

are those with higher overall weights based on these maps. Selecting an embedding

location close to the ROI improve the robustness in which cropping parts of ROB might

lead to crop parts of ROI also.

1 11 1 1 11 1

1 22 2 2 22 1

1 32 3 3 23 1

1 32 4 4 23 1

1 32 4 4 23 1

1 32 3 3 23 1

1 22 2 2 22 1

1 11 1 1 11 1

Figure 5.6: Location weight map

5.2.3 Identifying the Embedding Coefficients

Section 5.2.2 explained a way to minimize the effect of the cropping attack. Embed-

ding a watermark using the frequency domain instead of the spatial domain can improve
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robustness against noise or filter attacks. Selecting proper coefficients leads to an im-

provement in the invisibility as well as further improvement in robustness. The proposed

approach utilizes the DCT transform to embed the watermark in the DCT coefficients.

The literature shows that the DCT transform is approached because it decreases the effect

of filtering and noise that might causes the removal of an image watermark [79]. Wa-

termark embedding is preferred in the middle band DCT coefficients in the DCT block

[72]. Embedding the watermark in the higher frequency components makes it vulnerable

to removal by filtering or lossy compression. On the other hand, the watermark should

not be embedded in the low frequency region because it results in a significant modifi-

cation in the DCT block [72]. Two options for defining the frequency coefficients of an

8×8 DCT block are shown in Figures 5.7(a) and 5.7(b). The difference in defining the

middle band coefficients is shown in Figure 5.7(c). It is assumed that these coefficients

represent the high middle frequencies so they are selected and examined for embedding

the watermark.

LF

MF

HF

(a) DCT block classification [72]

DC

LF

MF

HF

(b) DCT block classification
[109]

HMF

(c) High middle DCT coefficients

Figure 5.7: Selecting the embedding coefficients
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5.2.4 Adaptive Selection of the Embedding Coefficients

The invisibility parameter represents a concern for the non-reversible watermarking as

addressed at the beginning of the chapter. Therefore, the proposed method introduces

a novel way to manage it. The proposed method selects a group of DCT coefficients

for embedding the watermark. This group basically containssome middle frequencies

that are shown in Figure 5.7. Embedding a watermark in the frequency coefficients

leads to a change in the original intensity values of those pixels. This change should

be as little as possible to satisfy the invisibility characteristic. Embedding a watermark

in DCT domain lead to unpredictable effects in the watermarked image using random

DCT coefficients. The proposed algorithm attempts to control this variation through GA

optimization technique. The GA design steps are:

• Population Initialization: The chromosome which represents the candidate solu-

tion contains a number of the frequency coefficients randomly generated.

• Fitness Function: The fitness function that is used to provide a measure of how

individuals have performed in the problem domain is the contrast function. The

fitness function of the proposed algorithm is based on the variance of error not

PSNR which is based on the mean square of error. The reason behind this is to

avoid high differences during watermark embedding in a medical image. In some

medical image modalities such as ultrasound, the embeddingblocks of the ROB

have low variance values. Therefore, avoiding high changesis important and can

be obtained through this fitness function. This a simple example to illustrate it.

Let B the original pixel values of a block
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and the watermarked block after selecting some DCT coefficients is

Bw1
=
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and the same watermarked block after selecting another DCT coefficients is
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Bw2
=
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The measurement of the first block.

DB1
= B − Bw1

= 11

PSNR1 = 19.8

V1 = 1.03

The measurement of the second block.

DB2
= B − Bw2

= 12

PSNR2 = 17.1

V2 = 0.67

According to the PSNR fitness function of the methods that were explained in

Section 3.2.5, the first case is better even with the existence of a high change in

one of the pixels. According to the JND Weber’s formula to measure contrast

(C = ∆L
L

) should be as low as possible. The fitness function of the proposed

method is based on the variance value. The variance value of the first case is equal

to 9.18 while in the second case is equal to 0.5. Therefore, the case is considered
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better because it has lower change in each pixel. The second stage of the proposed

fitness function provides better similarity performance with the use of the SSIM

measure. The SSIM of the original and the watermarked blocksis measured in

which the watermarked block that has higher SSIM is selected. SSIM is designed

to improve current methods such as PSNR and MSE, which have proven to be

inconsistent with human eye perception [38].

• Selection: The selected chromosomes should results in a lower value of contrast

based on their fitness.

• Crossover: The creation of one or more offspring from the parents is selected in a

pairing process known as crossover. A common form of crossover uses two parents

to produce two new chromosomes (children).

• Mutation: The operation of mutation aims to explore the possible solutions without

being limited to a local minimum.

• Replacement: Generation replacement techniques are used to select a member of

the old population and replace it with the new offspring.

• Termination: GA termination occurs when the maximum numberof generations is

reached. In this application the maximum number of iterations is 1000.

5.2.5 Watermark Capacity

Another issue explored is the capacity and the trade off withthe robustness and invisi-

bility parameters. There are no concerns about the watermark embedding capacity when

there is a large ROB region in the medical image. This can be seen in Figure 5.3 where
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the ROB region is large in this ultrasound image. However, the ROB region sometimes is

very small, for example in the X-ray of a chest shown in Figure4.18 or sometimes does

not exist as shown in Figure 5.5.

The following variables describe the relationship betweenthe capacity and the other wa-

termarking parameters.

• The number of embedding blocks (the size of the ROB region). This variable has

a direct effect on watermark robustness where embedding duplicated copies of the

watermark enhances the possibility of watermark recovery [110]. As the number

of watermark repetitions increases, more embedding blocksare required. This

might lead to the use of blocks that are far from the edges of the ROI region which

increases the risk of removing the watermark using the cropping attack. Therefore,

the number of duplicated copies should not take the embedding process far from

the edges of the ROI region.

• The selected number of DCT frequency coefficients. Embedding the watermark

in the DCT domain is adopted in the proposed method to increase the robustness

against the noise and the filtering attacks where the embedding is implemented in

the middle frequency coefficients only. The capacity for this approach in the best

case is less than one third of the block size, while if the embedding is implemented

in the spatial domain then all the block pixels can be used.

• The watermark embedding criteria is another important concern. The watermark

can either be added to the frequency coefficients or substitute fully or partially for

those frequency coefficients. Watermark addition affects the invisibility more than

substitution, and might cause overflow in values. Partial substitution using tech-
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niques such as replacing the lower digits of the frequency coefficients has a lower

effect on the invisibility but has lower capacity where the number of embedding

digits in a frequency coefficient depends on the number of ROBblocks and the

watermark size.

• The watermark size can be considered as another variable that is affected by the

available capacity. The size of a watermark may vary based onthe available ROB

size.

The maximum capacity to embed a watermark is determined by multiplying the num-

ber of the ROB blocks by the number of selected frequency coefficients in a block. How-

ever, only a limited number of the ROB blocks is suitable to embed the watermark based

on their location. The number of watermark bits that can be embedded in one frame can

be computed as follows:

C = B × S (5.1)

whereC is the capacity,W is the watermark size,B is the number of blocks in the

ROB region, andS is the number of selected frequency coefficients in a block. The

watermark can be embedded more than one time for reliabilitypurposes, so the number

of repetitionsR can be calculated using the following equation:

R =
B × S

W
(5.2)
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In the case of replacing the lower digits in the selected frequency coefficients, the

above equation becomes:

R =
B × S × L

W ×D
(5.3)

WhereD is the number of digits to represent a frequency coefficient,andL is the

number of the selected digits for watermark embedding.

5.3 Watermark Creation

The above section focused on the issues that are related to location of embedding. This

section explores the types of data that can be used as a watermark for ownership pur-

poses in the medical images. The watermark that is used for ownership purposes should

be something related to the owner. Many researchers have used biometric measures such

as a picture of a face, an iris or a finger print of the owner as a watermark. These methods

have been circumvented. Therefore a new generation of biometric measures have been

explored. Recent works use body signals instead of picturessuch as electrocardiogra-

phy (ECG), electroencephalography (EEG) and magnetoencephalography (MEG). The

first signal represents the electrical activity of the heartwhile the second and third are

recordings of the brain activities. ECG and EEG are used to obtain the watermark but the

EEG can provide more signals and for various situations. On the other hand, obtaining

MEG signals requires more sophisticated and expensive devices and a longer time than

the EEG. Therefore, current implementations utilize EEG where the cost of the signal

acquisition devices are as low as $200.
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5.3.1 Obtaining a Watermark from the EEG Signals

EEG is the electrical signals that are obtained at the surface of the scalp reflecting the cor-

tical activity generated by the brain. The EEG signals have low voltage ranges between

5 and 500 micro-volts. Equipment used to obtain the EEG consists of small electrodes

placed carefully with paste or a glue substance on the scalp of the patient. EEG signals

are amplified and recorded with sampling rates usually around 160 Hz. The EEG signals

differ from one person to another where the amplitude valuesof the peaks and their time

duration for each person are unique. EEG frequency ranges are divided into four bands:

the delta (0-4 Hz), theta (4-8 Hz), alpha (8-12 Hz), and beta (above 12 Hz). Obtaining a

watermark using the EEG can be divided into two approaches [111]:

• The use of alpha rhythm which is detected when the subject closes their eyes and

is relaxed.

• The utilization of some responses when some mental tasks aregiven.

Figure 5.8 shows raw EEG data that was obtained from [112] forvarious tasks.

5.3.2 Extracting the Watermark Using the ICA

The EEG signals are obtained from the sum of a large collection of signals generated

by the nerve cells. As explained above, the voltage values ofthe EEG signals are low

and the electrodes are closed to each other which results in the interference of EEG

signals. Researchers used the independent component analysis (ICA) assuming that the

obtained EEG signals have linear combinations of the underlying brain source signals

[113]. ICA is a method used for blind source separation applications. ICA aims to find a
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Figure 5.8: Raw EEG data

linear representation of non-Gaussian mixed data so that the components are statistically

independent. The non-Gaussianity of random variable is measured using kurtosis and

negentropy. ICA was originally developed to deal with problems similar to the cocktail-

party problem.

The identifiability constraints for the ICA are outlined as follows:

1. Statistical independence: The source components are assumed statistically inde-

pendent.

2. Non-Gaussianity: The independent components should have non-Gaussian distri-

bution, or at most, there is only one Gaussian distribution.

3. Sensors and sources: Number of observed linear mixtures (sensors) should be

equal to the number of independent components (sources).

The general form of the ICA is shown below
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s(t) = w x(t) (5.4)

The input (mixed signals) is denoted byx(t), s(t) is the source signals andw is the de-

mixing or separating matrix.

x ∈ R
N×M whereN is a dimension representing the number of signals andM is usually

equal to 1.w ∈ R
C×N is weight matrix or unmixing matrix which usually has square

dimension whenC = N , ands ∈ R
C×M whereC is the number of sources.
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Researchers have proposed ICA algorithms based on different techniques such as

FastICA, INFOMAX and JADE. The InfoMax and FastICA methods avoid the exact

computation of the integral used in JADE [114]. In fact, InfoMax solves the ICA prob-

lem by maximizing the differential entropy of the output of an invertible non-linear trans-

form. Robustness to outliers and the complexity of algorithms are the main measures for

the efficiency of an ICA algorithm. There is no general consensus among researchers

to select the best ICA algorithm where an ICA algorithm is preferred based on a data

set for a specific activity as presented in [115]. In this research, the FastICA is used to

obtain the watermark that is shown in Figure 5.9. The FastICAalgorithm by Hyvärinen

and Oja [116] is based on finding projections that maximize non-Gaussianity. The Non-

Gaussianity family of ICA algorithms uses kurtosis and negentropy. The algorithm is an

iterative fixed-point algorithm with the update for w, wherew is one of the rows of the

unmixing matrixW . The basic form of the FastICA algorithm starts by initializing the
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Figure 5.9: Watermark extraction after the ICA separation

demixing matrixW = [w1w2 . . . wM ], randomly. Then computing new basis vectors us-

ing an update rule (kurtosis and negentropy). After that orthogonalizing the new weights,

and finally, repeating these steps until convergence.

The first component is selected to be used as a watermark that will embed in some

of the utilized medical images; however, any component can be selected. Figure 5.10

shows the selected watermark. In which the upper part shows the selected signal that can

be used as a watermark because it is repetitive. The lower part is the selected watermark

that was sampled and quantized to have the digital form.

5.4 Methodology of Creating the Adaptive Algorithm

The methodology of the proposed design contains two main stages: watermark genera-

tion and watermark embedding. Each of these stages include sub stages.
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Figure 5.10: The selected watermark

5.4.1 Watermark Generation

Generating a watermark is a requirement for any algorithm todefine the sensitive data

that will be embedded in an image. The watermark is generatedusing the following

steps:

• Obtaining the sensitive data that is represented by raw EEG signals of the patient

as an ownership identification watermark.

• Applying ICA to the EEG signals.

• Selecting one of the output signals.

• Size of the watermark is determined based on the available capacity.

• Encrypting the watermark using a GC.
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5.4.2 Watermark Embedding

The region growing segmentation algorithm is applied for the medical image to identify

the ROI and the ROB regions. The expected initial seeds are eight at corners and middle

of the image. If any seed does not have low intensity then it isexcluded. The watermarks

will be embedded in the ROB region of the medical image according to the following

procedure:

• Dividing the medical image into n× n blocks and defining the ROB blocks ac-

cording to the segmentation map.

• Measuring the entropy of each block in the ROB.

• Selecting the ROB blocks that are closer to the ROI border andhave lower entropy

according to the location weight and entropy maps.

• Generating an embedding map for the selected blocks in whicha selected block is

presented by 1 and a non-selected block is presented by 0.

• Transforming the selected blocks to DCT domain.

• Selecting a number of the DCT coefficients and a number of repetitions according

to the GA machine.

• Embedding the watermark in the selected coefficient using anembedding method

such as difference expansion or LSB technique in a non-reversible way.

• Generating a map for the embedding coefficients of the selected blocks in which 1

presents an employed coefficient and 0 for a non-employed coefficient.
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• Compressing the embedding maps of blocks and coefficients.

• Encrypting the embedding maps and send it with the watermarked image as a key.

• Transforming the watermarked blocks back to the spatial domain.

• Repeating the whole process according to the available capacity.

5.4.3 Watermark Extraction

The detection algorithm does not require the original imagebut it needs the key. The

process of the watermark detection is explained in the following steps:

• Recovering the embedding blocks and coefficients maps from the received key.

• Dividing the medical image into K blocks, where the size of each block is n× n.

• Selecting the embedding blocks according to the embedding block map.

• Converting the selected blocks to DCT domain.

• Selecting the embedding coefficients according to the embedding coefficients map.

• Extracting the watermark using the same embedding method.

The extracted watermark is compared to the original watermark using the normalized

correlation that presented in Section 2.3.3.4 , in which a value about 0.75 or above is

considered acceptable [79].
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5.5 Results and Discussion

The implementation of the proposed methodology is achievedthrough MATLAB code on

an Intel i7-820 workstation running Windows 7, to examine performance of the proposed

method. Examining the performance involves the invisibility and the robustness proper-

ties. The measures used for evaluation are HVS, image histogram, MSE and SSIM.

The HVS used to evaluate the invisibility of the watermark can be either by the naked eye

or a contrast formula such as Weber or Michelson [36]. In the following results Weber’s

formula that explained in Equation 2.11 was utilized. The reason behind this selection is

that this formula is based on the difference between target luminance and the background

luminance.

Figure 5.11 shows the orignal medical image with three watermarked models. Only 6

DCT coefficients were utilized for watermark embedding and the length of the water-

mark was 200 digit. Image(b) in Figure 5.11 presents the maximum MSE difference,

Image (c) shows a GA embedding with PSNR fitness function, while Image (d) shows

GA embedding when variance/SSIM fitness function is applied. There was not a no-

ticeable difference observed. Another evaluation method of invisibility is the image his-

togram. This is a statistical method so the watermark shouldnot make a noticeable

change. The image histograms of the above images are presented in the Figure 5.12. It

shows that image (c)&(d) histograms are very close to the original image histogram. The

applied variance/SSIM fitness function of the GA method selects the chromosomes (set

of DCT coefficients) that have lowest variance with a range 1% higher than the lowest

variance value of the watermarked block. Then, the relativeSSIM value is calculated

for these chromosomes with the original block (the block before adding the watermark).
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The chromosome with the highest SSIM value is selected as thesolution.

Table 5.1 shows a comparison among various modalities of medical images using wa-

termark embedding in the DCT coefficients in a GA based adaptive way with various

fitness functions. The EEG watermark was embedded in the DCT domain. TheBk

column presents the maximum intensity of the background or in other words the border

value between the ROI and the ROB. This value is very important because the pixel val-

ues of the watermarked blocks should be close to this value. TheDf column shows the

maximum difference in the pixel values of the watermarked blocks. The watermark is

embedded in the frequency coefficients of the DCT domain directly. The ”Df ” should

have a close value to the ”Bk” value of the watermarked image, otherwise the watermark

will have a low level of invisibility as shown in columnC that represents the contrast.

C is calculated using Weber’s formula that presented in Equation 2.11 . X-ray medical

images had low noticeable difference while other medical image modalities were highly

affected by embedding the watermark in the DCT domain. Therefore, selecting suitable

frequency coefficients in the DCT domain aims to reduce the difference between the

original and the watermarked blocks and avoiding high change in pixels values. TheV S

andPSNR columns presented maximum values of the pixel change in the watermarked

images using the two different fitness functions. In all the cases the proposed fitness

function that is based on the variance has lower peaks which presents a better invisibility

results.

The MSE and SSIM are also used to measure the effect on the invisibility as shown

in Tables 5.2 and 5.3 . There is not a big difference due to the large size of images and

the small size of the watermark. Therefore, the proposed GA based algorithm is applied
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(a) Original image (b) Max DCT watermarked image

(c) GA Based PSNR watermarked image (d) GA Based Variance/SSIM watermarked
image

Figure 5.11: Comparison among watermarked images in the DCTdomain
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(c) GA based PSNR watermarked image his-
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(d) GA based Variance/SSIM watermarked
image histogram

Figure 5.12: Histograms of watermarked medical images using DCT
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Image Modality Bk Df C VS PSNR
Abdomen CT 5 17 2.40 9 12
Ankle CT 12 21 0.75 15 17
Hand X-ray 29 33 0.14 31 31
Head MRI 7 16 1.29 11 12
Mammogram X-ray 26 32 0.23 29 30
Fetus Ultrasound 6 14 1.33 8 8

Table 5.1: HVS comparison between Variance and PSNR fitness functions

to a number of the embedding blocks obtained from the medicalimages to determine

the performance of the proposed method. The specifications of the selected blocks are

shown in Table 5.4. These blocks represent samples from the ROB region that are close

to the ROI region. In order to test the performance, the proposed method GA is applied

to the embedding coefficients for the three cases that are shown in Figure 5.7. Table 5.5

presents the results of the 12 coefficients model, Table 5.6 presents the results of the 22

coefficients model and Table 5.7 presents the results of the 10 coefficients model. In these

tables the watermark is added in the DCT domain to the blocks with a varying number

from 4 to 10 DCT coefficients. Then comparing the results to use the model that presents

lower difference after adding the watermark. The results obtained in Tables 5.5, 5.6, and

5.7 imply that as the number of applied coefficients for embedding increases then the

difference becomes higher. However, the 22 DCT coefficientsresults shown in Table 5.6

present the best model among the three models that can achieve lowest values of MSE.

As a result, the invisibility, robustness, and capacity canbe controlled by selecting a

number for the embedding coefficients and the number of watermark redundancies.

Examining robustness performance of the proposed algorithm is important where

cropping attack represents a real concern. In addition, theeffect of noise and filtering

attacks are also examined for multiple embedding. A cropping attack can be applied
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Image Var/SSIM fitness PSNR fitness
Ankle 0.1993 0.1975
Head 0.1531 0.1548
Fetus 0.1559 0.1621

Table 5.2: MSE comparison between Variance and PSNR fitness functions

Image Var/SSIM fitness PSNR fitness
Ankle 0.9987 0.9983
Head 0.9996 0.9995
Fetus 0.9992 0.9991

Table 5.3: SSIM comparison between Variance and PSNR fitnessfunctions

in two ways to remove the watermark from the watermarked image. The first way is

known as cropping in, so a part of the ROB is cropped and replaced by a new part.

The second way is known as cropping out, so the ROI is cropped out. The first way

has limited effect while the second represents a serious problem. A cropping attack

can result in more damage when the shape of the informative region is close to a regular

shape, while it results in lower damage when the shape is irregular. The cropping process

is implemented by masking the informative region with a maskwith one and zero values

only. The shape of the mask is usually a square or a rectangle.The higher correlation

coefficient value is considered as the better where the typical value is 1. In the case where

the correlation coefficient value is about 0.75 or above thenit is considered acceptable

[79]. Table 5.8 shows the effect of the cropping process on the medical images. The

cropping type implemented to obtain the results was cropping out. The results below in

Table 5.8 imply that the applied images were higher than 0.75which indicates that the

watermark is detected correctly and presents good performance. A way to reduce the

effect of the cropping attack is to set the GA value equal to the close ROI block value.
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Image Min Max Mean Variance
Block 1 0 255 47.36 7082.3
Block 2 23 50 36.72 49.4
Block 3 9 9 9 0
Block 4 9 18 11.48 4.06
Block 5 6 22 9.55 7.84
Block 6 1 97 23.55 531.3
Block 7 0 102 6.36 241.4
Block 8 244 246 245 0.0317
Block 9 124 126 125 0.0317
Block 10 1 3 2 0.0317

Table 5.4: Selected blocks specifications

This approach results a watermarked ROB block similar to a ROI block which reduces

the cropping effect even with use of segmentation methods. However, it will produce

poor invisibility.

During the transmission of medical images from one center toanother, the images

could be susceptible to noise or filtering. The process of embedding the watermark

more than one time is examined here to present the improvement of robustness for some

medical images. Table 5.9 shows the effect on the embedding blocks. The embedded

blocks were selected instead of the whole image to find the effect on the watermarked

region only, instead of the effect over the whole image. Generally, embedding multiple

copies has better value for the correlation coefficient value; however, multiple embedding

performs better with the noise effect more than filtering effect. MATLAB functions were

applied directly with noise function 0.001 and filter size 3x3.
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4 coff 5 coff 6 coff 7 coff 8 coff 9 coff 10 coff
Image Min Max Min Max Min Max Min Max Min Max Min Max Min Max

Block 1 11 39 18 207 21 215 26 222 30 221 41 222 46 220

Block 2 24 48 28 114 30 136 36 148 39 150 40 152 46 148

Block 3 24 48 32 52 36 55 42 62 43 61 45 60 48 63

Block 4 24 48 30 64 32 69 38 74 40 92 43 74 49 75

Block 5 24 48 28 70 30 79 36 90 38 91 40 88 46 92

Block 6 23 48 24 213 28 281 30 307 35 307 38 304 50 304

Block 7 16 38 16 89 19 113 23 127 24 128 26 124 37 125

Block 8 24 48 31 50 36 54 41 61 44 59 46 60 52 64

Block 9 24 48 31 50 36 54 41 60 43 60 44 60 48 64

Block 10 24 48 21 48 22 50 28 54 31 53 33 53 36 56

Table 5.5: Difference for 12 DCT using various number of coefficients
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Image Min Max Min Max Min Max Min Max Min Max Min Max Min Max

Block 1 12 37 15 208 18 273 22 335 24 355 37 374 41 382

Block 2 22 48 24 113 28 139 31 147 31 154 37 157 38 153

Block 3 22 46 26 50 31 53 36 60 38 61 42 65 46 65

Block 4 22 48 26 64 29 67 34 75 36 77 43 80 46 77

Block 5 22 48 24 70 28 80 32 91 33 91 37 94 39 97

Block 6 22 44 23 213 26 281 29 306 33 309 36 311 37 315

Block 7 9 38 10 90 13 115 14 129 17 143 21 153 24 151

Block 8 24 44 25 50 30 54 38 61 39 62 45 65 45 65

Block 9 24 48 26 50 31 53 37 59 38 61 42 64 45 66

Block 10 19 48 16 50 18 50 23 54 25 53 26 55 29 55

Table 5.6: Difference for 22 DCT using various number of coefficients
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Image Min Max Min Max Min Max Min Max Min Max Min Max Min Max

Block 1 14 34 18 180 23 219 34 249 47 272 72 266 87 270

Block 2 28 42 30 56 31 65 36 71 40 72 48 73 51 72

Block 3 28 42 30 48 35 52 42 57 45 58 49 61 49 63

Block 4 28 42 28 53 33 60 40 64 44 65 48 66 50 67

Block 5 28 42 28 56 29 63 35 69 43 68 47 70 48 69

Block 6 27 42 26 90 31 111 36 121 39 120 45 122 46 115

Block 7 10 36 12 82 14 101 16 115 23 116 37 112 38 109

Block 8 28 42 30 48 37 52 44 58 45 57 49 61 53 61

Block 9 28 42 30 48 35 52 42 58 43 57 49 62 51 60

Block 10 26 39 24 46 26 48 32 50 33 50 34 50 39 51

Table 5.7: Difference for 10 DCT using various number of coefficients
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Image Correlation
Ankle 0.9015
Head 0.8319
Fetus 0.7917

Table 5.8: Watermark correlation after applying cropping on medical images

Image N1 N 2 F 1 F 2
Block 1 0.88 0.92 0.74 0.77
Block 2 0.65 0.71 0.62 0.71
Block 3 0.70 0.75 0.54 0.63
Block 4 0.66 0.73 0.76 0.77
Block 5 0.84 0.93 0.43 0.48

Table 5.9: Watermark correlation after applying noise and filtering on the blocks
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5.6 Summary

In order to obtain owner verification and integrity for medical images, the non-reversible

watermarking is utilized. In this technique the watermark is permanent; therefore, there

are some concerns regarding the robustness, the invisibility, and the capacity of the wa-

termarked image. The limitations of using the non-reversible watermarking for medical

images can be addressed by the following issues:

• Avoid embedding of the watermark in the ROI region. Therefore, the ROI and the

ROB regions should be identified clearly.

• Reduce the effect of different attacks so that the watermarkis still retrievable.

• Ensure the watermark invisibility.

• Control the trade off among watermarking parameters (capacity, invisibility and

robustness) especially when the ROB region size is small.

This chapter explored each issue and proposed an approach for each case. First, the

region growing segmentation is used to identify the ROI and the ROB regions.

Second, the effects of the cropping attack are limited by embedding duplicated copies of

the watermark close to the ROI edges using the following image features maps.

• Weight increase going to the center of the image following the shape of the location

weight map.

• Entropy Map weight increase with higher block value.

Blocks with higher weight are preferred for watermark embedding. The blocks are

transformed to the DCT domain to perform the watermark embedding in order to achieve
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higher robustness against filtering and noise attacks.

Third, assuring the watermark invisibility is a big challenge. The proposed approach at-

tempted to achieve the watermark invisibility by selectingthe suitable DCT coefficients.

These coefficients are in the middle band frequency and the process of choosing them

is adaptive. The GA optimization method is adopted for the implementation using the

variance and SSIM as a fitness function.

Fourth, the trade off among capacity, robustness, and invisibility parameters is also man-

aged through the GA. Finally, the watermark is obtained fromthe EEG biometric mea-

sure. It is preferred due to the low cost of the signal acquisition devices. In addition to

the higher robustness than other approaches where EEG is notcircumvented yet. In or-

der to obtain a clear watermark by reducing the interferenceamong the EEG signals, the

ICA is used. ICA is a method used for blind source separation applications. ICA aims

to find a linear representation of non-Gaussian mixed data sothat the components are

statistically independent. The implementation of the proposed methodology is achieved

through MATLAB and the results show a good performance of theproposed method.

HVS, image histogram, MSE, PSNR and SSIM measures are used toexamine the effi-

ciency of the proposed method.

The proposed method presents the ability to embed a watermark in medical images with-

out affecting the ROI. This method is resilient against cropping attack due to the adaptive

embedding that is realized using GA.
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Conclusions and Future Work

Serious incidents of data breaches have occurred in the lastfew years in Canada and

around the world. The problem arose when the information wasnot encrypted. This

means the information should be protected not only during transferring from a medi-

cal centre to another one but also during storage of the information in the database of

the medical centre. The main objective of this thesis is to secure the medical images

efficiently using the following techniques:

• Encryption to ensure confidentiality of the transmitted image so if the image is

intercepted by a malicious person then no information can beextracted. A major

concern is the speed, so the goal is to reduce the processing time. In this thesis, se-

lective encryption is applied to reduce the processing timein a new way. Adaptive

implementation for selective encryption is a major contribution. The first stage in

the design is to perform selective encryption. Simply, the medical image is divided

into two regions; the first region is encrypted using AES algorithm while the other

region is encrypted using a fast algorithm such as a modified Gold code. The two

173
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regions are identified using a threshold value obtained previously. However, the

Two-Region method fails to reduce the processing time when the first region is

very large. In order to settle this case the Two-Region design is evolved to be a

Multi-Region algorithm. The regions are identified using threshold values that are

obtained from genetic algorithms. Unlike the Two-Region method, threshold val-

ues are obtained in an online way. Many parameters are involved to run the genetic

algorithms. This method provides the required saving in theprocessing time but in

some cases does not maintain the robustness of the medical images. Therefore, a

fast permutation algorithm is placed as the final stage when the correlation or the

NPCR values that resulted from the multi region method did not meet the required

values. Encryption technique cannot provide a complete solution. For example,

encryption cannot prevent the possibility of a modificationor a fabrication occur-

ring in the received medical image which implies the necessity of the following

point.

• Watermarking is used to determine any modification that might have occurred in

the received image during transmission, or any fabricationin the received im-

age that might have replaced the original image. A non-reversible watermarking

method is designed and applied to ensure integrity and ownership of the stored

medical data. The strict ethical and legislative rules of medical imaging prohibit

any change in the information of the medical image because itcan lead to a wrong

diagnosis. Applying non-reversible watermarking means a modification in the

medical image. The provided solution in this research implies dividing the medical

image into an informative region which is totally avoided using segmentation, and
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a non-informative region (the background). As a result, thewatermark is embed-

ded in the ROB region. Entropy is used to identify the regionsfor medical images

that do not have a clear background. This is also assisted by alocation weight

map where the blocks that are closer to the image sides and have lower entropy

values will be possible embedding regions. Defining the embedding region of the

watermark makes the medical image susceptible to various attacks that attempt to

remove the watermark. Examples of such attacks are cropping, adding noise, or

filtering. Watermarking properties (robustness, capacity, and invisibility) usually

compete with each other. For example, embedding multiple copies of the water-

mark results in a resilient watermark against noise and filtering but this requires

a larger embedding region which makes the watermark susceptible to cropping.

In order to reduce the invisibility effect, genetic algorithms is used to select the

embedding coefficients through a fitness function based on the variance and SSIM.

6.1 Conclusions

A novel method to achieve selective encryption is achieved.The novelty comes from

the use of image segmentation to identify the regions. The first approach is a two-region

design where ROI and ROB regions are identified using pixel intensity and entropy. The

threshold value of the segmentation process in this approach is obtained previously using

either the K-means algorithm or region growing algorithm.

A comparison of the new method to the standard AES algorithm showed a reduc-

tion in the execution time in all the medical images with the use of pixel threshold as a

segmentation technique.
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The images with larger ROB region were able to be encrypted selectively faster than

naive encryption with a ratio range between 2.5% and 49%. Theblock average had a ratio

between 5% and 38% except the chest X-ray images which had longer execution time

than using AES algorithm due to the segmentation time. When block entropy was used

as a segmentation technique, the improvement ratio was between 2% and 34% except the

chest X-ray images.

The results of these evaluations can be summarized as follows:

• The efficiency of this method increases with larger image size.

• The execution time of this method decreases with the increment of the ROB region

in the medical image.

• The use of a fast encryption algorithm to encrypt the ROB decreases the overall

implementation time.

In order to obtain good improvement in the speed of encrypting medical images that

have a small ROB, a multiple regions algorithm is approachedusing 3 or 4 regions. The

novelty of this approach is in its adaptability where the threshold values are determined

using the genetic algorithms optimization method based on the required speed and the

expected level of robustness. Each region is encrypted by selecting a suitable encryption

algorithm, AES algorithm is used to encrypt the high information region. A new fast

algorithm based CRT is proposed, this algorithm shows good performance to secure the

informative regions. The ROB region is encrypted using a newalgorithm based on using

modified Gold code. The robustness of the proposed method is maintained. The results

show that the encrypted images using the proposed method have close values of entropy

to the images encrypted using the AES algorithm. The correlation in some cases was
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a concern, therefore a new permutation algorithm is introduced. The novelty of this

approach is in the adaptive stopping criterion that is basedon the required correlation

value.

Block entropy technique shows high performance when encrypting medical images that

do not have a ROB. The regions are recognized by the level of information so that entropy

determines the threshold values.

The adaptation of the watermarking system improves the invisibility through the new GA

fitness function which results in high performance. Controlling the embedding process

using GA in the DCT domain leads to a flexibility in the trade off between capacity and

invisibility so that larger amounts of data can be embedded within the same size. Three

medium frequencies DCT models were examined to select the preferred model for the

medical image modality. The 22 DCT coefficients model shows more flexibility than

the 10 or the 12 DCT coefficients model. The embedding location is based on a location

weight map so that the weight increases moving toward the centre of the image assuming

that the high information level is located in the centre. Theentropy map is used to assist

the weight location map when the medical image does not contain a specified ROB, this

was shown in the longitudinal ultrasound example. The employed watermarks were the

EEG signal for ownership purposes and the checksum for integrity.

6.2 Future Work

Further research can be done in the following areas to improve the security of the medical

images.

The evaluation metrics field is currently an active field for research since the current
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metrics sometimes fail to determine the robustness level ofa secured image. Entropy,

correlation and NPCR reflect the robustness of the encryptedimage regardless of the key

length of the utilized encryption algorithm.

The time delay of viewing a medical image that is obtained from a medical center by

a remote radiologist should be reduced as much as possible. This delay can be classified

into three types: processing delay, transmission delay, and propagation delay. This re-

search focuses on the processing time, which depends on the algorithm complexity. In

order to improve the telemedicine system, opportunities for research exist in reducing

transmission delay, which depends on the medical image size. Other opportunities also

exist in reducing the propagation delay which depends on thephysical distance and the

propagation velocity.

Further research could also focus on compressibility. Whencompression is applied

after encryption, the randomness of the cipher text will considerably decrease the amount

of compression achieved. As a result, one approach is to encrypt the content after com-

pression; however, after compression, the entire compressed content needs to be en-

crypted. For this reason a stage within compression needs tobe identified where partial

encryption can be performed without affecting the compression. Consequently, new re-

searchers can determine the trade-off needed between compression and encryption.
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