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ABSTRACT 

AUTOMATED METHODS FOR COMPARISON AND GENERATION OF PRIVACY 
POLICIES 

 

Nastaran Bateni      Advisor(s): 

University of Guelph, 2021     Dr. Rozita Dara 

 

Privacy policies are statements about how websites, applications, and any other service 

providers collect, use, share and manage users' data. Nowadays, the contents of privacy 

policies have been affected by different regulations such as the General Data Protection 

Regulation (GDPR), which is a framework that enforces the protection of personal data 

and requires privacy policies to be more transparent for readers. There is a limited 

understanding of how GDPR has impacted the content of privacy policies. This study 

presents a comprehensive framework for evaluation of compliance of privacy policies with 

GDPR recommendations and best practices. This evaluation framework includes text 

feature analysis, coverage analysis, and content analysis. Our findings suggest that 

although GDPR enforcement has improved the content of privacy policies, many of these 

legal agreements do not satisfy GDPR requirements. In addition to analysis of post-GDPR 

policies, we utilized machine learning methods for automatic generation of data practices. 

OPP-115 dataset was used, to train sequence-to-sequence models based on deep neural 

networks, including Long Short-Term Memory (LSTM) and bidirectional Long Short-Term 

Memory (bi-LSTM), to generate legal data practices and content in the three levels of 

paragraph, sentence, and data practice. Our findings have suggested that models trained 

on legal data practices using bi-LSTM algorithm are most similar to the original privacy 

policy data practices. 
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Chapter 1 Introduction  

Nowadays, people use the Internet in every aspect of their lives, such as business, 

communication, shopping, and personal interactions. Since people are getting busier due 

to the fast pace of the world and technology, they tend towards online activities to save a 

magnificent amount of time. Examples of online activities are Internet shopping (e-

commerce), online services, e-mail, forums, blogs, online banking, online trading, online 

gaming, and online learning [1]. According to the latest data on 2020 estimation from 

Internet World Statistics1, there are 332.9 million Internet users in North America and 

727.8 million Internet users in Europe. Globally, there are more than 4.9 billion Internet 

users. Using online activities across nations is more accessible because of globalization 

and the omnipresence of the Internet. As a result of these activities, a new conceptual 

view of online consumers' behaviors is required, including the effects of cross-cultural 

interaction and cultural differences. Both of these elements have become essential to 

international studies. 

 

Firstly, due to the lack of borders and regulations in online activities, preserving the users' 

data privacy is becoming a crucial concern. The users' data privacy concerns can be 

included in the following process: collecting personal data, losing control during data 

collection, accessing/using the information, and violating privacy [1]. 

 

Secondly, third-party services that collect personal information from their users through 

their site or mobile app need a privacy policy. There are several reasons that service 

providers should always have a privacy policy agreement. First of all, providing a privacy 

policy is required by law if a service provider collects personal information from users. 

First of all, providing a privacy policy is required by law if a service provider collects 

personal information from users. For example, based on the EU Directive's law, any 

 

1 https://www.internetworldstats.com 

https://www.internetworldstats.com/


 

 

 

2 

business that collects personal information from any user in the EU or transfers personal 

information to or from an EU country must provide a privacy policy. This law affects 

business globally, and it is not limited to EU countries. Therefore, service providers from 

non-EU countries who want to work with EU users need a privacy policy.   

 

In addition, a privacy policy is required by a third-party who provides some service to 

websites/applications. One example of third-party services is Google Analytics service 

that helps businesses measure their advertising ROI and track their video and social 

networking sites and applications. This service (i.e., Google Analytics) expects 

businesses to have a privacy policy that contains specific information about your use of 

their services, plugins, and so on. 

 

Finally, individuals are concerned about their data privacy. Based on RSA Security and 

Privacy report, 62% of the respondents to the RSA report blame companies for disclosing 

personal data in the event of a breach. Therefore, service providers need to build a trust 

bridge with their users in which the users feel their personal data would be secure and 

process based on defined standards. In addition, if a service provider does not collect any 

personal information from users, it is recommended to provide a privacy policy page by 

mentioning no data is collected. By providing this information, the trust circle would be 

built [2]. 

 

1.1 Motivation 

Due to the security and privacy, people understand the importance of their personal 

information privacy. Breaches of privacy can expose individuals to risks such as 

embarrassment, loss of employment opportunity, loss of business opportunity, physical 

risks to safety and identity theft. The best defense to limit privacy breaches is that 

organizations build their privacy practices based on standards.  
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Privacy policy contents are dependent on the privacy legislation. The landscape of privacy 

legislation is constantly changing due to the emerging and dynamic nature of new 

technologies. GDPR, for instance, is legislation that has had a significant impact on the 

content of privacy policies. This regulation has compelled companies and organizations 

to update their privacy policies to state-specific information about their data transparently.  

 

It is important to study how legislation has impacted data practices and how this 

landscape has changed. A more in-depth understanding of privacy policy’s content will 

enable us to realize how the organization will handle and use the information. Several 

attempts have been made to manually analyze the content of post-GDPR privacy policies 

[3], [4]. These studies are limited in scope and findings. Therefore, this study aims to 

expand previous studies and examine how data practices evolved since the 

implementation of GDPR. This research also aims at developing an automated method 

to evaluate the content of privacy policies and compliance of the content with GDPR.  

 

Privacy policies required knowledgeable law expert to be written legally and failing to 

provide a privacy policy complying with GDPR may result in fines. In addition, writing 

privacy policy is tedious and error-prone. As a result, automatic privacy policy generators 

are considered as an assistant for organizations and companies to provide privacy 

policies that comply with GDPR. To this end, with the aid of the machine learning 

methods, we propose and automatic method for generation of data practices of privacy 

policies to enable consistency and compliance in GDPR. 

 

1.2 Objectives 

The main objectives of this research are as follows: 

 

• Presenting a framework to evaluate privacy policies content against GDPR 

requirement. 
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• Developing an automated method using NLP techniques and topic modeling to 

analyze the content of privacy policies generated after GDPR and compare them 

to the pre-GDPR policies. Then, using these comparative results, this study 

intends to evaluate changes and find out which data practices have received the 

most attention. 

• Employing LSTM and bi-LSTM models to generate relevant practices 

recommended for privacy policies, considering the findings obtained by two 

previously mentioned objectives and examine the feasibility of using these 

algorithms to generate data practices.  

 

1.3 Thesis Statement 

This thesis aims at gaining insight into the privacy policies’ content and data practices 

using NLP methods to help identify gaps and deficiencies in compliance with regulations 

and understand existing practices in drafting the content of privacy policies. It also intends 

to examine the use of generative models for automatically creating relevant data practices 

in the privacy policies in order to examine the feasibility of generating privacy policies 

content [5] and enhancing compliance.   

 

Data practice is a segment of text selected from the policy associated with a practice 

recommended by legislation or Fair Information practices [6]. Data practices are the main 

parts of privacy texts that reflect the strategies and policies of the organizations on how 

they handle user data and communicate those policies with the users. Therefore, 

automatically generating data practices is a step toward assisting organizations to be 

more compliant with GDPR and ensuring the recommended content is included in privacy 

policies. In this thesis, we used NLP and topic modeling to analyzing the content of privacy 

policies and evaluate compliance with GDPR. Based on the knowledge of these analyses 

and using deep learning models, we used machine learning algorithms to generate the 

important content of privacy policies which is data practices. 
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1.4 Thesis Approach 

Figure 1.1 shows an overview of the proposed approach. To analyze privacy policy 

content and obtain knowledge of the changes in the content post-GDPR, we wanted to 

compare the common and main words, called keywords, appearing in privacy policies 

based on a set of criteria by using NLP and topic modeling methods. We gathered a 

corpus of 3970 online privacy policies from various sources, including Fortune 500, 

Google top 1000 results, as well as several financial and health policies [7]. The corpus 

was generated in a way that it included 1985 pre-GDPR policies and 1985 post-GDPR of 

the same policies to compare the content of privacy policies. This corpus was analyzed 

from three different aspects in the proposed framework, including text features, coverage 

of different topics, and content analysis. After that, to automatically generate relevant data 

practices, deep learning algorithms including LSTM and bi-LSTM were employed to the 

OPP-115 dataset to generate data practices. We evaluated the performance of these 

algorithms by training them with paragraphs, sentences and data practices and 

comparing the accuracy of the algorithm output.  

 

 

 



 

 

 

6 

 

 

Figure 1.1: An overview of the proposed approach 

 

1.5 Research Contribution 

The following are contributions made in this thesis:  

 

• A framework to compare pre-GDPR and post-GDPR privacy policies based on 

GDPR recommendations for these policies.   

• A comprehensive comparison of the content and data practices of policies 

generated before and after GDPR and an analysis of their differences. 

• Gathering a corpus of 3970 privacy policies which include 1985 documents 

published before GDPR and 1985 documents (same online services) published 

after GDPR 

• Examining the efficacy of generative models, e.g. LSTM and bi-LSTM, to generate 

relevant parts of privacy policies (e.g., data practice) 
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1.6 Thesis Outline  

The rest of the thesis is organized as below.  

 

Chapter 2 describes methods of extracting keywords and keyphrases from privacy 

policies. Furthermore, an overview of related work regarding keywords and keyphrases 

extraction methods based on topic modeling is explained in this chapter. Moreover, an 

overview of deep models, including LSTM and bi-LSTM methods for generating data 

practice of privacy policies, was presented. This chapter also includes a literature review 

of existing work and identifies the gap. The proposed approaches of this research are 

explained in Chapter 3. Experimental details are presented in Chapter 4, which is related 

to the extraction of keywords or keyphrases from privacy policies using LDA methods. 

This Chapter contains information on the datasets we have collected, project 

methodology, and the experimental results and discussion. Chapter 5 discusses the 

application of machine learning techniques, including LSTM and bi-LSTM, for generating 

data practices and text.  Experimental setup and results are presented in this chapter, 

including a description of the datasets, methodology, and evaluation methods. Chapter 6 

includes an overview of the findings, limitations, and future work. 
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Chapter 2 Background 

In this chapter, essential knowledge is provided regarding the research project presented 

in this thesis. Section 2.1 contains information about privacy policies. Privacy policies in 

the GDPR landscape are discussed in Section 2.2. Section 2.3 introduces topic modeling 

methods for the extraction of main keywords and keyphrases. Deep models for text 

generation are explained in Section 2.4. The evaluation metrics consist of BLEU and 

METEOR are described in Section 2.5. Lastly, a review of related works is provided in 

Section 2.6.   

  

2.1. Privacy Policy 

Privacy policies are legal statements that explain how websites, applications, and other 

service providers collect, share, and manage user data. Contents of privacy policies 

depend on countries' laws and cross-border rules in addition to the service types. Many 

privacy laws across the world, such as GDPR and best practices mandated by the OECD 

(The Organization for Economic Co-operation and Development) and Fair-Trade 

Commission (FTC), have prescribed that accessible and transparent privacy policies be 

made available to the consumers. As recommended by these practices, a privacy policy 

should specify what personal data are being collected and for what purpose, and how 

they are being processed. They also recommend that privacy policies should disclose if 

data are shared with or sold to third parties and, if that is the case, for what purpose [8], 

[9], [10]. 

 

Recently, the landscape of privacy regulations has changed, and, subsequently, 

recommendations for privacy policy contents have become stricter and more 

comprehensive.  GDPR is an important regulation that has affected the content of privacy 

policies [11]. GDPR has an essential rule which applies to all member states of the 

European Union (EU). The main goal of GDPR is to develop a consistent framework to 

protect data subject and personal data for EU citizens. GDPR privacy regime applies to 
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all service providers and aims to protect EU citizens across the globe in a consistent 

manner. Besides the EU business, any company outside of the EU that provides services 

to EU members, regardless of its location requires to provide a privacy policy [8], [9]. 

 

2.2 General Data Protection Regulation 

Nowadays, the content of privacy policies has been impacted by different regulations, 

such as the General Data Protection Regulation (GDPR). They are dependent on the 

legislation. We have a limited understanding of how these regulations have impacted the 

content of privacy policies in the past few years.  

 

On April 14, 2016, General Data Protection was defined as a comprehensive privacy 

regulation. Afterward, European Union takes a strict approach to preserve users' privacy 

on online websites so that each website should be compliant with GDPR (May 25, 2018, 

Regulation (EU) 2016/679) [12]. 

 

The GDPR can be folded into four main entities as follow: 

1) data subjects or users are entities who utilize the application/system and the data of 

their interaction with the application/system is collected.  

2) data controllers are the entities that interest in collecting users’ behavior. Examples of 

these entities are the service providers such as websites or mobile applications. 

3) data processors are entities that process the collected information.  

4) third parties are entities that process users’ data acquired by a data controller 

 

Under the GDPR, the service provider must inform the users what type of data they collect 

directly or indirectly, and how these data are used/processed in their system. Service 

providers share this information with their users through a privacy policy. The privacy 

policy document should cover the following information: the controller's contact 

information, the purposes for data collection, the recipients of shared data, the retention 
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period, and the types of data collected. Moreover, every update that applies to the privacy 

policy should be promptly shared with users.  

 

Moreover, based on GDPR, users should be able to change their preferences related to 

data collection and data processing. Users should be able to change the access to their 

data, restrict the process on their data, erase and rectify their data. In this study, we focus 

on the evolution of privacy policy to meet the requirements based on GDPR.  

 

GDPR has put substantial weight on the transparency of privacy policies and informing 

data subjects' how their data are being utilized through those policies. GDPR's criteria for 

privacy policies are intended to give more control to the data subject on personal data 

and help them make more informed decisions about the safety of their data [9]. 

 

After applying GDPR, many companies have examined best practices to comply with 

GDPR recommendations for privacy policies. There have been several checklists for the 

content. The EU has released guidelines that represent most of the requirements of 

securing organizations, protecting their customers' data, and avoiding highly-priced fines 

for non-compliance [9] 

 

2.3 Natural Language Processing  

Unstructured data such as text contain a wealth amount of information. Natural Language 

Processing (NLP) is leveraging tools and techniques to build an interconnection between 

text (natural languages) and computers [13]. By utilizing NLP techniques, computers are 

able to analyze and model a high volume of unstructured data such as text and voice. 

There are huge amounts of applications that take advantage of NLP, such as Amazon 

Alexa, google translator, and document summarization. 

 

Recent NLP researches are increasingly focusing on using deep learning methods 

instead of traditional machine learning approaches such as SVM and logistic regression, 
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which heavily rely on hand-crafted features [14]. By the success of word embeddings and 

deep learning methods, neural networks-based models on dense vector representations 

have produced superior results on various NLP tasks [15]. 

 

The NLP-based problems can be solved by a methodical workflow that has a sequence 

of steps. It usually starts with a corpus of text documents and follows standard text 

wrangling and pre-processing, parsing, and fundamental exploratory data analysis [13]. 

Based on the initial insights, the text is represented using relevant feature engineering 

techniques. Depending on the problem, supervised models or unsupervised models are 

built. Finally, the models are evaluated based on specific metrics. 

 

2.4 Keywords and Keyphrase Extraction  

Topic modeling is a frequently used text-mining algorithm, a type of statistical model of 

NLP for finding the topics in a set of documents [16]. Latent Dirichlet Allocation (LDA) is 

one of the most common techniques in topic modeling [17]. LDA technique is an 

unsupervised learning model that infers the main topics (represented as a set of words) 

from a set of documents. Another method based on LDA is Guided-LDA that is a widely 

used algorithm in topic modeling [18], recommender systems [19], social network analysis 

[19], and text mining [20]. This model is a semi-supervised machine learning that 

iteratively updates the parameters of a model until convergence. Topic modeling 

techniques have been used to analyze the distribution of topics in the privacy policies 

[21]. 

 

To analyze the content of documents, extracting keywords and keyphrases methods are 

used. Keyword extraction is the task (and set of techniques) for extracting “interesting” 

keywords from the text [22]. 
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2.4.1 LDA 

Latent Dirichlet Allocation (LDA) [17] is a generative probabilistic model mainly used for 

topic modeling. Topic modeling is an unsupervised learning approach in which the model 

identifies the topics by detecting the patterns such as words clusters and frequencies. 

LDA as a topic model assumes that documents are composed of words that help the 

model to determine a topic. It generates word distributions and topic distributions. It is 

widely used to find topics among given corpora and output keywords in topics to which 

they belong and their corresponding probability. The algorithm employs topics probability 

distribution to determine the main topics for each document and corresponding keywords. 

Also, LDA is a "bag-of-word" model because it converts documents into batches of words 

without any order between them [17]. 

 

 

Figure 2.1: Schematic of LDA algorithm [20]  

 

Figure 2.1 illustrates an overview of the LDA algorithm. As it shows, LDA takes a 

collection of documents as input and finds the distribution of topics as an output. It takes 

a frequency of topics for each document. The α is a Dirichlet parameter of LDA model. 

The α is a key hyperparameter that controls Θ, z, and w. The Θ parameter controls the 

topic distribution for documents. z is used for the word distribution for topics. High α value 
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means the meaning of topics are recognizable from each other, however low α value 

implies the definition of topics is close to each other. The high Θ value demonstrates 

topics have more discriminated words. On the other hand, low Θ describes that topics are 

likely contained less unique words. Moreover, in the LDA model, there are two more 

parameters called N and M to set the number of words in a given document and the 

number of documents, respectively.  Furthermore, the number of topics is a given value 

to the model, which is permanently assigned by users [17]. The output of the model is a 

cluster of documents that is grouped based on topics. Another output of the model is 

clusters of words used to infer the relation and extract topics. For example, given four 

documents (D1, D2, D3, D4), the output of the LDA model is the chart displayed in Figure 

2.1 that shows the frequency of each topic per document. 

 

2.4.2 Guided-LDA 

Guided- LDA is a semi-supervised learning method described as a topic modeling based 

on LDA [23]. This method includes a collection of seed words at the initial stage, which 

belongs to each topic, instead of randomly assigning each word to a topic. Guided-LDA 

forms topics based on seed words. In fact, the seed words guide the algorithm only at the 

beginning of the modeling process. The rest of the algorithm is the same as LDA. 

 

2.5 Deep Models for Text Generation 

Deep learning models have been used for text generation [16]. LSTM and bi-LSTM are 

mostly used for this purpose. In the following sections, we present the details of them. 

 

2.5.1 LSTM  

Long Short-Term Memory (LSTM) is a modified version of Recurrent Neural Network 

(RNN) that models sequential data like text and is able to memorize dependencies/past 

data in sequential data [24]. RNN is a feedforward neural network with internal memory 

that applies the same function for every data input. The output of the current input in RNN 
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depends on the past computation. After the output is produced, it is sent back into the 

recurrent network. One advantage of LSTM over RNN is that LSTM can process a long 

sequence and is not suffering from gradient vanishing/exploding problems [25]. The cell 

state in LSTM encodes the long-term dependencies in text. Unlike RNN with one memory 

cell, LSTM has three gates that update and control the cell states. These three gates are 

the forget gate, input gate, and output gate. The forget gate controls what information in 

the cell state to forget. The input gate controls what new information will be encoded into 

the cell state, given the new input information. The output gate controls what information 

encoded in the cell state is sent to the network as input in the following time step. 

 

 

 

Figure 2.2: Overview of LSTM network [26] 

 

Figure 2.2 is presented the many-to-one LSTM network architecture, given a fixed-size 

sequence of word (𝐼1 𝑡𝑜 𝐼𝑖)  the model is classified the text into a single class.  This LSTM 

architecture consists of an input layer, LSTM layer, fully-connected layer, and output 

layer. The inputs 𝐼1 𝑡𝑜 𝐼𝑖  are a sequence of words with fix and determined size that is 
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given to the network. Then, the LSTM layer includes LSTM cells. The output of the LSTM 

layer is given to the fully-connected layer. Therefore, the output of the LSTM layer ( 𝐿1  to  

𝐿𝑖 ) are connected to all nodes in the fully-connected layer to (𝐹1  to 𝐹𝑖 ). Then, the Softmax 

function is applied on 𝐹1  to 𝐹𝑖  to generate the output, which is a probability distribution 

over classes. Besides the activation function, a loss function called cross-entropy is 

defined here. The role of each layer and step are described below.  

 

• Input Layer: Neural networks need to have inputs that should be in similar 

shape and size [27]. Because the length of each sequence is different, pad 

sequencing is applied here to solve this problem and fix the length of them. 

Pad sequence is used to ensure that every sequence in a list has the same 

length. In the first step, this is done by padding 0 at the beginning of each 

sequence; then, each sequence has the same length as the longest sequence 

[27]. The network makes a vector for each word called word embedding. Each 

word is embedded in a one-dimensional vector.  Vector is a representation of 

a particular word. The word embedding dimension refers to the size of this 

one-dimensional vector. The embedding layer encodes the input into a format 

with more information; word2vec is applied to learn weights for each word. The 

embedding layer needs to specify three arguments: the size of inputs, the size 

of the vector space for each word, and the length of input sequences [28].  

 

• LSTM Layer: The LSTM layer comprised a set of memory blocks that called 

cell that recurrently connected to each other. It applies weights to the inputs, 

directs them through an activation function, and leads them to the fully 

connected layer. Transforming the input to make predictions are made here 

[29]. 

 

• Dropout Layer: Dropout is a type of regularization to avoid overfitting, which 

can be optionally used between the LSTM and fully-connected layers. This 

layer with a certain probability p from Bernoulli distribution randomly 
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deactivates/ignores certain neurons during the training. By deactivating these 

neurons randomly, this layer adds some noise to the network that prevents 

overfitting. This aims to eliminate the condition that the classification result 

highly relies on a specific node or several specific nodes. The dropout rate will 

indicate the proportion of nodes to random dropout during the model's training 

process [21]. 

 

• Fully-Connected Layer: In this layer, neurons are fully connected to all 

activation functions from the previous layer. The output of this layer feeds into 

an activation function named soft-max. The soft-max activation function is 

selected here because it allows the network to interpret the outputs as 

probabilities. [30]. 

 

Finally, the output of the network represents the class of the data. 

 

The model minimizes the loss function during the learning process and updates trainable 

parameters by applying an optimization algorithm. It alters the model's weights to produce 

the most accurate results. The loss function is the guide to the training, directing 

the optimizer when it is moving in the right or wrong direction [31]. 

 

In this thesis, Adam optimizer [31] was used. It is based on stochastic gradient descent 

(SGD). Adam optimization is a useful optimization method; it is fast and achieves good 

results for many deep learning algorithms [31].  

 

Adam includes the Adaptive Gradient Algorithm (AdaGrad) and Root Mean Square 

Propagation (RMSProp), both of them are considered as extensions of SGD [31]. Instead 

of maintaining a single and fixed learning rate, AdaGrad maintains a changing learning 

rate for each weight. RMSProp calculates the average of recent significant changes of 

the gradients to weights and maintains them to change the learning rate, based on this 



 

 

 

17 

average. Based on RMSProp, Adam calculates not only the moving average of the 

gradient but also the squared value of the gradient [31]. 

 

The soft-max activation function is used in the LSTM network. It converts a vector of 

numbers into a vector of probabilities, where the probabilities of each value are 

proportional to the relative scale of each value in the vector. The network is configured to 

output N values, one for each class in the classification task, and uses the soft-max 

function to normalize the outputs. Soft-max converts them from weighted sum values into 

probabilities that sum to one. Each value in the output of the soft-max function is 

interpreted as the probability of membership in each class. 

 

By using the soft-max activation function, cross-entropy is also selected for the loss 

function. The two mentioned functions work well with each other because the cross-

entropy function cancels out the plateaus at each end of the soft-max function and 

therefore speeds up the learning process. 

 

2.5.2 bi-LSTM 

Bidirectional LSTM (bi-LSTM) is an extended version of LSTM widely used in text 

classification that consists of two LSTMs.  One drawback of LSTM is that it only preserves 

past information. However, bi-LSTM allows the networks to move in both directions and 

obtain information from past and future input sequences. Therefore, it can learn long-term 

dependencies by retaining the same context information e in two directions with a forward 

and reverse LSTM network and achieving better performance for sequential modeling 

problems compared to LSTM [29], [32].     

 

Figure 2.3 illustrates the bi-LSTM network, the layers in this network are the same as 

LSTM. However, the hidden layer of the bi-LSTM network consists of the forward LSTM 

layer and the backward LSTM layer. The forward layer processes the input sequence 

from left to right, and the backward one processes the sentence in a diverse direction 
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(i.e., right to left). Thus, bi-LSTM can process the sentences from both sides, i.e., from 

right to left and from left to right [28], [29]. 

 

 

 

Figure 2.3: Overview of the bi-LSTM network [33] 

 

The output of LSTM methods can be evaluated by BLEU [34] and METEOR measures 

[35]. BLEU shows how similar the generated text is to a list of reference texts. METEOR 

is based on BLEU, and it's more efficient because it has a better correlation with human 

judgment. METEOR modifies the precision and recall computations, replacing them with 

a weighted F-score based on mapping unigrams and a penalty function for incorrect word 

order. 

 

Word 
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2.6 Evaluation Metrics 

In this section, two well-known evaluation measures, BLEU and METEOR [36]., are 

described. These metrics are commonly used to evaluate the similarity of generated texts 

compared to the reference text that is very close to human judgment [37]. In our study, 

the reference text indicates a set of privacy policy documents that our machine learning 

model used as ground truth and trained a model based on them [38], [39]. Therefore, the 

higher score is interpreted as the candidate text is more similar to the reference text in 

both metrics. The results of our experiments based on these two metrics are discussed 

in Section 3.2.2. 

 

2.6.1 BLEU 

The BLEU score is a metric to evaluate the sequence generation text. This metric counts 

the number of n-gram matches in a candidate text with the reference text regardless of 

their positions.  The generated text has a better quality if the number of matches is higher 

[40], [41]. 

 

BLEU is a modified unigram precision. To compute precision, the number of candidate 

translation words (unigrams) in any reference is counted and divided by the total number 

of words in the candidate text. To compute modified unigram precision, the maximum 

number of times a word occurs in any single reference text is counted. Then, the total 

count of each candidate word by its maximum reference count adds these clipped counts 

up and divides them by the total number of candidate words [40].                          

 

The BLEU-score is calculated by multiplying Brevity Penalty (BP) by the geometric 

average of the modified n-gram precisions. The geometric average of the modified n-

gram (𝑝𝑛), precisions up to length n. Given the length of the candidate text (c), and the 

length of the effective reference corpus (r) the Brevity Penalty (BP) is calculated based 

on Formula (1) [29]. Finally, Given BP and positive weights (𝑤𝑛), the BLEU score is 

computed based on Formula (2) [40]. 
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BP = {
1                 𝑖𝑓 𝑐 > 𝑟

𝑒1−
𝑟

𝑐
          𝑖𝑓 𝑐 ≤ 𝑟

    (1) 

 

BLEU = BP * exp ( ∑ 𝑤𝑛
𝑁
𝑁=1 log 𝑝𝑛)  (2) 

Where N=4 and uniform weights w = (1/N) ) [40] 

The BLEU metric ranges from 0 to 1. The higher BLEU score means that the candidate 

text is closer to reference text. 

 

2.6.2 METEOR 

METEOR proposed by (Banerjee and Lavie, 2005) [35] is another metric for evaluating 

generated/inferred texts the various model such as machine translations [42]. This 

method has a better correlation with human judgment. One drawback of BLEU score is 

that the BP value uses lengths that are averaged over the entire corpus, so the scores of 

individual sentences are affected. METEOR solves this problem by modifying the 

precision and recall computations.  

 

METEOR considers word-to-word matches to measures higher order n-grams [43]. In 

the case of multiple reference text (ground truth), METEOR calculates the score 

independently and chooses the best one among them. The METEOR method uses 

an incremental word alignment method that starts by considering exact word-to-word 

matches, word stem matches, and synonym matches. Alternative word order 

similarities are then evaluated based on those matches. 

 

Given a pair of candidate and reference text, METEOR score is calculated based on two 

functions: 1) a weighted F-mean function based on mapping unigrams and 2) a penalty 

function for incorrect word order. The F-mean computes by unigram precision (P), and 

unigram recall (R). F-mean is shown in the following Formula (3) [35]. After that, a penalty 
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is defined for a given alignment, as offers the Formula (4) [35]. Finally, F-mean and 

penalty are used to compute the METEOR score as defined in the Formula (5) [35].  

 

Fmean = 
10 ∗ 𝑃∗ 𝑅

𝑅+9𝑃
   (3) 

penalty = 0.5 ( 
#𝑐ℎ𝑢𝑛𝑘𝑠

#𝑢𝑛𝑖𝑔𝑟𝑎𝑚𝑠_𝑚𝑎𝑡𝑐ℎ𝑒𝑑
 )  (4) 

METEOR = Fmean (1 - penalty)  (5) 

  

The range of METEOR scores is between 0 and 1. The higher METEOR score means 

that the predicted/generated text by the model is closer to reference text/ground truth. 

Therefore, predicted/generated text with higher METEOR score is closer to human 

judgment. 

 

2.7 Literature Review of Privacy Policy Analysis Approaches and Text 

Generation 

Several studies have been carried on to examine the impact of GDPR on privacy policies. 

Most of these studies applied the supervised machine learning models; therefore, they 

needed an annotated dataset. Galle ́ et al.  [44] studied two annotated corpora of privacy 

policies, and the annotations showed the subjects of each paragraph. They analyzed the 

extend in which the annotations were complied with GDPR. In addition, Lippi et al. [45] 

conducted a preliminary assessment of 14 privacy policies from top companies based on 

GDPR. They have used Claudette to detect frequent presence of vague language, 

problematic processing, and insufficient information in privacy policies. 

 

The GDPR is an essential element in the EU that empowers users to control their personal 

data, therefore assessing the topic coverage in privacy policies has been given some 

attention. Linden et al. 2020 [3] proposed a multi-class supervise model to identify the 

class of each sentence in the privacy policy and evaluated the coverages of topics in pre-

GDPR and post-GDPR. Since manually annotating data is time-consuming, Harkous et 
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al. [46] proposed Polisis framework to generate the automated labels. Then, they 

evaluated category coverage between pre-GDPR and post-GDPR policies. In their 

evaluation, several GDPR-related labels such as Data Protection Officer and Automated 

Decision Making have not been covered because the model was trained on the OPP-115 

dataset, which did not include these labels. Kaur et al. [7] discussed the coverage analysis 

over privacy policy topics in pre-GDPR. They performed a comprehensive analysis of 

keywords and content of over 2000 online policies collected before GDPR. Contissa et 

al. [47] utilized machine learning techniques such as SVM, LSTM, and CNN to discover 

a specific set of requirements a privacy policy should meet after GDPR. The authors 

analyzed the content of twelve popular websites, including Google, Amazon, and 

Facebook. They also evaluated the clarity of privacy policy, assessed if the privacy 

policies are understandable, and used precise language by experts. They concluded that 

information should be given as transparent as possible, and avoid complex sentence and 

language structures.  

 

Since privacy policies are long and include legal language, users might not read the whole 

policy. Costante et al. [14] and Guntamukkala et al. [37] addressed this problem by 

proposing an evaluation framework for automatically completing privacy policies using 

machine learning. Also, tagging each sentence of the privacy policy would help users to 

understand the privacy policy better. Nejad et al. [48] developed a tool (called KnIGHT) 

that uses a semantic text-matching technique for mapping candidate sentences of privacy 

policies to the most related and appropriate paragraph of GDPR articles based on cosine 

similarity. 

 

A considerable amount of research has been done on deep generative models. Yu et al. 

[49] proposed AutoPPG system to automatically construct accurate and readable 

descriptions to facilitate the generation of the privacy policy for android applications based 

on users’ interaction with the app.  They conducted static code analysis to characterize 

the behaviors of code related to users’ personal information. They applied NLP 

techniques to generate correct and accessible sentences for describing these behaviors. 
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Sun and Xue [50]  provided a method to assess the quality of online Automated Privacy 

Policy Generators (APPGs) based on the essential items of the privacy policy. The 

essential items included basic information, privacy information collected, use of 

information, and information management. They provided a questionnaire with multiple 

choice answers to automatically generating privacy policies based on given answers and 

well-designed templates. Based on their findings, the performance of APPGs largely 

increases with the complexity of the survey questionnaires. To sum up, the use of deep 

generative models has been overlooked.   

 

2.8 Conclusion  

This chapter presented the basic knowledge about analyzing and generation of privacy 

policies. The background methods were described to understand how privacy policies 

changed considering GDPR. In addition, keyword and keyphrase extraction techniques 

were discussed. Also, to automatically generate the data practices of privacy policies, 

LSTM and bi-LSTM algorithm were presented.   
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Chapter 3 Problem Statement and Proposed Solution 

This chapter discusses the research problem and the approaches that were used to 

analyze privacy policies and generate policy content. The proposed approach employs 

guided-LDA to extract keywords and keyphrases from a corpus of privacy policies 

collected before GDPR establishment and after. Furthermore, a comprehensive analysis 

of different topics in privacy policies is presented to understand how the content of policies 

has changed after GDPR, and to evaluate compliance with this legislation. Some findings 

of this analysis were utilized with a deep learning algorithm to generate data practices for 

different topics of privacy policies. Section 3.1 presents the problem statement. Section 

3.2 shows the research objectives, followed by Section 3.3, which discusses the proposed 

approach, including keywords and keyphrases extraction (Section 3.3.1), and using deep 

models to generate privacy policies (Section 3.3.2).  

 

3.1 Problem Statement 

There have been some previous efforts to understand how GDPR has affected the 

landscape of privacy policies [3], [47], [47]. Some researchers analyzed the privacy 

policies manually [47] which can result in accurate evaluation of their content but a time-

consuming process and is highly dependent to the knowledgeable legal experts. In 

contrast, existing automatic methods evaluates limited aspects of the changes on the 

content of privacy policies after GDPR establishment, such as presentation of privacy 

policies, and coverage analysis.   

    

The problem that this study aims to investigate is how we can automatically analyze the 

content of privacy policy and check whether they address GDPR requirements. We also 

wanted to learn whether relevant GDPR data practices could be generated using deep 

algorithms. Furthermore, as mentioned before, privacy policies content has evolved 

recently to meet GDPR’s requirements. Therefore, discovering the changes in the content 
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of privacy policies leads us to gain a deeper understanding of the content of privacy 

policies trigged by GDPR. 

 

3.2 Research Objectives 

The first objective of this study is to present a framework to compare and evaluate the 

changes in the content of privacy policies based on GDPR. The proposed framework 

presents a wide range of criteria for privacy policies, varying from text features such as 

the length and the number of words, to the content evaluation-related features such as 

the usage of terminologies (keywords and keyphrases) that are highly-related to the 

requirements recommended by GDPR. 

 

The second objective of this research is to gain an understanding of privacy policies’ 

content using automatic techniques, including machine learning and NLP. These 

techniques extract the relevant keywords and keyphrases in these legal documents that 

help understand data practices. Data practices are the core parts of the privacy policies 

that describe how organizations collect, store, manage and share users’ data. To achieve 

this goal, we analyzed a large corpus of policy texts to find out: 1) the main topics 

frequently appearing in policies and, 2) the frequent data practices for each topic 

presented in them. 

 

The third objective of this study is to use the findings of the first and second objectives to 

generate relevant data practices using deep algorithms. To this end, sequence to 

sequence deep learning models were used to generate privacy policies automatically.  

 

3.3 Proposed Solution 

The proposed GDPR evaluation framework consists of three components: 1) text feature 

analysis, 2) coverage analysis, and 3) content analysis. In this framework, topics 

modeling and NLP techniques were used to extract the most related keywords and 
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keyphrases according to each recommended topic to compare the privacy policies 

released before and after GDPR. To generate relevant sections of privacy policies using 

automated methods, an annotated dataset, OPP-115, was used to train the algorithms. 

LSTM and bi-LSTM algorithms were trained with three different levels of paragraph, 

sentence and data practices in this corpus. Afterward generating the text using these 

algorithms, BLEU and METEOR metrics were used to evaluate the quality of the 

generated text and compare the result of the models. 

 

3.3.1 Privacy Policy Content Analysis using Natural Language Processing Methods 

Figure 3.1 shows an overview of the proposed approach for analyzing the content of 

privacy policies. At the core of Figure 3.1 is the proposed framework. This framework 

consists of three components: 1) text feature analysis, 2) coverage analysis, and 3) 

content analysis. These three groups of analysis were used to find out how new privacy 

policies comply with GDPR. We gathered 3970 online policies. This corpus consisted of 

1985 privacy policies which were collected before GDPR [51], followed by the 

corresponding versions of them released after GDPR. The proposed framework was used 

to compare policies.   
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Figure 3.1:The overview of proposed approach to analyze the content of privacy policies before 

and after GDPR 

 

• Text Feature Analysis: This analysis aimed to find out how the appearance of 

privacy policies has changed after GDPR [3]. The extracted features included 

average length of sentences, number of unique words in corpus, and average 

length of privacy policies in terms of words and the number of words.  

 

• Coverage Analysis: The goal was to understand the distribution of different topics 

in each privacy policy. Guided-LDA technique was used to find how the topics were 

distributed in the privacy policies. Guided-LDA was given a collection of documents 

and a number of desired topics. This algorithm assigns a topic to each word in the 

collection. This way, guided-LDA finds the distribution of topics in each document 

[17] which in our case were topics in privacy policies. 
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• Content Analysis: This group of analysis examined the content of the privacy 

policies to find out whether it meets GDPR requirements. Keyword and keyphrase 

extraction facilitated learning about the content of the policies by calculating the 

frequency of highly-associated keywords and keyphrases. Different aspects were 

investigated: 1) specifying what personal data was being collected, 2) referring to 

users’ rights, 3) referring to automated decision making, 4) including contact 

information of the service providers, 5) including information about the data 

protection officers, 6) changes in the ambiguity of the content, and 7) including 

information on users’ consent. 

 

For coverage analysis, the following recommended topics [5] in the privacy policies were 

considered:  

 

• First-Party Collection: Service provider's collection and use of user data.  

• Third-Party Sharing: Third-party's collection and sharing of user data.  

• Purpose: The purpose of collecting and using user's data.  

• User Access: How users can access, delete, or edit their data.  

• Data Retention: The duration of storing and saving user's data.  

• Data Security: The protection of user's data and any security-related issues.  

• Policy Change: Informing data subjects about the changes that have been 

occurred in privacy policies.  

• Do Not Track: Online tracking, including cookies, advertisements, etc., is 

discussed in this category.  

 

Guided-LDA requires seed words for each topic so that it can evaluate coverage of the 

topics. The algorithm uses the seed words to assign initial probability to the corresponding 

topics. We used the seed words defined by Kaur et al. [7] which are presented in Table 

3.1.  
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Table 3.1: Data privacy section and seed keywords [7] 

Sections Seed keywords 

Collect Collect, personal, identifiable, telephone, number, phone, telephone number, 

IP address, phone number, IP, mobile, e-mail, address, name, date of birth, 

birthday, age, account, credit card, location, username, password, contact, zip 

code, postal code, mailing address, phone 

Share Party, share, sell, disclose, company, advertiser, provider, partner, public, 

analytics, companies, organizations, businesses, contractors, divulge, sell, law, 

legal, regulation, third party, transfer, service providers, marketing partners, 

subsidiaries, disclosure, safe harbor 

Purpose Ads, use, services, verifying, purpose, fraud, prevention, improve products, 

identification, promotions, personalize, advertising, analytics 

Choice Opt, unsubscribe, disable, choose, choice, consent, setting, option, wish, 

agree, opt-in, opt-out, subscribe, do not track  

Access Delete, profile, correct, account, change, update, section, access, removal, 

request, modify, edit, settings, preferences, accurate  

Retention Retain, store, delete, deletion, database, participate, promotion, send friend, 

record, remove, retention, keep, data, backup, discard 

Security Secure, security, safeguard, protect, compromise, encrypt, advertiser set, 

unauthorized, access, SSL, socket, socket layer, encryption, restrict, fraud 

Policy change Change, change privacy, policy time, current, policy agreement, update 

privacy, update, notice 

Do not track Signal, track, track request, browser, disable, track setting, cookies, web 

beacons, IP address  

 

Other components of the privacy policy evaluation framework used NLP to extract 

relevant terminologies (keywords and keyphrases) to compare the content.  
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3.3.2 Using LSTM and bi-LSTM to Generate Privacy Policy 

After analyzing data practices, text generative models were used to automatically create 

some contents of the privacy policies. First, we obtained an understanding of common 

data practices from content analysis and then, we used our findings to generate the 

privacy policy content.  

 

To generate meaningful sentences representative of privacy policies, our approach was 

to use deep models. As Figure 3.2 demonstrates, the annotated data set of OPP-115 [5] 

was employed and was processed into three different training sets: paragraph, sentence, 

and data practice. As a result, a different training set for each topic and each of the above 

three levels were obtained. We applied LSTM and bi-LSTM on each training set. These 

sequence to sequence models were used to generate data practices. Then, we compared 

generated paragraph-based, sentence-based, and data practice-based texts for each 

topic. 

 

 



 

 

 

31 

 

Figure 3.2: The overview using LSTM and bi-LSTM to generate a privacy policy text 

 

The proposed approach used one of the common networks known as LSTM to generate 

a sequence of tokens. In addition, to generate a more accurate text, bi-LSTM was used. 

Bi-directional-LSTM or bi-LSTM consists of two LSTM layers, called forward and 

backward layers. Therefore, not only the relation between each word with the previous 

words were considered, but also, the relation of each word with the next ones is learned. 

Hence, by having a backward LSTM layer, it is expected that the generated text is more 

accurate. 
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Since the proposed approach is to use the sequence to sequence models, we provide 

the input and output sequences as follows:  given a sample of data from the training set, 

the first k words were considered as the input and the (𝑘 + 1)𝑡ℎ word as the output. In 

other words, the network received the first word as the input, and the second word as the 

output. Then, the first two words were the input, and the third word was the output. This 

process continued until the end of the sample of data. Example of this process is 

presented in Table 3.1, which shows how LSTM and bi-LSTM predicted a word and how 

they were trained over the data set. 

 

Table 3.1: Example of input texts and corresponding output text extracted from the following 

sentence: “Do not track is a standard that is currently under development.” 

Input texts Output 

Do not 

Do not track 

Do not track  is 

Do not track is  standard 

Do not track is standard  that 

Do Not Track is a standard that is 

Do Not Track is a standard that is currently currently 

Do Not Track is a standard that is currently  under 

Do Not Track is a standard that is currently under  development 

 

To evaluate the models, the first three words of each sentence of the test corpus were 

used as initial words to each topic. Then, these words were given to the models. Hence, 

the model generated a text with the specified length. Results were evaluated by BLEU 

[34] and METEOR measures [35]. BLEU is one a common measure to evaluate a 

generated text with the reference text. It indicates how similar the candidate text is to a 

list of reference texts. Furthermore, METEOR was used as it has a better correlation with 

human judgment [35] than BLEU and considers the synonym words as well.   
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Chapter 4 Comparison of Privacy Policies Before and After 

GDPR  

In this chapter, we evaluate to what extend privacy policies can satisfy GDPR 

requirements. Our goal is to analyze and compare the changes on privacy policies 

considering GDPR. To this end, we developed a comprehensive evaluation framework 

that folds into three parts: 1) text feature, 2) topic coverage, and 3) content analysis. At 

first, we extracted some features from privacy policy text. After that, we propose a solution 

based on Guided-LDA method to obtain metrics about the distribution of topics; then, we 

measure the coverage of topics in these legal documents both for the corpus belonging 

to pre and also for documents post-GDPR. Each topic's keywords and keyphrases are 

extracted from a corpus of 1985 online privacy policies published before GDPR. These 

keywords, keyphrases, and topics coverage are compared to the version of privacy 

policies published after GDPR.   

 

The setting of the guided-LDA algorithm is explained in section 4.1. The dataset 

information is given in Section 4.2, followed by preprocessing steps in Section 4.3. Then, 

three different groups of analysis and their experimental results are discussed in Sections 

4.4 to 4.6. Finally, Section 4.7 shows the conclusion. 

 

4.1 Guided-LDA Algorithm 

By feeding a collection of privacy policies and the number of topics to the guided-LDA 

algorithm, this algorithm was able to find the distribution of topics in each document. 

During the pre-processing stage of guided-LDA, all punctuation was removed using the 

Gensim library, a python package. The Gensim library is used for topic modeling, 

similarity retrieval, and document indexing with large data set [5]. The hyperparameter of 

Guided-LDA are presented in Table 4.1.  
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Table 4.1: The Hyperparameters of Guided-LDA 

Hyperparameters Value 

α, β 

 
Combination of asymmetric Dirichlet priors 𝛼 and symmetric 

Dirichlet priors 𝛽 were chosen  

Topic number 9 

Iteration number  1500 

 

 

4.2 Dataset 

We used the 1985 privacy policies selected by Massey et al. [51]. This corpus was 

collected before 2013. Hence, it is considered as a pre-GDPR corpus. This corpus is 

gathered from various sources, including, Fortune 500, Google top 1000 results, several 

HIPPA financial and health policies. To have the post-GDPR version of this corpus, we 

collected new privacy policies from the same websites in January 2020. 

 

4.3 Preprocessing 

NLP helps to extract the relevant information from the text [52]. The first step for 

developing an NLP model is text preprocessing that has an important impact on the 

success of text analysis [53].  A couple of approaches are taken to preprocess and 

prepare the corpus for guided-LDA analysis. These preprocessing operations are 

including tokenization, sentence split, lemmatization, part of speech tagging (POS 

tagging), and stop word removal. 

 

Tokenization: Tokenization is a process in which text can be segmented into 

words and phrases, called tokens. Afterward, these tokens can be applied to 

analyze text. When tokenizing, basic data cleansing is performed, including 

converting the text into lowercase and removing punctuation marks [52].  
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• Sentence Split: NLP tasks require splitting a document into sentences to obtain 

more meaningful information. A sentence is defined as an acceptable unit of 

conversation. 

 

• Lemmatization: By lemmatization, words are transformed into their lemma, which 

is the common form of words that are found in a dictionary. Lemmatization takes 

into consideration the morphological aspects of the words.  

 

• Part of Speech (POS) Tagging: The POS tags are applied to text and algorithms 

in order to analyze them. Each token or word in a written text is assigned a POS 

tag to demonstrate its part of speech. Moreover, other grammatical categories 

such as the number (singular or plural) and the tenses are tagged if needed. Some 

of the most common tags are V for verbs, N for Nouns, or A for adjectives. 

 

• Stop Word Removal: Stop words are commonly and frequently used words, such 

as "the", "a/an", and "prepositions". Some of these words can be verbs, names, 

and conjunctions. It is common to remove these words if they do not provide 

important information for the analysis task. A list of stop words is compiled so that 

they can be detected and eliminated as the text is being processed.  Removing 

stop words does not have a significant impact on the distribution of topics. [52].  

 

In the implementation, the Natural Language Tool Kit (NLTK) library from python 

language was used for preprocessing. Different operations were handled by the library, 

including tokenizing, stemming, lemmatizing, classifying, and parsing. 

 

4.4 Text Feature Analysis 

Text feature analysis is related to the general features of the privacy policies. The purpose 

was to observe the overall changes in the documents between two sets of policies. Three 

metrics for this goal have been defined to measure the changes in the appearance of 
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texts: the total number of words, the total number of unique words, and the number of 

sentences. These results and comparative analysis of these measures are presented in 

Table 4.2. By examining these features, we can gain a high-level overview of the structure 

of the privacy policies before we look at semantic features in later sections. 

 

Table 4.2: Comparison of the general features of privacy policies texts before and after GDPR 

Features  Before GDPR After GDPR 

Average number of sentences  106.52 213.22 

Number of unique words in corpus 32,285 30,987 

Average length of privacy policies in terms of words 1,549.47 1,601.10 

 

To better understand the effect of GDPR on privacy policy's length, we computed the 

average length of privacy policies for the pre and post GDPR.  Table 4.2 illustrates the 

average number of sentences and the average length of privacy policies in terms of words 

increased from 106.52 and 1,549.47 to 213.22 and 1,601.10, respectively. In contrast, 

the number of unique words in the corpus decreased from 32,285 to 30,987. These 

changes suggested that, after GDPR, some syntactic textual modifications have occurred 

in privacy policies, but it needs more analysis to find out what those changes have been. 

These results are aligned with Linden et al.'s study on privacy policies [3]. 

 

This observation motivated us to examine the content of post-GDPR privacy policies to 

find out if these syntactic textual changes were made toward satisfying GDPR 

recommended requirements. Therefore, in the next sections, we designed and 

implemented several experiments to study the changes in terms of the content of privacy 

policies. 

 

4.5 Coverage Analysis  

Privacy policies consist of several topics. In this study, we choose the recommended 

topics in privacy policies [5], which are as follows: data collection, data sharing, choice, 
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access, data security, data retention, purpose, do not track, and policy change. To assess 

the changes that have been made to content of privacy policies due to GDPR, we 

designed an experiment to compare the content of privacy policies by performing keyword 

analysis and topic coverage. We analyzed the coverage of each of the recommended 

topics in privacy policies using guided-LDA [5]. 

 

 

Figure 4.1: Comparison of the coverage analysis before and after GDPR 

 

Figure 4.1 depicts the distribution of the recommended topics in privacy policies. The 

result showed that the topics of first-party collection (or collect) and third-party sharing (or 

share) had the most coverage in these legal documents in both before and after GDPR 

data sets. The topic of collect was covered 34% in pre-GDPR and 25% in post-GDPR 

era, on the content of privacy policies, followed by the topics of share, 30% in pre-GDPR 

and 31% in post-GDPR.  

 

Figure 4.1 also illustrates that in pre-GDPR the coverage of policy change is the lowest 

3%, following choice 3% and access 3%. In contrast, in post-GDPR the coverage of policy 

change is the lowest 2%, following by do not track 2%, choice 4%, and security 4%. It 

suggests that the websites/service providers devoted the least attention to informing 
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users about 1) the changes in policies, 2) the service providers' tracking, and 3) users’ 

choices to set privacy preferences.  

 

Furthermore, comparing the distributions of these topics before and after GDPR, it can 

be observed that coverage of purpose increased from 8% to 15%, retention from 7% to 

11%, and access from 3% to 6%, before and after GDPR, respectively. This growth 

suggests that the content of privacy policies covered these topics more in comparison 

with pre-GDPR. 

 

The results shown in Figure 4.1 suggested that GDPR has put more emphasis on data 

practices associated to access, purpose, and data retention. The content of privacy 

policies around these topics changed more than others.  

 

4.6 Content Analysis 

In this section, we examined the content of privacy policies from different aspects. Since 

GDPR gives a great deal of attention to the users and their control over their data, we 

aimed to compare privacy policies pre and post-GDPR in terms of whether:   

 

• they are transparent about personal data they collect, 

• they inform users about their 8 rights attended by GDPR, 

• users are informed about automated decisions made by service providers such as 

profiling, 

• contact information of service providers is included, 

• information about the data protection officers is included, 

• the privacy policies are transparent, 

• the service providers obtain users’ consent.  
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4.6.1 Categories of Personal Data 

According to GDPR [54], one of the recommended data practices that should be included 

in privacy policy is to explicitly mention what personal data are collected by websites and 

service providers. We put this into test and investigated whether the post-GDPR privacy 

policies are more transparent, in terms of naming the personal data they collect. For this 

purpose, the keywords of Table 4.3 were gathered.  

 

 

Table 4.3: Comparing frequency of personal information keyphrases before and after GDPR 

Keyphrases  Before GDPR After GDPR 

Home 4,960 5,419 

Name 8,685 8,690 

Home address 57 156 

Personal e-mail address 0 300 

Personal phone number 0 200 

Work phone number 1 100 

Birthday 166 189 

Age 35,065 40,945 

Languages 103 140 

Place of birth 2 120 

Nationality 45 72 

National ID card details 0 0 

Passport details 2 20 

Copy of passport 0 0 

Copy of ID card 0 0 

Membership 576 969 

Hobbies 14 20 

Bank account 25 2,200 
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Credit card detail 27 2290 

Education 1,277 1,236 

Total 50,956 55,671 

 

Table 4.3 shows that the keyword “age” mentioned 16.76% more in policies after GDPR. 

The results in Table 4.3 suggest that among all of the personal data mentioned in privacy 

policies, the “bank account” and “credit card detail” had the largest increase. In total, the 

privacy policies have mentioned users’ personal data 9.25% more after GDPR.  

 

4.6.2 Existence of Data Subject's Rights 

Users’ rights are one of the essential subjects that GDPR has discussed for privacy 

policies [55]. Therefore, we aimed to examine whether privacy policies included 

information about the users’ rights as per recommended by GDPR. The proposed method 

to examine this was to measure the frequency of keywords denoting the rights of users. 

According to the GDPR official website2, the definitions of the users’ rights are as follows: 

 

• Right to be informed: According to Article 13 and 14 of GDPR [55], this right 

inform users with concise and clear information about what service providers do 

with their personal data. This right is also known as “privacy information”. 

 

• Right of Access: This right allows users to obtain copies of their personal data 

and other additional information. It also informs users to understand how and why 

service providers use their data. 

 

• Right to Rectification: Article 16 of GDPR [55] allows users to rectify inaccurate 

personal data. Also, it is possible to correct incomplete information, but this 

 

2 https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-

regulation-gdpr/individual-rights/ 

https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/individual-rights/
https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/individual-rights/
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depends on the purpose of the processing. A supplemental statement might be 

required for incomplete data. 

 

• Right to Erasure: Users have the right to request deletion of their personal data 

under GDPR Article 17 [55]. Only under certain circumstances is this right 

absolute. 

 

• Right to Restriction of Processing: Article 18 of GDPR [55] allows users to limit 

how their personal data is processed under certain conditions. This means that 

they can limit how service providers use their data. The alternative to erasing their 

data is to use this method. 

 

• Right to Object: The processing of users’ personal data is protected under GDPR 

article 21 [55]. This effectively allows the user to refuse to allow the service provider 

to process their personal data. 

 

• Right to Data Portability: The right to data portability ensures users are given 

access (or a copy) to their personal information they provided to service providers  

in a structured, commonly used, and machine-readable format. 

 

• Right to Avoid Automated Decision-Making: Deciding automatically means it is 

made without any human involvement. The users have this right to prevent any 

automated decision made by the service providers using their data. For example, 

granting or rejecting a loan online; evaluating work potential based on preset 

algorithms and criteria. 
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Table 4.4: The frequency of using users' rights before and after GDPR 

Users' Rights (keywords) Before GDPR After GDPR 

Right to be Informed 0 0 

Right of Access 128 246 

Right to Rectification 0 0 

Right to Erasure 1 76 

Right to Restriction of Processing 0 0 

Right to Object 5 45 

Right to Data Portability 0 23 

Right to Avoid Automated Decision-Making 0 0 

Total  133 390 

 

Table 4.4 shows the frequency of using users' rights keywords before and after GDPR. 

As it is shown some rights such as right of access, right of erasure, right of data portability, 

and right to object have a slightly higher frequency. However, some rights were not 

mentioned at all, neither in pre-GDPR nor in post-GDPR, including right to be informed, 

right to rectification, right to restriction of processing, and right to avoid automated 

decision-making. 

 

4.6.3 Automated Decision-Making 

Another important requirement of GDPR that privacy policies should comply, is user 

awareness of using automated decision-making. According to Article 13.2(f), Article 

14.2(g), and Article 22 of the GDPR [55], the service provider shall provide the users with 

information on "the existence of automated decision-making”, including profiling. Profiling 

is referred to store information of users interacting with the service [56]. This information 

is gathered from different aspects such as users' personalities, likes and dislikes, 

behavior, health, interests, and habits to decide about them [57]. The goal was to 

investigate the compliance with the requirement of “the existence of automated decision-
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making” in privacy policies considering GDPR. To do this, the frequency of some 

important related keywords and keyphrases to this subject was calculated.   

 

Table 4.5: Comparing the frequency of automated decision-making keyphrases 

Keywords Before GDPR After GDPR 

Automated Decision-Making 0 554 

Automation 76 165 

Profiling 10 183 

Decision Making 3 1,220 

Artificial Intelligence 6 148 

Machine Learning 0 189 

Pattern Recognition 0 20 

Total  95 2,479 

 

Table 4.5 shows the content of post-GDPR privacy policies is significantly improved in 

terms of referring to the automated decision-making users’ right by using related 

terminologies. The frequency of using profiling, decision making, artificial intelligence, 

machine learning, and pattern recognition terminologies obviously shows this 

improvement.  

 

As shown in Table 4.5, the key phrase “automated decision-making” is one of the most 

frequent. Figure 4.2 shows an example of using the keyphrase “automated decision-

making” in the privacy policy of the E-bay website that added a new section (Section 5.8 

in Figure 4.2) to its privacy policy. 
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Figure 4.2: Attention to the concept of "Automated Decision-Making" in the e-bay3 privacy policy 

 

4.6.4 Contact Information 

Including the contact detail of the service providers in the policies is recommended by 

GDPR [58]. To understand whether this requirement has been given the necessary 

attention, the frequency of the most correlated keyphrases with this subject is shown in 

Table 4.6. 

 

Table 4.6: Comparing the frequency of contact information keyphrases before and after GDPR 

Keyphrases Before GDPR After GDPR 

Contact 11,267 11,645 

Contact information 4,003 4,028 

Contact us 9,668 9,919 

E-mail 500 546 

Fax 4,632 4,698 

Phone 2,171 2,256 

 

3 https://www.ebay.ca/help/policies/member-behaviour-policies/user-privacy-notice-privacy-

policy?id=4260#section5  

https://www.ebay.ca/help/policies/member-behaviour-policies/user-privacy-notice-privacy-policy?id=4260#section5
https://www.ebay.ca/help/policies/member-behaviour-policies/user-privacy-notice-privacy-policy?id=4260#section5
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Telephone 12,748 12,780 

Tel. 1,222 1,229 

Telephone number 2,021 2,112 

Phone number 1,952 2,066 

Total 50,184 50,586 

 

Table 4.6 compares the frequency of contact information key phrases before and after 

GDPR in privacy policies. As it shows, the frequency of these terms slightly increased 

after GDPR, but this change is not significant. Since the service provider's contact 

information does not have sensitive information and this information might be already 

shared with users through the "contact us" section of the service provider, details about 

contacting service providers in the privacy policies would be acceptable. 

 

4.6.5 Data Protection Officer 

It is important for businesses and organizations to have a data protection officer, as 

required according to article 37 of GDPR [59]. To find out if privacy policies provide 

information about the data protection officer after GDPR, the most associated keywords 

and keyphrases are listed in Table 4.7. 

 

Table 4.7: Comparing the frequency of information officer keyphrases before and after GDPR 

Keywords Before GDPR After GDPR 

Data protection officer 0 172 

Data protection 16 2,430 

Information privacy officer 0 123 

Total 16 2,725 

 

Table 4.7 illustrates that the frequency of the selected keywords and keyphrases, 

including "data protection", "data protection officer", and “information privacy officer” has 
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significantly increased. This trend suggests that many service providers have attempted 

to comply with GDPR requirements. 

 

 

Figure 4.3: Introducing "Data Protection Officer" in the Twitter4 privacy policy 

 

Due to the importance of the data protection officer and their role in protecting individuals’ 

privacy in an organization, many service providers added information about this to their 

privacy policies [51]. Figure 4.3 represents part of the Twitter privacy policy which refers 

to the data protection officer. This section was absent before pre-GDPR. 

 

4.6.6 Transparency  

According to GDPR [60], the use of qualifiers and ambiguous words has been prohibited. 

Employing vague terms such as 'may,' 'might,' 'some,' 'often', 'possibly' should be avoided 

as much as possible in the content of privacy policies. It is suggested that the writing style 

should be in the active tense. Paragraphs and sentences should be structured carefully 

by using bullets to emphasize essential points. According to GDPR guideline on 

transparency article 12.1 of GDPR [61], service providers requires to comply with 

 

4 https://twitter.com/en/privacy  

https://twitter.com/en/privacy
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transparency requirement. Additionally, in order to comply with GDPR, it is necessary to 

avoid unnecessarily legalistic and technical terminology. To examine whether privacy 

policies are transparent, the distribution of ambiguous words was calculated similar to 

work Kaur et.al. [7]. A list of these ambiguous words is shown in Table 4.8, that are taken 

from Kaur et al. [7]. 

 

Table 4.8: Comparing the frequency of ambiguous words before and after GDPR 

Ambiguous 

Words 

Before 

GDPR 

After 

GDPR 

Ambiguous 

Words 

Before 

GDPR 

After 

GDPR 

may 47,316 52,566 much 213 181 

certain 5,631 6,720 usually 210 237 

example 3,482 4,361 everyone 130 130 

necessary 2,588 3,293 commonly 78 110 

general 2,524 2,669 possibly 77 78 

appropriate 2,317 2,432 numerous 73 61 

like 2,069 2,303 normally 63 71 

reasonable 2,002 2,211 can 56 48 

would 1,739 1,819 occasional 35 31 

anyone 1,457 1,411 widely 33 40 

many 1,039 1,069 unsure 13 13 

possible 1,014 1,065 depending 18 10 

could 1,009 1,051 largely 12 12 

various 983 1,065 mostly 10 16 

might 982 1,196 perhaps 7 7 

generally  738 828 will 3 1 

inappropriate 420 426 sometime 2 2 

sometimes 391 463 such 0 0 
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Although it was expected that the frequency of ambiguous words decreases, Table 4.8 

illustrates that it increased by 11.86%. This trend suggests that service providers continue 

using ambiguous words in privacy policies even though GDPR has recommended that 

policies be written clearly in plain language and avoid using vague terms. 

 

4.6.7 Users’ Consent  

Under the GDPR, individuals (e.g. users of a website) must have choice and control over 

their personal data. Therefore, service providers should obtain permission from users 

before store or process their personal data to avoid paying significant GDPR penalties 

[62]. Furthermore, the service provider should provide the users' consent that satisfies 

the criteria of GDPR for compliance [63]. 

 

In this section, we evaluated what extends privacy policy explains to its users what 

information is collected, how it is used, and how it might be shared to obtain the users' 

consent. To understand that, the frequency of several highly associated keywords related 

to consent in privacy policies is calculated and displayed in Table 4.9. 

 

Table 4.9: Comparing the frequency of consent keywords before and after GDPR 

Keywords Before GDPR After GDPR 

Consent 4,595 8,428 

Agreement 10,735 12,818 

Agree to 10,938 12,360 

Cookies 10,300 17,446 

Total  36,568 51,052 

 

often 313 369 some 0 0 

likely 255 287 most 0 0 

typically 239 317 Total 79,541 88,978 
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Table 4.9 illustrates that after GDPR, the content covered users’ consent 39.60% more 

comparing pre-GDPR. The frequency of using “cookies” is increased significantly by 

69.37%. Moreover, the frequency of “agreement” and “agree to” are surged 19.40% and 

13%, respectively. Overall, the keyword “consent” experienced a significant increase in 

the number of changes after applying GDPR (post-GDPR). The number of changes for 

this specific keyword, “consent”, is increased by 83.41%.  

 

It is worth mentioning that analyzing the users' consent was not straightforward. 

Measuring only the frequency of the mentioned keywords is not sufficient to ensure 

whether policies have met GDPR requirement for consent since websites have different 

methods to get the users' agreement. A popular method for this purpose is called 

clickwrap. The first time that a person uses an application or website, he/she has to 

announce their agreement with the whole privacy policy only by clicking a checkbox. This 

technique helps users to identify the privacy policy agreement easier by looking at the 

whole text written in the windows above the checkbox. 

 

 Figure 4.4: Topic of "Consent" in FedEx5 privacy policy  

 

 

5 https://www.fedex.com/en-ca/privacy-code.html  

https://www.fedex.com/en-ca/privacy-code.html
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Figure 4.4 and Figure 4.5 are subsections showing the topics of consent in FedEx and 

Samsung privacy policies. In general, the keywords related to the agreement, shown in 

Table 4.9, are frequently mentioned in the FedEx privacy policy. Also, the keyword 

“consent” appears more often than others, which complies with our previous observation. 

 

 

Figure 4.5: Topic of "Consent" in Samsung 6 privacy policy 

 

Figure 4.6 and Figure 4.7 are examples of explaining the cookies in IKEA and USbank, 

respectively. It is obvious that informing users about cookies is one of the changes in 

privacy policies after affecting GDPR. 

 

 

6 https://www.samsung.com/ca/info/privacy/  

https://www.samsung.com/ca/info/privacy/
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Figure 4.6: An example of user attention to consent topic using keyword "Cookies" in IKEA7 

privacy policy 

 

Cookie policies inform the user about the cookies that are active on the website, what 

information they collect, and whom they are sent. A cookie can track, store and share 

user behavior, which can be a privacy risk [64]. As Figure 4.8 illustrates, companies and 

organizations pay more attention to informing users of active cookies after GDPR. While 

before GDPR, many of the companies did not provide any information to their users. 

Based on cookies, users have this choice to accept or reject to be tracked by active 

cookies on their devices [65].  

 

 

 

7 https://www.ikea.com/ca/en/customer-service/privacy-policy  

https://www.ikea.com/ca/en/customer-service/privacy-policy
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Figure 4.7: Subject of "Cookies" in USbank8 privacy policy 

 

4.7 Conclusion  

We summarize our key findings on applying proposed framework to the content of privacy 

policies. By considering all analyses and comparisons presented in this chapter, it is 

shown that the content of privacy policies has changed in many aspects after adopting 

GDPR. Among the recommended list of topics in privacy policies, collect and share topics 

have the most topic coverage in pre-GDPR and post-GDPR. However, the purpose, 

retention, and access topics have the most increase in coverage. 

 

 

8 https://www.usbank.com/about-us-bank/privacy/security.html  

https://www.usbank.com/about-us-bank/privacy/security.html
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Furthermore, based on the content analysis results, it can be concluded that the following 

requirements were mainly satisfied with GDPR:  

• providing information about data protection officer,  

• informing users whether the service provider uses automated decision-making 

tools to store or gather information of users’ interactions (i.e., user profiling),   

• provide users’ consent.  

 

However, the following requirements were not satisfied: 

• providing information on users’ rights, 

• presenting contact information of the service providers,  

• being transparent and avoiding ambiguous words.  

 

Finally, we can say that the requirement of for personal data is somehow satisfied. 

 

Therefore, to comply with GDPR, it is recommended that privacy policies: 

a) be written more clearly and avoid using ambiguous words and qualifier terms, 

b) specifically mention what categories of personal data they collect 

c) inform users about their rights (the 8 groups of rights mentioned in section 4.6.2), 

d) present detailed and accurate contact information of the service providers. 

To sum up, while the service providers have made an effort to meet the GDPR 

requirements, they are still required to improve the content of their privacy policies. 
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Chapter 5 Automatic Text Generation Privacy Polices 

In this chapter, we present our automatic data practice and policy generation techniques 

based on LSTM and bi-LSTM. These techniques were presented in Chapter 2, and the 

details of our proposed method are discussed in Section 5.1. We used OPP-115 as the 

training set. This dataset information is given in Section 5.2, followed by the experimental 

setting in Section 5.3, including data preparation in Section 5.3.1 and algorithm setup in 

Section 5.3.2. Finally, Section 5.4 shows the results of data practice generation, and 

conclusion is discussed in Section 5.5 is talked over the conclusion.  

 

5.1 LSTM and bi-LSTM 

As discussed in Section 3.3.2, text generation is used for several different purposes such 

as machine translation [36], dialogue system [66], text summarization [53], image 

captioning [67], table description [68], and video description [69]. For all of these tasks, 

sequence models of LSTM and bi-LSTM have been used. The aim of this study is to use 

these algorithms to generate some sections of the privacy policies. These models were 

trained using three levels of texts: paragraph, sentence, and data practice and generates 

sentences with the specified length. The hyperparameter of LSTM and bi-LSTM networks 

are shown in Table 5.1. 

 

Table 5.1. The hypermeters of LSTM and bi-LSTM networks 

Hyperparameters Value Search Range 

Number of nodes in LSTM Layers 100 50, 100, 150 

Number of units in a dense layer  100 100, 200 

Dropout 0.1 0.1, 0.3, 0.5, 0.7 

Learning rate 0.0001 0.00001, 0.0001, 0.001 

Number of epochs  100 50 - 200 

Batch size 32 16, 32, 64 
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Activation function Softmax Relu, tanh, Softmax 

Optimizer Adam Adagrad, Sigmoid, Adam  

 

5.2 Dataset 

The OPP-115 dataset annotation is a comprehensive text annotation scheme for privacy 

policies [5]. The OPP-115 corpus produced by Wilson et al. [5] is a collection of website 

privacy policies with annotations indicating the data practices. Each privacy policy was 

annotated by law students. The dataset was made up of 115 privacy policies, including 

267,000 words with manual annotations for 23,000 fine-grained data practices. A data 

practice can be defined as a purpose or consequence of storing, generating or collecting 

information about a user. This corpus is currently utilized  in several projects to extract 

information from privacy policies [6], [65], [15], [46].  

 

Figure 5.1:An overview of OPP-115 from the "theathletic.com" privacy policy 
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In  OPP-115 [5], every data practice belongs to one of the nine topics discussed in Section 

3.3.1. For each topic, a set of category-specific attributes were provided. The four 

mandatory attributes are Choice Scope, Choice Type, Personal Information Type, 

Purpose, and one optional attribute called User Type. There are several potential values 

that can be attached to each attribute in the annotation scheme. Figure 5.1 [5] shows 

these attributes on OPP-115 corpus of "theathletic.com" website for a paragraph of its 

privacy policy. Figure 5.2 [5]  shows its paragraph that divided into related attributes in 

Figure 5.1. 

 

 

Figure 5.2: One example of OPP-115 from one paragraph of “theathletic.com” privacy policy  

 

5.3 Experimental Setting    

For our experiment to train the generative model, we divided the data, OPP-115 Corpus, 

into 80% training, 10% validation, and 10% testing sets. The hold-out method 

recommends 80/20, 70/30, or 65/35 training/testing distributions [51]. We selected 

80/10/10 schema to ensure that we have sufficient data for training. Furthermore, since 

the OPP-115 data set's size is small, dedicating more data to the training set would help 

the model learn a better pattern. These sub-datasets were randomly chosen based on 

the proportions of each category, resulting in stratified samples. In addition, to get reliable 

results, the experiment was repeated five times and average of the results was reported. 
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Each time the data set was split into 80/10/10 for training, test and validation by random 

sampling.  

 

We trained the generative models using paragraphs, sentences, and data practices 

extracted from the OPP-155 datasets. To train the models with paragraphs, we needed 

to preprocess the text data by separating each paragraph and preparing the valid input 

to feed into the model. In the OPP-115 corpus, each paragraph identifies by "|||"; 

therefore, it was easy to separates paragraphs from each other and wrote the paragraphs 

into new files.  Similarly, the data set was prepared for sentences and data practices by 

breaking the text into sentences and data practices. 

 

5.3.1 Data Preparation 

The numbers of paragraphs, sentences, and data practices are shown in Table 5.2. As 

shown, the number of data practices is higher than sentences and then paragraphs for 

most of the topics.  

 

Table 5.2: The number of paragraphs, sentences, and data practices of each topic in the data set 

Topics 
Data 

Collection 

Data 

Sharing 
Choice Access 

Data 

Retention 

Data 

Security 

Do 

not 

Track 

Policy 

Change 

Total 

Paragraph 1,496 1,174 625 229 157 373 33 190 
4,277 

Sentence 4,804 3,869 2,132 733 549 1,256 97 582 
14,022 

Data 

Practice 
14,061 9,640 3,578 1,033 652 779 67 803 

30,613 

 

Given X as a whole sequence of n words, then it can be formally expressed as X = {w1, 

w2, ..., wn} and wn+1 can be defined as the next word after the sequence of X.  In the 

training phase of the generative model, the whole sequence of words (i.e., X) are fed as 

inputs to the model, and the output of generative model was a next word (i.e., wn+1).  In 
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the inference mode (testing phase), the first three words are given to the model, and the 

model generates the next word until the length of the generated sequence becomes equal 

to the test data length. Therefore, the number of generated texts is the same as the 

number of test set. 

 

5.3.2 Algorithms Setup  

As mentioned in Section 3.2.2, these deep models train sequences using the sequences, 

so called sequence-to-sequence. To prepare data to feed into the model, the annotated 

data of OPP-115 (which is either a complete paragraph, sentence, or data practice) is 

converted to several pairs of (input, output). The “input” sequence to the network is the 

first k words of the data sample, where k varies from 1 to n-1, and the “output” is the word 

k+1.  

The experiments were executed five times. Every time, 80% for training, 10% for the test, 

and 10% for validation were selected randomly. Therefore, the reported results are an 

average of five executions. These experiments were conducted on SHARCNET, which is 

a high-performance distribution platform. 

The best value for the hyperparameters of each model selected by validation set. 

Hyperparameters significantly impact model training performance training time, model 

convergence, and model accuracy. This step aims to find an optimal combination of 

hyperparameters that minimizes a predefined loss function to produce better results. We 

used the validation set results and updated hyperparameters. The hyperparameters were 

set as follows: the numbers of units in the LSTM layer was set to 100; the activation 

function was set to Softmax; Categorical Crossentropy was used as the loss function and 

Adam as an optimizer; and finally, the whole prediction process repeated for 100 epochs. 

 

We used two metrics BLEU and METEOR, for evaluation of our generated privacy 

policies. As discussed in Sections 2.5.1 and 2.5.2, BLEU is a score for comparing a 

candidate-generated text to one or more reference text. This score is calculated by 
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counting matching n-grams in the candidate translation to n-grams in the reference text 

[70]. One drawback of BLEU is that it does not measure meaning and only rewards 

systems for n-grams with exact matches in the reference system. However, METEOR 

considers synonyms and comparing the stems of words (e.g., "running" and "runs" is 

counted as matches) [70]. 

 

During text generation, each sample of test set is considered, and a few initial words from 

this sample are given to the model, and the model generated the next words. As a result, 

the length of the generated text became equal to the test sample. Therefore, each 

generated text is evaluated against the original test data by BLEU and METEOR. Then 

the average BLEU and METEOR scores for all test data are reported.  

 

5.4 Results and Discussions  

This section presents results for LSTM and bi-LSTM networks.  

 

Table 5.3: Evaluation of LSTM and bi-LSTM networks for a text generated in the three levels of 

paragraph, sentence, and data practice based on the BLEU and METEOR measures 

 BLEU METEOR 

 LSTM bi-LSTM LSTM bi-LSTM 

Paragraph 0.54919543 0.55112252 0.23197551 0.24039343 

Sentence 0.48225813 0.49098866 0.28987666 0.31567632 

Data Practice 0. 4815545 0.48325612 0.41907234 0.43404729 

 

Table 5.3 shows BLEU and METEOR evaluations of LSTM and bi-LSTM networks for a 

text generated in the three levels of paragraph, sentence, and data practice. Table 5.2 

displays that the bi-LSTM outperformed the LSTM.  By comparing the BLEU scores of 

three models, paragraph-based model achieved a higher score both in LSTM and bi-

LSTM network. However, in terms of METEOR, data practices were generated more 

accurately with 0.41 for LSTM and 0.43 for bi-LSTM, sentences with 0.28 for LSTM and 
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0.31 for bi-LSTM, and paragraphs with 0.23 for LSTM and 0.24 for bi-LSTM. Hence, the 

bi-LSTM paragraph-based model improved 12.24% over sentence-based and 14.58% 

over the data practice-based model in terms of BLEU. However, evaluating by METEOR, 

data practice-based model improved sentence-based model 38.70%, and improved the 

paragraph-based model 79.16% in the bi-LSTM network.  

 

Table 5.3 displays that in terms of BLEU paragraph-based model outperformed others 

(e.g., sentence-based and data practice-based), while based on METEOR, the data 

practice-based model gets the highest scores. Looking more in depth, BLEU counts the 

common n-grams between the generated text and the reference text and does not 

consider synonym words. However, METEOR considers the synonym words and 

measures the similarity score using the common synonyms n-grams. Therefore, the 

higher BLEU indicates more frequent occurrence of similar n-grams. However, the higher 

METEOR denotes more common n-grams with similar meaning between two sentences. 

According to the data practice-based model, the meaning of generated texts is closer to 

the reference text. This means that the model generated more relevant data practices in 

comparison with others, e.g. sentence-based models and paragraph-based models.  
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Figure 5.3: Evaluation of LSTM network for a text generated on each topic in the three levels of 

paragraph, sentence, and data practice based on the BLEU measure 

 

Figure 5.3 provides the evaluation results of LSTM with the BLEU score. Figure 5.3 shows 

that for all topics, the paragraph-based model outperformed sentence-based and data 

practice-based. In addition, the sentence-based model outperformed data practice-based 

models for most of the topics except Data Security and Do Not Track. According to Table 

5.4, in these two topics, the length of data practices was longer than sentences on 

average. A sample of data practice for topic of Data Security is shown as an example as 

follow:  

 

"We are also sensitive to security concerns regarding the use of credit 

cards for purchases. We protect your credit card information (and all other 

personal information) using Secure Socket Layer (SSL) technology that 

automatically encrypts all data while information is being transmitted over 
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the Internet. Furthermore, we will not keep your credit card number in our 

database once a transaction is completed." 

 

Table 5.4: The average length of sentences and data practices for each topic 

Topics 
Data 

Collection 

Data 

Sharing 
Choice Access 

Data 

Retention 

Data 

Security 

Do not 

Track 

Policy 

Change 

Sentence 25.11 25.34 23.49 24.93 25.54 23.35 22.36 20.96 

Data 

Practice 
12.19 11.46 12.90 12.46 11.86 32.0 28.07 16.14 

 
Also, the following list displays some data practices for the topic of Collection: 

 

• personal financial information about their customers or applicants (e.g., name, 
address) 

 

• information collected during your current search or visit to our websites 
 

• when your device is set to provide location information, which are much longer 
than data security data practices.  
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Figure 5.4: Evaluation of bi-LSTM network for a text generated on each topic in the three levels of 

paragraph, sentence, and data practice based on the BLEU measure 

 

Figure 5.4 displays the results of generated texts of bi-LSTM networks evaluated by 

BLEU. Figure 5.4 shows that the paragraph-based model achieved a better performance 

among the others. Also, sentence-based models outperformed data practice-based 

except for Data Security and Do Not Track. These results are consistent with our finding 

aforementioned (Figure 5.3). Comparing LSTM and bi-LSTM networks performance 

together (Figure 5.3 and Figure 5.4), bi-LSTM models are generally performed better than 

LSTM ones.  

 

Figure 5.3 and Figure 5.4 depict that when the model is trained based on paragraphs, the 

longer phrases are fed into the model. Since the length of paragraphs is usually longer 

than sentences and data practices and paragraphs contain more diverse set of words, 

models could generalize better. When the model is trained by paragraphs, the longer 

context is learned. Hence, in terms of BLEU measure, which counts the exact n-gram 

matched, the paragraph-based model outperformed others.  

0

0.1

0.2

0.3

0.4

0.5

0.6

bi-LSTM 

Paragraph

Sentence

Data Practice



 

 

 

64 

 

 

Figure 5.5: Evaluation of LSTM network for a text generated on each topic in the three-level of 

paragraph, sentence, and data practice based on the METEOR measure 

 

Figure 5.5 describes the evaluation results of the LSTM network using METEOR. Figure 

5.5 indicates that the data practice-based model outperformed others for all the topics. 

Moreover, sentence-based models achieved higher scores comparing to the data 

practice-based models using LSTM. The data practice-based model performed higher 

42.09% against the sentence-based model and improved 78.26% over the paragraph-

based model. However, data practice-based models of Data security and Do Not Track 

were only improved 3.95% and 9.38%, respectively, comparing with sentence-based 

models.  

 

0

0.05

0.1

0.15

0.2

0.25

0.3

0.35

0.4

0.45

0.5

LSTM 

Paragraph

Sentence

Data Practice



 

 

 

65 

 

Figure 5.6: Evaluation of bi-LSTM network for a text generated on each topic in the three levels of 

paragraph, sentence, and data practice based on METEOR measure 

 

Figure 5.6 illustrates the evaluation results of bi-LSTM using METEOR measure. This 

figure displays that data practice-based models generated texts more accurately in 

comparison with others. Furthermore, the sentence-based model performed higher over 

data practices. There has been a significant improvement for all topics except for Data 

security and Do Not Track. The general trend in comparing the performance of models 

under METEOR scores in Figure 5.6 is consistent with Figure 5.5. Comparing LSTM and 

bi-LSTM networks' performance under METEOR score (Figure 5.5 and Figure 5.6) shows 

that bi-LSTM outperformed LSTM one. 

 

The length of the data practice phrases is smaller than sentences and paragraphs. 

Therefore, the data practice-based models concentrate on learning smaller phrases 

besides synonym words. Since the data practice phrases are shorter than paragraphs 

and sentences, the network learns the synonym words more accurately. As a result, the 
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trained models based on data practices outperformed other models evaluated using 

METEOR.  

 

5.5 Conclusion 

Given the results in the previous sections, bi-LSTM outperformed LSTM. Moreover, the 

paragraph-based model achieved a higher BLEU score in comparison with other models.  

Also, data practice-based models achieved the highest METEOR score among all other 

models. Therefore, we can conclude that the best data practices were generated by the 

bi-LSTM network trained using the data practices. Table 5.5 provides some examples of 

the generated texts using data practice-based models with the bi-LSTM network. Each of 

these generated texts, were compared to the corresponding reference text and METEOR 

scores were calculated. 

 

Table 5.5: Some examples of generated texts from data practice-based model using bi-LSTM 

Topics Generated text METEOR BLEU 

Third Party Sharing-

Collection 

we will share your personal 

information with third parties 
0.76 0.44 

Third Party Sharing-

Collection 

information about your visits to this 
and other websites 
 

0.70 
 

0.51 
 

User Choice-Control 
 

changing the settings of your web 
browser settings for direct 
 

0.77 0.52 

User Choice-Control 
 

if you do not want to receive 
information about special offers 
 

0.70 0.35 

User Access, Edit 
and Deletion 
 

certain information, such as address 
or email address can be updated or 
corrected simply by calling 
 

0.88 0.62 

User Access, Edit 
and Deletion 
 

you also have the right to request a 
copy of the personal information that 
we hold about you and to have 
 

0.97 0.64 
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Chapter 6 Conclusion and Future Works 

6.1 Findings 

Privacy policy plays an essential role in notifying users about how a website or 

organization collects, shares and manages their personal information. Privacy policies 

are dependent on legislation, and the landscape of legislation is constantly changing. 

GDPR, for instance, is a legislation that has a considerable impact on the content of 

privacy policies. Since GDPR came into effect, websites were required to change the 

content of their privacy policies. Although, studies have been analyzed the content of 

privacy policies over the past few years, there is still a need to understand how the privacy 

policies have changed. Therefore, this study aimed to examine how GDPR has impacted 

the privacy policies. This evaluation is done by examining data practices, ambiguity, 

coverage of the policy content, as well as attention to the user’s rights and users’ consent. 

The content of privacy policies was analyzed by using topic modeling. After analyzing the 

content, the results were compared with the versions published pre and post GDPR 

policies. The insights obtained from this analysis were used to automatically generate 

privacy data practices. The generative models were trained using LSTM and bi-LSTM 

and then, they were applied to produce several data practices for each of topics that exists 

in the privacy policies. 

This thesis presented a comprehensive privacy policy content analysis using guided-LDA. 

To investigate compliance with GDPR, we have proposed an evaluation framework that 

included three different criteria: 1) text feature analysis, 2) coverage analysis, and 3) 

content analysis. This framework was designed to evaluate how much privacy policies 

comply with the legal requirements of the GDPR. We gathered a collection of 3970 privacy 

policies pre and post-GDPR together and examined them by this framework. 

Coverage analysis was used to investigate the level of coverage in terms of common 

topics in privacy policies. One of our interesting findings was that collection topic along 



 

 

 

68 

with purpose and sharing topics were achieved the highest coverage, however, do not 

track and policy change topics had the lowest one, in post-GDPR. Also, considering the 

changes affected by GDPR, the following topics had the highest increase of coverage (in 

terms of the percentage): purpose, retention and access. This trend shows that, after 

GDPR, service providers have made an effort in explaining the purpose of processing 

users’ data, maintenance of users’ data and how users can access their data. 

We have concluded that, although privacy policies have changed in many aspects, 

service providers still need to pay attention to make their policies more transparent and 

complete in terms of the required content. Specifically, the following list presents the key 

points and findings of the analysis presented in Chapter 4: 

• Text feature analysis revealed that the structural features of the text such as length 

of privacy policies did not change significantly.  

• The guided-LDA was very beneficial to extract the highly-related keywords and key 

phrases which are useful for the coverage analysis. 

• Changes made in the meaning and content of privacy policies were detected by 

content analysis. The key findings from the content analysis are as follows: 

- By comparing pre-GDPR and post-GDPR, we observed that service 

providers are significantly more transparent regarding the automated 

decision-making processes.  

- We observed that information about the data protection officer has included 

in privacy policies, and this requirement was satisfied. 

- Based on the large increase of “cookies” term in post-GDPR, cookies 

consent requirement of GDPR was satisfied. 

- After GDPR, some attention was given to mention personal data collected 

from users such as “bank account” and “credit card”. 

- Although privacy policies are informing users about their rights, not all of the 

rights are necessarily mentioned.  
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- Although GDPR obligates service providers to share their contact 

information with users, it was observed that most of them did not provided 

the corresponding information. 

- Unlike GDPR emphasizes avoiding ambiguous words, we observed that the 

use of vague terms was increased in post-GDPR. 

The main goal of this thesis was to generate data practices of privacy policies. To this 

aim, LSTM and bi-LSTM were employed to train models based on the findings obtained 

from privacy policy analysis. These models were trained on the OPP-115 data set. Then, 

we evaluated and validated the generated texts by BLEU and METEOR evaluation 

measures. The main findings from text generation in Chapter 5 were as follows: 

• Comparing LSTM and bi-LSTM networks, the bi-LSTM marginally outperformed 

LSTM in all the experiments. The main reason is that bi-LSTM can perform 

additional training by traversing the input data from right-to-left in addition to left-

to-right. As a result, the left and right contexts of each word in the input sequence 

were considered. 

• The OPP-155 data set is a well-known annotated dataset that allowed us to train 

models in three different levels of paragraphs, sentences, and data practices.  

• The results showed that paragraph-based models performed higher than 

sentence-based and data practice-based models according to the BLEU scores. 

However, in terms of the METEOR scores, data practice-based models 

outperformed the sentence-based and paragraph-based ones.  

To sum up, the best model was obtained when it was trained on data practices using bi-

LSTM algorithm. The generated data practices by this model obtained the highest score 

in terms of METEOR in comparison with other models. Based on our analyses described 

in Chapter 4 and Chapter 5, we can conclude that utilizing GDPR positively affected 

privacy policy changes.  
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6.2 Limitations and Future works 

This research contributes to the field of privacy policy legal intelligence. It shows 

promising results for the use of topic modeling and NLP to analyze privacy policy content 

automatically. Furthermore, it sets the stepping stone for using generative models to 

create privacy policy content. To further expand and confirm the findings of this work, it 

will be beneficial to address these limitations:  

1. Although the set of 3970 privacy policies was appropriate for our experiments, a 

larger corpus covering more privacy policies from both online websites and mobile 

applications can improve the quality and completeness of the results.  

2. The opp-115 data set is a small corpus to train generative models. To have a 

generative model which can learn and generate more natural text and more 

accurate data practices, employing a larger corpus of annotated privacy policies is 

crucial.  

3. In OPP-115 the annotations of topics do not cover all the required topics presented 

in GDPR. Therefore, some of GDPR data practices could not be generated. 

These limitations can be addressed in future work. Other future directions may include:  

1. Developing a tool that can evaluate privacy policies based on GDPR requirements 

and recommend changes to assist service providers better comply with GDPR 

policies.  

2. If a more extensive annotated privacy policy set is available, the model can be 

trained with more training data and generate text more accurately.  

3.  Having a larger corpus which enables the model to be trained with more training 

data. This will help recommend how to improve the content of privacy policies (by 

policy makers and practitioners) and help gain insight into data practices to be 

used with generative models. 

4. Collecting more recent version of privacy policies for the experiments. As the 

privacy policies are continuously changing over time, gathering more recent 
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versions of them reflects more changes in the content of privacy policies triggered 

by GDPR.  

5. Employing human (lawyers) to evaluate quality of generated privacy policies. 

6. Expanding evaluation criteria for the proposed framework to compose other criteria 

for analyzing privacy policies  

In conclusion, we believe that our research opened up avenues for further investigation 

into the analyses of privacy policy content. 
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