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ABSTRACT
A DECENTRALISED COMMUNICATION ARCHITECTURE FOR DETECTING
SELFISH BEHAVIOUR IN WIRELESS MESH NETWORKS
Nikhil Saxena
University of Guelph, 2009

Advisor: Dr. Mieso Denko
Co-Advisor: Dr. Dilip Banerji

Wireless Mesh Networks (WMNs) consist of dedicated nodes, called mesh
routers, which relay the traffic generated by mesh clients over multi-hop paths. In a
community WMN, all mesh routers may not be managed by an Internet Service Provider
(ISP). Limited capacity of wireless channels and lack of a single trusted authority in such
networks can motivate mesh routers to behave selfishly by dropping relay traffic to
provide a higher throughput to their own users. Existing solutions for stimulating
cooperation in multi-hop networks use promiscuous monitoring, or exchange probe
packets to detect selfish nodes. These schemes do not operate well when applied to
WMNs which have multi-radio and multi-channel environments.
In this thesis, we propose distributed communication architecture for detecting
selfish behaviour in WMNs. The architecture adopts a decentralized detection scheme by
partitioning the network into manageable clusters. The network consists of agents that
monitor the behaviour of mesh routers in their cluster by collecting periodic traffic
reports and sending them to the sink agents. The sink agents maintain the reputation of
the mesh routers based upon their current, as well as, past behaviours. We discuss
mechanisms for updating the reputation and isolating selfish mesh routers to enforce
cooperation among them. To make the detection scheme more accurate, the quality of
wireless links was considered in our study. We present the experimental results that
evaluate the performance of our scheme in terms of its effectiveness, accuracy, and
communication overhead.

ACKNOWLEDGEMENT

First of all I would like to give my sincere thanks to my supervisor, Dr. Mieso K.
Denko for all his support and guidance that helped me to come up with the ideas
presented in this thesis. I enjoyed working along with him and learned a lot from his.
experience and knowledge.
I am extremely grateful to my co-supervisor Dr. Dilip Banerji and my committee
member Dr. Gary Grewal for their careful corrections and constructive comments.
I am thankful for all the support and services provided by the faculty members,
and the administrative staff of the Computing and Information Science department at the
University of Guelph.
I would also like to thank my colleagues in the PerWin research group at Guelph,
Jason Ernst, Thabo Nkwe, Dario Guiao, Jayt Jughmohan, and Brian Heisler for providing
their input and sharing their experiences.
Finally, I would like to thank all my family members whose constant
encouragement and support helped me pursuit my graduate studies.

1

TABLE OF C O N T E N T S
LIST OF TABLES

v

LIST OF FIGURES

vi

LIST OF ACRONYMNS

viii

Chapter 1 Introduction

1

1.1. Overview of Wireless Mesh Networks

2

1.2. Motivation of Selfish Behaviour in Community WMNs

3

1.3. Limitation of Existing Work

4

1.4. Thesis Statement

6

1.5. Contribution and Scope of Work

6

1.6. Organisation of Thesis

7

Chapter 2 Background And Related Work

8

2.1. Selfishness in Wireless Mesh Networks

8

2.2. Existing Schemes to Enforce Cooperation in Multi-hop Networks

9

2.2.1. Reputation Based Schemes

9

2.2.2. Probing Schemes

12

2.2.3. Credit Based Schemes

13

2.2.4. Reporting Based Schemes

16

2.3. Clustering in Multi-hop Networks

17

2.4. Wireless Link Quality Estimation

18

Chapter 3 The Proposed Approach

21

3.1. Network Model and System Assumptions

21

3.2. Overview of Proposed Approach

23

ii

3.3. Decentralised Reporting Architecture

24

3.3.1. Monitoring Agents and Sink Agents

25

3.3.2. The Clustering Algorithm

28

3.3.3. An Example of Reporting Architecture and Entities

31

3.4. Detailed Description of Reports and Formats
3.4.1. Node Profile

33
34

3.4.1.1. Link quality estimation

35

3.4.1.2. An example of generation of node profiles

37

3.4.2. Relay Reports

39

3.4.2.1. Cluster relay reports

40

3.4.2.2. Domain relay reports

42

3.4.2.3. Master relay reports

42

3.4.2.4. An example of generation of relay reports

43

3.5. Reputation Management

47

3.5.1. Reputation Computation

47

3.5.2. Response Mechanism

49

3.5.2.1. Isolation of selfish mesh routers

50

3.5.2.2. Identification of critical nodes

52

Chapter 4 Performance Evaluation of the Proposed Approach

55

4.1. Simulation Environment

55

4.2. Performance Metrics

56

4.2.1. Average Packet Delivery Ratio
4.2.2. Average End-to-end Delay
iii

;.... 56
57

4.2.3. Average Hop Count

58

4.2.4. Detection Rate

58

4.2.5. False Positive Rate

,

58

4.3. Simulation Parameters

59

4.4. Discussion of Simulation Results

60

4.4.1. The Effect of Percentage of Selfish Mesh Routers

60

4.4.2. The Effect of Percentage of Poor Wireless Links

66

4.4.3. The Effect of Number of Mesh Routers

69

4.4.4. The Effect of Percentage of Managed Mesh Routers

73

4.4.5. The Effect of Number of Gateways

77

Chapter 5 Conclusions and Future Work

81

5.1. Conclusions

81

5.2. Future Work

82

IV

LIST OF TABLES
Table 3.1. Format of a node profile

34

Table 3.2. Node profile entries for cluster Ci

38

Table 3.2. Node profile entries for cluster C2

39

Table 3.3. Format of a relay report

40

Table 3.4. Node profile entries for cluster Ci

44

Table 3.5. Matrix representation of the connectivity graph

53

Table 4.1. Common simulation parameters

59

Table 4.2. Varying simulation parameters

60

Table 4.3. Avg. number of clusters and their sizes under varying network sizes

70

v

LIST OF FIGURES
Figure 3.1. Architecture of wireless mesh network

22

Figure 3.2. Flow of traffic reports during a detection cycle

26

Figure 3.3. Pseudo code for the clustering algorithm

30

Figure 3.4. An example of semi-managed WMN

32

Figure 3.5. An example of entities of the reporting architecture

32

Figure 3.6. EAR algorithm running on a mesh router

36

Figure 3.7. An example of WMN divided into clusters

'.

37

Figure 3.8. A WMN with 2 domains and 3 clusters

43

Figure 3.9. Example of relay reports

46

Figure 3.10. Flow diagram for reputation management

51

Figure 3.11. A connectivity graph for WMN

52

Figure 3.12. Algorithm to check connectivity between two nodes

54

Figure 4.1. Avg. PDR of the proposed scheme and network
with no detection scheme under varying selfish MRs

61

Figure 4.2. Detection rate under varying selfish MRs

62

Figure 4.3. Detection rate as a function of simulation time

63

Figure 4.4. Avg. PDR of the proposed scheme and D-SAFNC under
varying selfish MRs

65

Figure 4.5. False positive rate of the proposed scheme and D-SAFNC
under varying lossy links

66

Figure 4.6. PDR under varying lossy links

68
vi

Figure 4.7 Avg. hop count under varying network sizes

69

Figure 4.8. Avg. PDR under varying network sizes

71

Figure 4.9. Avg. delay under varying network sizes

72

Figure 4.10. Avg. hop count under varying managed MRs

73

Figure 4.11. Avg. PDR under varying managed MRs

75

Figure 4.12. Avg. delay under varying managed MRs

76

Figure 4.13. Avg. hop count under varying mesh gateways

78

Figure 4.14. Avg. PDR under varying mesh gateways

79

Figure 4.15. Avg. delay under varying mesh gateways

80

vn

LIST OF ACRONYMNS
AFC

Actual Forward Count

BAP

Broadcast Active Probing

CCS

Credit Clearance Service

CH

Cluster Head

CM

Credit Manager

CONFIDANT

Cooperation of Nodes: Fairness in Dynamic Ad-hoc Networks

CORE

Collaborative Reputation Mechanism

DAMON

A Distributed Architecture for Monitoring Multi-hop Mobile
Networks

DSA

Domain Sink Agent

D-SAFNC

Distributed-Self Policing Architecture for Fostering Node
Cooperation

EAR

Efficient and Accurate link quality m

EFC

Expected Forward Count

ETT

Expected Transmission Time

ETX

Expected Transmission Count

FIP

Fair Incentive Protocol

GW

Gateway

ISP

Internet Service Provider

LAN

Local Area Network

LARS

A Locally Aware Reputation System

MA

Monitoring Agent
Vlll

MAC

Medium Access Control

MANET

Mobile Ad-hoc Network

MR

Mesh Router

MSA

Master Sink Agent

OCEAN

Observation-based Cooperation Enforcement in Ad hoc Networks

PDA

Personal Digital Assistant

PDR

Packet Delivery Ratio

PIFA

Protocol-Independent Fairness Algorithm

PPM

Packet Purse Model

PSR

Packet Success Ratio

PTM

Packet Trade Model

SA

Sink Agent

SNR

Signal to Noise Ratio

TCCS

Trusted Credit Clearance Service

VOIP

Voice over Internet Protocol

WMN

Wireless Mesh Network

IX

Chapter 1
Introduction
Wireless networks have become widely accepted as an alternative to wired
networks for connecting end user devices. In traditional 'point to multi-point' wireless
networks, a base station connected to the wired infrastructure is used to provide
connectivity to the end-user devices. Extending the coverage of these networks involves
costly deployment of additional base stations. A Wireless Mesh Network (WMN) is an
emerging multi-hop wireless network which provides a cost-effective solution to extend
the coverage of existing wireless networks. They obviate the need for an extensive wired
infrastructure at every access point by connecting only a subset of nodes (gateways) to
the wired network. WMN is an ideal solution for providing broadband Internet
connectivity in regions where widespread deployment of wired infrastructure is
infeasible. As a result, WMN are increasingly being deployed in rural [2] and urban [3]
regions. IEEE has formed the 802.11 Task Group "s" (TGs) [4] to amend the standards
according to the requirements of WMNs.
Easy deployment of WMNs and their ability to self organize makes them an
attractive option to be used as a community network. WMNs provide a "plug and play"
architecture which allows the users to add their routers to the network. Due to their open
nature, community WMN cannot always be managed by a single trusted entity. In such
networks, the nodes pursue their own interests without agreeing to cooperate in services
such as packet forwarding. This thesis focuses on the enforcement of cooperation in a
community WMN.
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In this Chapter we provide an overview of WMN and highlight the motivation
behind selfish behaviour in community WMN. This is followed by a brief discussion of
existing schemes to enforce cooperation in multi-hop networks. Finally we give the thesis
statement, highlight the main contributions of our research and provide an outline of the
thesis.

1.1. Overview of Wireless Mesh Networks
The functional components of a WMN include mesh gateways, mesh routers and
mesh clients. Mesh gateways provide backhaul connectivity to the network by connecting
the network to the wired infrastructure. Mesh routers form the wireless backbone of the
WMN by routing data packets within the network and to the mesh gateway. Certain mesh
routers also have access point capability to provide connectivity to the end users such as
laptops, PDAs, etc. The end users of WMNs are called mesh clients.
All communication between mesh routers, gateways and mesh clients is done
through wireless channels. Therefore, new mesh routers and gateways can easily be
added to increase the network size and extend its coverage area. The mesh routers can
discover the presence of new mesh routers and the failure of existing ones. This gives the
nodes in WMNs the capability to dynamically self-organize and self-configure upon
connectivity [1]. The backbone of a WMN, including mesh gateways and mesh routers, is
mostly static; however, the mesh clients can move within the network. A WMN provides
multiples redundant paths and, hence, can tolerate failure of certain mesh routers. Due to
these properties, WMNs have found their application in various scenarios such as
community and neighbourhood networking, enterprise networking, emergency situations,
and ubiquitous wireless Internet access [1].
-2-

1.2. Motivation of Selfish Behaviour in Community WMNs
A community WMN uses the mesh technology to provide low-cost wireless
connectivity in a region. It provides services such as broadband Internet, file-sharing,
voice over IP (VOIP), and video streaming. The mesh routers forming the backbone of
the network can either be provided by Internet Service Providers (ISPs) or they can be
installed independently by the end users. Depending on the management scheme of the
mesh routers, a community WMN can either be fully managed or semi-managed [5].
In a fully managed network, all mesh routers are managed by an ISP. In a semimanaged network, part of the infrastructure is maintained by the ISP (managed mesh
routers), and the other part is maintained by user controlled devices (unmanaged mesh
routers) [5]. The end users are free to add their mesh routers to use the services offered
by the network. The mesh routers managed by the ISP share a prior trust relationship
with each other, while the unmanaged mesh routers lie outside the jurisdiction of the ISP
and have no trust relationship among them.
Lack of trust among mesh routers in a semi-managed network gives rise to the
problem of selfishness. Unlike single-hop networks like Wireless LANs, the mesh routers
in a WMN have to deal with the contention between their own traffic and the relay traffic
originating from other mesh routers, and therefore, the limited wireless capacity has to be
shared with flows originating from other mesh routers. Selfish mesh routers drop packets
originating from other mesh routers to increase the share of available bandwidth for their
own clients. Mesh routers which show such behaviour exploit the network services
without contributing to it, and hamper the performance of other users.
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1.3. Limitation of Existing Work
A lot of work has been done to detect and prevent selfishness and other packet
forwarding attacks in multi-hop networks. However, most of the solutions have been
proposed for Mobile Ad-hoc Networks (MANETs). The characteristics of WMN are
different from that of MANETs. The traffic in WMN is mostly concentrated near the
mesh gateway, while the traffic flows are evenly distributed in MANETS. Another
difference is that nodes are static in WMN, whereas they are mobile in MANETS. Thus,
solutions proposed for MANETs cannot directly be applied to WMNs. In probing-based
schemes [10, 11], special probe packets are used to detect and identify selfish nodes in
the forwarding path. Probe packets command the recipient to acknowledge the sender of
the probe packet. Awerbuch et al. have proposed a detection scheme in which the source
nodes probe every intermediate node, until the selfish node is localised [10]. However,
the probe packets in this scheme can easily be identified from a data packet. Therefore,
selfish nodes can forward probe packets to avoid detection. Kargl et al. have proposed a
solution to this problem by the use of encrypted probe packets which can only be
identified by the recipients by using their private key [11]. In probing schemes, the
probes are initiated by the source and destination of each traffic flow. In a WMN, a mesh
gateway is the source or destination of the majority of flows. As a result, these schemes
can congest the mesh gateway.
Reputation based schemes [9, 8, 40, 41] are based on the principle of promiscuous
monitoring. In such schemes, every node monitors the behaviour of its neighbours and
maintains their behavioural history (reputation). In the CONFIDANT scheme, the
reputation values are shared by all nodes [9]. Nodes with low reputation ratings are
-4-

blacklisted by other nodes. This makes the network nodes vulnerable to denial-of-service
attack through the malicious broadcasting of negative reputations. In CORE [8], this
problem is avoided since only positive reputation ratings are shared between nodes. Both
of these schemes cause high communication overhead due to network-wide sharing of
reputation ratings. OCEAN [40] solely relies on neighbourhood monitoring for the
calculation of reputation. Even though it causes a lower communication overhead, it is
unable to isolate selfish nodes in a static/semi-static topology. LARS [41] attempts to
overcome these limitations by using a controlled dissemination of reputation ratings. All
reputation-based schemes assume that nodes can overhear their neighbour's transmission.
This assumption is valid for the multi-channel environment of WMNs.
Credit-based schemes attempt to enforce cooperation in multi-hop networks by
rewarding the cooperating nodes [13, 42, 14, 43]. A scheme proposed by Buttyan et al.
uses the concept of virtual currency to encourage cooperation in MANETs [13]. This
virtual currency is used to compensate the nodes for forwarding packets. In the scheme
proposed by Zhang et al. nodes imprint a fool-proof stamp on every packet they forward
[42]. Both these schemes require the nodes to have expensive tamper-proof hardware to
manage virtual currency. Schemes like SPRITE [14] and FIP [43] keep account of a
node's forwarding services by using a trusted auditing server. These servers decide the
charge and credit of every node by collecting receipts for every delivered packet. Both
these schemes have high dependence on a central server, and therefore, have limited
scalability. Credit based schemes assume that nodes are mobile and all nodes get equal
opportunities to forward packets. Therefore, these schemes cannot be applied to WMNs
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which have little or no mobility. In the Chapter 2 we discuss all of these techniques and
their limitations in detail.

1.4 Thesis Statement
A decentralised-reporting architecture can be used to enforce cooperation in a
WMN while keeping a low reporting overhead. The objectives of this research are (i) to
propose a decentralised-reporting architecture and protocol to detect selfish behaviour in
a wireless mesh network and (ii) to evaluate the proposed scheme using appropriate
performance metrics and parameters in a network-simulation environment.

1.5. Contribution and Scope of Work
In this thesis, we propose a decentralised-report based monitoring architecture
which enforces cooperation by detecting and punishing selfish mesh routers in the
network. We try to address the limitations of existing solutions in our proposed work.
The contribution of this scheme is that it (a) detects presence of selfish mesh routers and
punishes them (b) follows a decentralised agent-based reporting architecture which
makes the scheme scalable by reducing the communication overhead and involvement of
mesh gateway in the detection process (c) makes use of a link quality metric to
differentiate between intentional packet drop and packet drop due to poor link quality.
We limit our scope to non-cooperating nodes whose selfish behaviour is
motivated by the intent of conserving its resources such as network bandwidth rather than
the intent to maliciously disrupt the network. We assume that the mesh gateway can
always be trusted and a fraction of mesh routers managed by the ISP have a prior trust
relationship. Through simulation experiments we show how our scheme performs by
changing (a) the number of selfish mesh routers, (b) the network size, and (c) quality of
-6-

wireless links. We have also compared our scheme with a similar reporting scheme [16]
and analysed the results

1.6. Organisation of Thesis
The remainder of this thesis is organised as follows: In Chapter 2, we provide the
background and related work to our research. We discuss selfishness in WMNs and its
negative effects on the network followed by the existing schemes to enforce cooperation
in multi-hop networks. We then present a brief discussion of clustering techniques in
multi-hop networks and link quality estimation techniques in wireless networks. In
Chapter 3, we outline the proposed scheme and discuss the network model, system
assumptions, and details of the proposed scheme. This further includes discussions on the
reporting architecture, the generation of traffic reports, and reputation management. In
Chapter 4, we analyse the performance of the proposed scheme and consider the details
of the simulation environment, parameters of simulation, as well as the performance
metrics used for the evaluation of the scheme. We also provide a detailed analysis of the
simulation result. In Chapter 5, we conclude the thesis and discuss possible directions of
future work.

-7-

Chapter 2
Background and Related Work
In this Chapter we discuss the background details for our research and the existing
work proposed in the related area. In section 2.1, we discuss the problem of selfishness in
WMNs, as well as the motivation and negative effects of selfish behaviour. In Section
2.2, we discuss the existing schemes to detect selfish behaviour and enforce cooperation
in multi-hop networks and discuss their limitations. In Section 2.3, we discuss the
concept of clustering in multi-hop networks along with existing clustering techniques. In
Section 2.4, we discuss the existing link quality estimation techniques for wireless
networks.

2.1. Selfishness in Wireless Mesh Networks
In a multi-hop network selfishness arises due to constraints on resources. In
Mobile Ad Hoc Networks (MANETS) for example, selfish behaviour is motivated by the
limited power of the battery operated nodes. However, in a WMN the mesh routers have
an abundant power supply. Selfishness in WMNs arises mainly due to the limited
bandwidth available to the mesh router, which is constrained by the wireless link
capacity. Moreover, it has been shown [6] that in a wireless network of 'n' nodes, end-toend throughput of a node is bound by (w/ sqrt (n)) bits per second, where w is the data
rate of the wireless channel. Therefore, as the number of mesh routers increases, the
average throughput of the each mesh router declines.
A selfish mesh router drops the relay packets to increase the share of available
bandwidth for its mesh clients. The behaviour of a selfish mesh router can be constant or
-8-

dynamic [5]. It can exhibit selfishness constantly by dropping the relay traffic at a fixed
rate. A selfish mesh router can also show a dynamic degree of selfishness depending on
the volume of relay traffic. If the relay throughput of a mesh router increases to the point
that it affects the demand throughput of its own mesh clients, it can stop forwarding relay
packets. Since the behaviour of a selfish mesh can be sporadic, it is more difficult to
detect as compared to other packet forwarding attacks such as the black hole or Sybil
attack.
Selfishness can seriously degrade the performance of WMNs. The packet delivery
ratio of the network is affected as is the average latency (delay) of the network. In
MANETs the relative position of nodes changes with time, and thus the selfish'nodes
evenly affect all other nodes. In WMN however, the mesh routers are static so their
relative position remains the same. Therefore, the mesh routers which are dependent on a
selfish mesh router are permanently affected by its selfish behaviour.

2.2. Existing Schemes to Enforce Cooperation in Multi-hop Networks
Non-cooperation is a major problem in a multi-hop network since it can affect its
performance significantly. While many schemes have been proposed for ad hoc
networks, limited work has been done to detect packet dropping in WMN. In this Section
we discuss some of the work done to avoid packet forwarding attacks in multi-hop
wireless networks, in general, and their limitations when applied to WMN. These include
reputation based, probing, and credit based schemes, as well as schemes based on
exchange of periodic reports.
2.2.1. Reputation Based Scheme
Reputation-based systems observe the behaviour of their neighbouring nodes
-9-

through promiscuous overhearing and accordingly assign them a reputation rating which
is used for identifying the selfish nodes. These schemes rely on a component, called a
watchdog [7], which monitors the behaviour of neighbouring nodes. A watchdog
component resides on every node. It buffers all outgoing packets and overhears its
neighbour's transmission to verify if it forwards those packets. Results from the
watchdog component are fed to the reputation component which updates the reputation
ratings of the neighbouring nodes accordingly. The reputation rating of a node is a
measure of its behaviour as observed by other nodes. Reputation values can be
periodically shared by reputation components residing on different nodes. Nodes which
have acceptable reputation rating are used for forwarding packets, and nodes with low
values of reputation ratings are excluded from the network.
The CONFIDANT [9, 39] scheme aims at detecting and isolating uncooperative
nodes by passively observing the behaviour of neighbouring nodes. In this scheme, each
node has four components: monitor, trust manager, reputation system, and a path
manager. The monitor is used for observing the behaviour of neighbouring nodes using
the watchdog principle. Unusual behaviour is reported to the reputation system. The
reputation system updates the ratings of the node causing the event. When the reputation
rating exceeds a threshold, the information is relayed to the path-manager component
which deletes all routes containing the misbehaving nodes. The trust manager informs the
nodes in its friend list about this event by sending an ALARM (warning) message.
Incoming ALARM messages are processed by the trust manager according to the trust
value of the senders.
Michiardi et al. have proposed a mechanism, called the collaborative reputation
-10-

mechanism to enforce node cooperation in mobile ad-hoc networks [8]. Each node in the
network has (i) a watchdog component to observe the behaviour of neighbouring nodes
and (ii) a reputation table which contains network IDs of the neighbouring nodes and
their reputation ratings. The scheme maintains separate functional reputations for each
network function such as packet forwarding, route discovery etc. The reputation can
either be subjective (directly observed) or indirect (received from other nodes). To
prevent malicious broadcasting of negative reputation ratings, only positive indirect
reputations are considered. The effective reputation rating of a node is calculated by
taking the weighted sum of its functional reputation ratings.
Bansal et al. proposed a scheme called Observation-based Cooperation
Enforcement in Ad-hoc Networks (OCEAN) [40]. Unlike other reputation schemes,
OCEAN computes reputations only based on direct observations. It avoids second hand
reputation to reduce the complexity of trust management and to reduce the network
traffic caused by reputation dissemination. OCEAN consists of several components
which are responsible for (a) monitoring the behaviour of neighbours, (b) maintaining
ratings of neighbouring node, (c) rejecting traffic from misbehaving nodes, and (d) giving
another chance to a previously detected node by using a timeout based approach.
Hu et al. proposed a scheme called Locally Aware Reputation System (LARS) for
detection of non-cooperating nodes in mobile ad hoc networks [41]. It updates the
reputation ratings of neighbouring nodes by direct observation of their behaviour.
Dissemination of reputation ratings is controlled to reduce communication overhead.
When the reputation of a neighbouring node goes below a threshold it notifies its
immediate neighbouring nodes by sending a WARNING message. This WARNING
-11-

message is broadcast to rest of the network only when it is verified and signed by m
nodes.
However, such schemes cannot be applied to WMN due to their multi-radio and
multi-channel characteristics. A watchdog component tuned to a certain channel cannot
observe communication on other channels. Moreover, promiscuous monitoring cannot
differentiate between an intentional packet drop and a packet drop due to a transmission
collision.
2.2.2. Probing Schemes
In probing-based schemes the detection of selfish nodes is carried out by the
'source' and 'destination' nodes of each traffic flow. Selfish behaviour is detected by
periodic end-to-end acknowledgements. For identifying selfish nodes, the 'source' node
sends special probe packets to intermediate nodes in the forwarding path. A probe packet
has to be acknowledged by its receiver. Based on these acknowledgements, the selfish
nodes are identified.
Awerbuch et al. proposed a scheme based on this idea which uses end-to-end
acknowledgments for every successful packet received [10]. If the number of
acknowledgements lost in a time window exceeds a certain threshold, the source starts
the search for selfish node. A set of intermediate nodes are specified as probed nodes
such that they form non-overlapping intervals along the forwarding path. The probed
nodes along with the destination must send back an acknowledgment for every packet.
Once a fault is detected in an interval it is further sub-divided till the selfish node is
localized. The limitation of this scheme is that selfish nodes can identify probe messages
and relay them to avoid detection. To counter this limitation, Kargl et al. [11] proposed a
-12-

mechanism, called iterative probing, in which each node shares a key with every other
node in the network. Every packet header contains a field which contains the probe
command if the packet is a probe packet, or random padding, otherwise. This field is
encrypted with the private key of the probed node and therefore none of the other nodes
can identify a probe packet. In case of packet dropping, the source probes each of the
intermediate nodes iteratively and the first node to send back an acknowledgement is
detected as the selfish node. When the number of packets dropped by a certain node
exceeds an acceptable threshold, it is excluded from the network. In the scheme proposed
by Shila et al. the detection threshold is calculated by considering the forwarding ratio of
each link forming the source-destination path, which helps in differentiating packet loss
due to intentional dropping and loss due to collisions [12].
Probe-based schemes cause high overhead in the network due to the exchange of
large numbers of probe messages. Moreover, since the majority of traffic in a WMN is
uplink/downlink, the mesh gateway is involved in most of the traffic flows and, therefore,
has to initiate probing for each flow. A large volume of probe packets can congest the
mesh gateway and hamper the performance of the network.
2.2.3. Credit Based Schemes
The basic idea behind credit based schemes is to encourage cooperation by
rewarding the cooperating nodes. The nodes earn credit by forwarding data packets for
other nodes and this credit can then be used to forward their respective packets.
Buttyan et al. have proposed the Packet Purse Model (PPM) and Packet Trade
Model (PTM) models to reward the forwarding nodes by using a concept of virtual
currency called nuglets [13] [44] [45]. These are transferred between nodes in exchange
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for services such as packet forwarding. The nuglets are implemented as cryptographically
secured counters and are stored in the packet headers, In PPM, a source node loads
nuglets into packets, which are later deducted by every intermediate node in the
forwarding path. In PTM, each intermediate node buys relay packets from its previous
hop node and sells them at a higher price to the next node. This scheme requires all
networks nodes to have tamper-proof hardware to ensure the authenticity of nuglets. This
tamper-proof hardware can be implemented as a part of MAC hardware or as an
independent smart card. Zhang et al. have proposed a credit based Secure Incentive
Protocol (SIP) to stimulate cooperation in MANETs [42]. In this scheme, every
intermediate node imprints a stamp on every relayed data packet as a proof of its service.
Like the previous scheme [13], SIP also relies on special tamper proof hardware on every
node called secure module. Every outgoing packet passes through this secure module;
otherwise it is dropped by secure module of other nodes. A SIP data packet header
contains a stamp field, and the secure module of every intermediate node updates this
field by adding its shared session key with the source node. After verifying the stamp of
all intermediate nodes, the source node credits each one of them by sending a REWARD
packet.
To avoid the use of expensive tamper-proof hardware Zhong et al. have proposed
a scheme called SPRITE [14]. This scheme relies on a central auditing server, called the
Credit clearance Service (CCS), which maintains the credit account of all nodes. CCS is
trusted by all nodes and shares a secure communication channel with them. The nodes
submit a receipt to the CCS for every packet that they receive. Based on these receipts,
the CCS charges the sender nodes and credits the forwarding nodes. Lin et al. have
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pointed out that incentive based schemes such as SPRITE can be unfair [43]. The source
nodes can collude with the destination nodes to prevent paying the intermediate nodes the
credit for their services. Their proposed scheme, Fair Incentive Protocol (FIP), uses the
principle of atomicity to ensure that the intermediate nodes can receive credits if and only
if the destination nodes receive the packets. The scheme uses a central auditing server,
called the Trusted Credit Clearance Service (TCCS). The source node generates the
digital signature of the message using its public key and attaches it to the message. Every
intermediate node verifies the attached signature and then attaches it own signatures to
the message to prove its participation in packet forwarding. On receiving the packet the
destination node sends back a receipt to the last intermediate node to acknowledge the
reception of the packet. The last intermediate node sends this receipt to the TCCS, which
withdraws credits from the senders account and pays all intermediate nodes. If the
destination node does not send the receipt after receiving the packets, the last
intermediate node can still earn the credits by sending the packet along with other
signatures to the TCCS. If the last intermediate node behaves selfishly, it would still need
to transmit the packet to the TCCS to earn credits. In this case the TCCS can transmit that
packet to the destination node. Both Sprite and FIP depend on a central trusted server
and, therefore, are prone to single-point failures. Moreover, since the central auditing
servers receive receipts for every packet from every node, these schemes incur high
communication overhead and have limited scalability.
Credit-based schemes are based on the principle that a node is allowed to use the
services of the network only if it contributes to it. Therefore, a node can transmit its own
packets only if it has relayed a sufficient number of packets. This is fair in case of
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MANETS where nodes are mobile and all nodes get a fair chance to earn sufficient
credits. However, due to the static topology of WMNs the mesh routers at the periphery
of the network never get the opportunity to forward packets and earn credits. Therefore,
these schemes cannot be applied to WMNs.
2.2.4. Reporting Based Schemes
In Reporting-based Schemes, all nodes periodically submit traffic reports to a
central server which determines the behaviour of the nodes accordingly. These traffic
reports contain details of their communication with the neighbouring nodes. The
Protocol-Independent Fairness Algorithm (PIFA) [15] uses this idea to enforce
cooperation in MANETs. It uses a server node, called the Credit Manager (CM), which
periodically collects traffic reports from all nodes. The CM uses reports from all nodes to
verify their correctness. The CM cross-checks the information in reports submitted by
nodes to calculate the forwarding behaviour all nodes. The architecture of this scheme is
similar to that of SPRITE, but it incurs less overhead since reports are submitted only
periodically. Moreover, unlike SPRITE, it penalises a node only if it drops the relay
packets. However, like SPRITE, this scheme also has limited scalability and is prone to
single-point failure.
Santhanam et al. have proposed a scheme called D-SAFNC (Distributed-Self
Policing Architecture for Fostering Node Cooperation) [16] for WMN based on a similar
idea. Unlike PIFA, D-SAFNC does not require a central-auditing server. In this scheme,
every mesh router sends traffic reports to the mesh gateways (called sink nodes). The
sink nodes check for inconsistencies (mismatches) between different traffic reports. The
number of inconsistencies for every mesh router is recorded. It is assumed that selfish
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mesh routers will have a larger number of inconsistencies, since its traffic report will not
be in accord with the traffic reports of its neighbours. Based on this idea, selfish mesh
routers are detected based on the number of recorded inconsistencies. To enforce
cooperation, selfish mesh routers are excluded from the network after a certain number of
offences. However, one of its major assumptions is the presence of a sufficient number of
mesh gateways in the network such that every mesh router is within a two-hop
neighbourhood of a mesh gateway. This assumption cannot hold in an open environment
of a community network where mesh routers can be added dynamically. With the
increase in the number of mesh routers the traffic reports can congest the mesh gateways
and hamper the network performance.

2.3. Clustering in Multi-hop Networks
Clustering as applied to multi-hop networks is a technique in which
geographically adjacent nodes are divided into logical groups called clusters. One node
among every cluster is chosen as a cluster-head (CH) which acts as a local controller for
its cluster members. In mobile and ad hoc networks clustering helps in making the
network more scalable and manageable. Clustering offers many advantages as it (i)
reduces the communication overhead by using the CHs as relay nodes for inter-cluster
communication, (ii) helps in spatial reuse of frequency by assigning different frequency
to each cluster node, (iii) organises the nodes by offering a hierarchical topology in which
CHs can perform variety of functions like data routing, data processing and caching for
their cluster nodes.
In the proposed scheme we use the clustering technique to reduce the
communication overhead caused by the reporting packets. In the proposed scheme, the
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mesh routers are divided into clusters and managed mesh routers are chosen as the
cluster-heads of these clusters. As will be discussed in Chapter 3, the mesh routers submit
their traffic reports to their CHs. The CHs process the reports and submit the results to
the mesh gateways which use them to detect the presence of selfish mesh routers. This
reduces the involvement of the mesh gateway (s) and reduces the total number of reports
sent to the mesh gateway (s).
A clustering algorithm elects the cluster-heads from the nodes based on certain
criteria; the other nodes join these cluster-heads, thus resulting in the formation of
clusters. The choice of clustering algorithm is based on the requirement of the network
and the purpose to be solved by clustering. Clustering Algorithms use different criteria
for election of CHs.
Clustering algorithms based on highest connectivity ensure that the CH is directly
connected to most of the cluster nodes [17] [18]. Certain clustering algorithms take into
account the remaining battery life (energy level) of the nodes [21]. The CH should have
sufficient battery life in order to perform its additional responsibilities. Certain clustering
algorithms elect the nodes with lowest network IDs as the CHs. Since ID of a node does
not change with time, the clusters formed by these algorithms have a greater lifetime and
are more stable [19] [20]. Some clustering schemes [22] [23] elect CHs based on
combinations of various metrics. A classification and survey of clustering techniques has
been written by Chang et al. [24].
For the proposed scheme, we adopt the lowest network ID clustering algorithm
[20]. In WMNs mesh routers are not constrained by energy, therefore, energy level is not
a criterion for electing CHs. Also, the proposed scheme does not require the CHs to be
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directly connected to the cluster nodes; therefore, the connectivity is not a criterion for
electing CHs. We adopt the clustering algorithm based on the criteria of lowest network
ID since it results in clusters with relatively longer lifetime. The details of the algorithm
have been discussed in Chapter 3.

2.4. Wireless Link Quality Estimation
Unlike wired links which are either perfect or broken, wireless links can have
intermediate loss ratios. Due to the open nature of wireless media the wireless links can
experience significant quality fluctuations. The loss ratio of wireless links can vary with
environmental factors such as interference, multi-path effects and weather conditions.
Link Quality, or Packet Success Ratio (PSR) [25], is a measure of probability that
transmission of a packet over a wireless link would be successful. The dynamic quality of
wireless links makes the detection of selfish nodes more difficult. Packet loss due to poor
links can cause false detection of a cooperating node, on the other hand a selfish mesh
router can escape detection if selfish behaviour is attributed to packet loss due to the
quality of wireless links. In the proposed detection scheme, we measure the quality of the
wireless links in order to make the detection more accurate.
A number of schemes have been proposed to measure the quality of wireless
links, so that the best links can be chosen to send data packets over a multi-hop path.
Routing metrics, like Expected Transmission Count (ETX) [26] and Expected
Transmission Time (ETT) [27], are based on the quality of wireless links. These metrics
estimate link quality by using a technique called Broadcast-based Active Probing (BAP).
BAP uses simple broadcasting of probe packets from each node and derives link quality
information by multiplying the percentage of successful transmissions in each direction.
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Although it incurs small overhead, broadcasting uses a fixed and low data rate (2Mbps),
which is more tolerant of bit errors than other rates, and which may differ from the actual
data transmission rate (e.g., 11Mbps). The unicast based active probing technique [28]
can yield more accurate results as it uses the same data rate for probing a link as that for
actual data transmissions over the link. However, frequent probing of links between
neighbours incurs a higher overhead than BAP. Certain schemes make use of Signal to
Noise Ratio (SNR) values from the physical layer to predict the PSR of a wireless link
[29] [30]. Although this technique incurs no overhead, it has been shown that the relation
between actual link-quality and SNR is not very strong and can vary with both the
environment and radio conditions [31]. The proposed scheme uses the EAR [25]
technique for estimating the quality of network links.
EAR makes use of unicast based active probing technique which is more accurate
than the BAP technique, since it uses the same data rate for probing a link as that for
actual data transmissions over the link. To reduce the probing overhead, EAR
opportunistically exploits large amount of relay and egress traffic in the Wireless Mesh
Networks. In Chapter 3, we discuss the details of EAR technique.
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Chapter 3
The Proposed Approach
In this chapter, we discuss the proposed detection scheme for enforcing
cooperation in community WMNs. We aim at making the detection of selfish mesh
routers more accurate and efficient by overcoming the limitations of existing schemes as
discussed in the previous Chapter. Often the quality of the wireless links is not
considered, which makes it difficult to differentiate between packet loss due to selfish
intent or characteristics of the wireless medium. This can cause an increase in false
positives by punishing the cooperating mesh routers incorrectly. Therefore, in order to
increase the accuracy of detection, our scheme takes into account the characteristics of
individual links. Another limitation with most of the schemes is their large dependence
on the mesh gateway. Due to the traffic pattern of WMNs, the mesh gateways are usually
crowded with data traffic and sending control/probe packets to the mesh gateway can
further increase its congestion thus deteriorating the overall network throughput. In our
scheme, we reduce the involvement of mesh gateways by delegating a set of managed
mesh routers to assist in the detection process which ultimately reduces the number of
reports being sent to the mesh gateway.

3.1 Network Model and System Assumptions
The architecture of a WMN consists of four levels of hierarchy: the
Internet/internetwork, mesh gateways, mesh routers, and the mesh clients. Multiple mesh
gateways may be present in the WMN and the mesh routers choose the closest mesh
gateway to connect to the Internet. The closeness to the gateway is measured in
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transmission hops. The mesh gateway together with its mesh routers is called a domain.
The mesh routers form the wireless backbone of the network which is used by the mesh
clients to connect to the Internet. The detailed architecture of a WMN is shown in Figure
3.
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Figure 3.1. Architecture of wireless mesh network

In this thesis we consider the traffic involving mesh routers and mesh gateways
rather than the flow of traffic between the mesh clients and the mesh routers.. To consider
this traffic, we model the network as a graph G = (V, E), where V is the set of all nodes
(mesh routers and mesh gateways) and E is the set of communication links between them.
An edge between two nodes implies that the nodes are within the transmission range of
each other and can communicate.
In this thesis we have made the following assumptions, (i) There is no mobility
among the mesh routers. For routing, we assume the presence of the proactive link state
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routing protocol. Since the nodes are static, there would be fewer route changes and
hence, a proactive routing protocol would be more efficient than a reactive or on-demand
routing protocol, (ii) The network is secure against attack such as network address
spoofing. We also assume that the identities of all network entities have been
authenticated prior to their inclusion in the network, (iii) The mesh gateways are trusted
entities and they have a prior trust relationship with the mesh routers managed by the ISP.
3.2. Overview of the Proposed Approach
In this thesis, we propose an architecture and protocol for WMNs which detects
the presence of selfish mesh routers and enforces cooperation among them. The main
features of the proposed scheme are its hierarchical communication architecture and use
of link-quality metric to differentiate between selfish behaviour and packet loss due to
poor wireless links. The proposed scheme monitors the behaviour of mesh routers by
using the traffic reports submitted by the mesh routers. The traffic report submitted by a
mesh router contains information about the number of packets it has exchanged with
other neighbouring mesh routers. The detection scheme detects the selfish behaviour of a
mesh router from the traffic reports submitted by its neighbours.
The decision making unit (Sink Agent) is hosted at the mesh gateway. To reduce
the workload of the mesh gateway and the number of reports being received it, the
managed mesh routers of the network participate in the detection process. Some mesh
routers are managed by the ISP and have a prior trust relationship with the mesh
gateways. Monitoring Agents hosted at the managed mesh routers perform the job of
collecting traffic information from the mesh routers and sending processed reports to the
Sink Agents. Based on this information, the Sink Agent maintains the behavioural history
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of the mesh routers in the form of their reputation. The decision of penalising a mesh
router is based on its reputation value.
In the remainder of the Chapter we discuss the details of the following: 1) The
reporting architecture of the proposed scheme, 2) entities involved in the architecture and
the flow of traffic reports among them, 3) formats of traffic reports and the details of their
generation, and finally, 4) details of the reputation management of the proposed scheme.
3.3 Decentralised Reporting Architecture
In this section we discuss the reporting architecture for the proposed detection
scheme. The purpose of reporting is to remotely observe the behaviour of all mesh
routers in the network. The D-SAFNC [16] scheme uses a reporting architecture in which
all mesh routers transmit their traffic reports to the mesh gateways. With increase in
network size, such a reporting architecture can cause serious performance degradation
due to the transmission of a large numbers of packets to the mesh gateway. To overcome
this limitation, we propose a decentralised agent-based reporting architecture. The aim of
this architecture is to reduce the reporting overhead and to avoid creation of a
communication bottleneck by reducing the number of reporting messages reaching the
mesh gateways.
The proposed reporting architecture is based on a monitoring architecture called
Distributed Architecture for Monitoring Multi-hop Mobile Networks (DAMON) [32].
DAMON monitors the state of multi-hop networks for operations such as fault detection
and isolation and uses an agent-sink based monitoring architecture for multi-hop
networks. The monitoring agents, installed on nodes, collect the state of the network by
either sniffing the traffic flowing through the wireless medium, or by collecting state
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information from the neighbouring nodes. The information collected by the monitoring
agents is aggregated and processed by the sink nodes.
Based on this idea, the proposed reporting architecture has two types of agents
called the Monitoring Agent (MA) and the Sink Agent (SA). The MAs collect the network
traffic information which is aggregated and processed by SAs., Mesh routers are divided
into small clusters, each including a MA which collects traffic reports from its cluster
and submits them to the SAs for processing, thereby facilitating the collection of traffic
information. In the following subsections we discuss the details of the MAs and SAs, the
clustering algorithm, and an example scenario of the proposed architecture.
3.3.1 Monitoring Agents and Sink Agents
The MAs collect traffic reports from the neighbouring mesh routers. They are
hosted by the mesh gateways and all of the managed mesh routers in the network. Since
the unmanaged mesh routers are installed by independent users, they cannot be trusted to
participate in the detection scheme and, therefore, do not host a MA. Similar to the idea
of sink nodes in the DAMON architecture, the proposed architecture has SAs which
collect and process reports transmitted by the MAs and detect presence of selfish mesh
routers. The distributed nature of mesh gateways and their abundance of computational
resources make them well suited for hosting the SAs. Since a WMN can have multiple
gateways, there can be multiple SAs in the network. Each SA is responsible for
aggregating reports from the MAs of its domain. However, the traffic information
collected by individual SAs is provided only by the mesh routers belonging to their
domain. Therefore, traffic information collected from a single domain contains partial
information about mesh routers involved in inter-domain flows. To complete information
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about mesh routers one of the SA aggregates traffic reports from all other SAs, and uses
this information to detect selfish behaviour in the network. This SA is called the Master
Sink Agent (MSA), and the rest are called Domain Sink Agents (DSA) since they
aggregate traffic information of their individual domains.
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Figure 3.2. Flow of traffic reports during a detection cycle
-26-

Figure 3.2 shows the flow of traffic reports in the network during a detection
cycle. The entities involved are the mesh routers, MAs, DSAs, and the MSA. The mesh
routers maintain information about the number of packets exchanged with each of their
neighbouring mesh routers in a data structure called node profile. During every detection
cycle the mesh routers submit their node profiles to the MAs of their cluster. The MAs
process these node profiles locally and generate cluster relay reports. These reports
contain the relaying information of the mesh routers based on the node profiles of the
cluster. The mesh routers submit these reports to corresponding DSA which aggregate
these reports to generate a domain relay report. These reports are transmitted to the MSA
which generates the master relay report. This report contains the relaying information of
the mesh routers by aggregating the traffic information from all the domains. The MSA
uses this report to detect presence of selfish mesh routers in the network. The details of
node profile and the relay reports have been discussed in Section 3.4.
The hierarchical reporting architecture restricts the number of reporting packets
reaching the mesh gateways. The MAs process the node profiles locally, and transmit a
single relay report to the Sink Agents. This greatly reduces the communication overhead
of the detection scheme compared to D-SAFNC [16] and alleviates the communication
bottleneck by reducing the number of packets received by the mesh gateway.
As stated earlier, the MAs are hosted by mesh gateways in addition to the
managed mesh routers. Therefore, in case managed mesh routers fail, the mesh routers
can submit their node profile directly to the mesh gateway. This ensures that the scheme
stays functional even without the presence of managed mesh routers. Therefore, the
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presence of managed mesh routers improves the efficiency of the system but is not an
absolute requirement of the detection scheme.
3.3.2 The Clustering Algorithm
The number of potential monitoring agents increases with the number of managed
mesh routers. As this value increases, there will be a larger number of reporting packets
transmitted to the mesh gateway. Therefore, in the proposed architecture only a subset of
managed mesh routers are actively used as monitoring agents. The selection of active
monitoring agents and their assignment to the mesh routers is done by using a clustering
technique which divides the mesh routers into logical groups called clusters. One
managed mesh router is assigned for every cluster.
The MAs aggregate the node profiles from the mesh routers and transmit relay
reports to the SAs Agents. The process of selecting MAs and assigning mesh routers to
them can be easily done if the network is divided in clusters. The MA can be hosted at
the CHs and the mesh routers would be required to send their node profiles to their
corresponding CHs.
We adopt the lowest ID clustering algorithm [20] because it results in clusters
with a relatively longer lifetime. As per the requirement of our scheme, only managed
mesh routers can be elected as a CH. All mesh routers periodically broadcast a "HELLO"
message containing their network IDs to discover the presence of their neighbours. The
managed mesh routers recognize the ID of another managed mesh router due to a prior
trust agreement between them. Using this information, the managed mesh routers make a
set (A) of all neighbouring managed mesh routers and itself. If a managed mesh router has
the lowest network ID among its neighbouring managed mesh routers, it declares itself as
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a CH. Otherwise, it waits for other managed mesh routers to make their decision, after
which it decides to either join an existing cluster, or declare itself a CH. The unmanaged
mesh routers cache the network IDs of all cluster-heads and choose the one nearest to
them. A mesh router announces its decision of joining a cluster-head by broadcasting a
chbcast message. This message contains a network ID of itself as well as its CH.
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1

IF (my_id == minimum(A) ) THEN

2

my_CH_id = my_id

3

ch_bcast

4

(my_id, my_CH_id)

ELSE

5

WHILE (TRUE)
IF (ch_bcast(id,

6
7

CH_id) received) THEN

IF ( id = = CH_id ) AND
(

( my_CH_id = = UNKNOWN) OR

(my_CH_id > CH_id) )

THEN
8

my_CH_id = CH_id

9

END IF

10

A = A - (id)

11

IF (my_id = = minimum(A) ) THEN

12

IF (my_CH_id = = UNKNOWN) THEN

13

my_CH_id = my_id

14

END IF

15

ch_bcast(my_id,

16

RETURN

17

END IF

18

END IF

19
20

my_CH_id)

END WHILE
ENDIF

Figure 3.3. Pseudo Code for the clustering algorithm

The pseudo code of the clustering algorithm is listed in Figure 3.3. The clustering
algorithm is only implemented by the managed mesh routers. In lines 1-3 the managed
mesh router checks if its network ID is the lowest among its neighbouring managed mesh
routers (A). If that condition holds, it decides to be a cluster-head by setting its own
network ID as its CH ID (my_CH_id). It then broadcasts a chbcast message to announce
its decision of joining a cluster-head. Since its CH ID is identical to its network ID, other
mesh routers can infer that it is a CH.
The rest of the steps are for the managed mesh routers which do not have the
lowest network ID among their neighbours (A). The mesh routers wait till they receive a
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chbcast message and make their decisions based on other mesh routers.. The mesh
router examines if the message is from a cluster-head (line 7). This is true if the sender's
network ID is same as the ID of its CH. After making sure that the message is from a CH,
the mesh router chooses it as its CH (line 8) either if it does not have a CH, or its
previous CH's ID is greater than the ID of the new cluster-head. At this point, the CH of
the mesh router is not final since it can change if it receives a chbcast message from a
cluster-head with a lower network id. Therefore, the mesh router does not broadcast its
decision as of yet. After receiving a chbcast message from the neighbouring mesh router
it is removed from its set of neighbouring mesh routers (line 10). The mesh router then
checks if the network ID is the lowest among the new set of mesh routers (A). If the
condition holds, then it is safe for the mesh router to broadcast its chbcast message (line
15). If the mesh router has not chosen a CH yet, it means that none of the neighbouring
mesh routers have decided to be CH. In that case, the mesh router itself decides to be a
CH (lines 12-14).
This technique results in the formation of non-overlapping clusters having
managed mesh router as their cluster-heads. The density and number of clusters depends
on the number and placement of the managed mesh routers. This ultimately affects the
overhead of the proposed detection scheme. These effects have been further discussed in
Chapter 4.
3.3.3 An Example of Reporting Architecture and Entities
In this sub-section, we discuss an example of the reporting architecture for the
proposed scheme.
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Figure 3.4 shows a semi-managed WMN. The network consists of two mesh
gateways (GWi and GW2) and 17 mesh routers (MRi to MRn). Six of the mesh routers,
MRi, MR2, MR3, MR15, MR16, and MRn are managed and the rest are unmanaged.
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Figure 3.5 shows how the mesh routers shown from the previous figure divide
themselves into clusters. As per the clustering algorithm, MRi declares itself as a clusterhead since its network ID is the lowest among its neighbouring managed mesh routers.
After hearing MRi's decision, MR2 decides to join MRi's cluster. When MR3 hears
IVHVs decision of joining some other cluster, it decides to be a CH itself. Similarly, MR15
declares itself as a cluster-head. MR16 joins the cluster headed by MR15, and MRn
decides to be a cluster-head. The unmanaged mesh routers join the nearest CH. This
results in formation of the following four clusters: Ci = {MRi, MR2, MR5, MR^}, C2 =
{MR3, MR4, MR5, MR7, MRg, MR9}, C3 = {MR10, MRn, MR14, MR15, MR16}, C4 =
{MR12, MR13, MRn}, headed by MRi, MR3, MR15, and MRn respectively. The figure
also shows MAs hosted on the CHs, and DSAs hosted on the mesh gateways. The mesh
gateway with the lowest ID (GWi) acts as the MSA.

3.4. Detailed Description of Reports and Formats
The entities involved in the reporting architecture and the flow of traffic reports
between them were discussed previously. In this section, we consider the details of those
reports and their formats. The detection scheme involves two types of reports: node
profiles and relay reports. The node profile of a mesh router contains details of its
transactions with neighbouring mesh routers. Then mesh routers send their node profiles
to the Monitoring Agents of their cluster. The format of node profile has been discussed
in subsection 3.4.1. The node profiles are processed by the Monitoring Agents to generate
cluster relay reports. These reports contain information about the packets relayed by the
mesh routers and are aggregated by the DSA to create domain relay reports. Ultimately
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the Master Sink Agent creates the master relay report via a final aggregation. The format
and details of generation of relay reports are discussed in subsection 3.4.2.
3.4.1. The Node Profile
During the detection cycle (every Tintervai seconds), all mesh routers submit a
traffic report to their Monitoring Agent which is called its Node Profile. The fields of a
node profile are listed in Table 3.1.
Table 3.1. Format of a node profile
Field

Description

IDR

Network ID of the reporting node MRR

IDN

Network ID of the neighbouring node MRN

Tx(MRR, MRN)

Number of Packets transmitted to node MRN

TTx(MRR, MRN)

Number of Packet transmitted to MRN which terminated at MRN

Rx(MRR, MRN)

Number of Packets received from node MRN

ROx(MRR, MRN)

Number of Packets received from MRN originating from MRN

LQ(MRR, MRN)

Link Quality between nodes MRR and MRN

The node profile of a mesh router (MRR) contains this information for each of its
neighbouring mesh routers (MRN) with which it has had communication since the last
detection cycle. The information contained in the node profile is obtained from the
headers of packets sent and received by the mesh router. The Tx and Rx fields can be
obtained by examining the source and destination address fields of the packet headers. To
populate the TTx and ROx fields the address of the previous hop node and the next hop
node is also considered. The last field of a node profile (LQ) contains link quality of the
link shared by the mesh router with the neighbouring mesh router. In the following
subsection we discuss the details of link quality estimation technique.
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3.4.1.1. Link quality estimation technique
In this section we discuss the details of the link quality estimation technique named
Efficient and Accurate Link Quality MonitoR (EAR; [25]) which is adopted by the
proposed detection scheme. EAR runs on each node in a fully-distributed fashion and
maintains up-to-date link quality information of the neighbouring wireless links. It is a
hybrid measurement scheme based on passive and active measurement schemes.
Passive measurement is used when there is sufficient egress (outgoing) traffic

(TEGG)

to the neighbouring mesh router. The MAC layer's built-in ACK mechanism is used to
determine the number of successful transmissions and update the link quality. Use of
actual data traffic helps in accurate measurement of the link quality and reduces the
measurement overhead by avoiding transmission of probe packets. When there is not
enough egress traffic, EAR switches to active monitoring where probe packets are unicast
to the neighbouring nodes using the same data rate as the actual transmission. Link
quality is then updated by measuring the number of successful transmissions.
EAR's overall operation consists of four sequential steps as shown in Figure 3.6.
First, during a measurement period (Mx), every node monitors link quality using one of
the measurement schemes (Sy) per neighbour. At the end of Mx, a node records the
measured link quality and exchanges the information with neighbouring nodes. These
link quality reports are processed by the neighbouring nodes during the update period
(Ux). The ordered pair of Mx and Ux is called the measurement cycle, Cx, at the end of
which the nodes decide on the measurement scheme for their next cycle. If the egress
traffic is below a certain threshold (Pthreshoid), the active transmission scheme is used;
otherwise, a passive transmission scheme is used.
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(1)

During a Period, t 6

(Cx-l,Mx)

for every neighbour MRj do
if Si-j == PASSIVE do
monitor egress traffic to MRj
else if Sij == ACTIVE do
transmit probe packets to MRj
end if
end for
(2)

At the end of a Measurement-Period, t = Mx
for every neighbour MRj do
transmit measurement results to MRj
end for

(3)

During an Update-Period, t €

(Mx,Mx + Ux)

process a measurement report(s) from other nodes, if any
(4)

End of an Update-Period, t = Mx + Ux (or, t = Cx)
for every neighbour MRj do
calculate the quality of link from node MRi.to MRj
using Eq. (3.1)
i f

TEGG >

^threshold

then

. Sij = PASSIVE
else if

TEGG < Pthreshoid t h e n
Sij = ACTIVE

end i f
end f o r

Figure 3.6. EAR Algorithm running on a mesh router MRj
EAR calculates the link quality using the following equation [25].

LQ„={\-a)xLQn_,+ax

Ns

Where:
•

LQn is the link quality calculated during n cycle

•

a is the smoothing constant
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(3.1)

•

Ns is the number of successful transmissions during the measurement period of
the «th cycle

•

Nt is the total number of transmissions during the measurement period of the nx
cycle.
During the passive measurement, the values Ns and NT correspond to the actual

data traffic, while they correspond to the probe packets during active measurement.
3.4.1.2. An example of generation of node profiles
In this subsection we discuss an example of the node profiles for the proposed
scheme. The WMN with a given topology has been simulated and the resulting node
profiles have been discussed.
Internet
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Figure 3.7. An example of WMN divided into clusters
Figure 3.7 shows a WMN with a single mesh gateway (GW) and 6 mesh routers
(MRi to MRj;). The network is divided into two clusters Ci = {MRi, MR2, MR3} and C2
= {MR4, MR5, MR6}, which are headed by MRi and MR5 respectively. The network has
one traffic flow from mesh router MR6 to MRi. Mesh routers MR4 and MR3 are used for
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relaying the traffic flow. For simplicity of the example the wireless links have been
simulated to be perfect such that there is no intermediate packet loss. During every
detection cycle the mesh routers submit their node profiles to their corresponding MAs
hosted at the CHs.

Table 3.2. Node profile entries for cluster Cj
TDR

IDK

Tx

TTx

Rx

ROx

LQ

1

3

0

0

20

0

1

3

1

20

20

0

0

1

3

4

0

0

20

0

1

Table 3.2 shows the entries of node profiles sent by the mesh routers of cluster Ci.
The first entry is reported by mesh router MRi for its neighbour MR3. The entry shows
that the Rx field has the value 20. This means that MR] received 20 data packets from
MR3 since the last reporting cycle. The next two entries have been reported by MR3 for
its neighbours MRi and MR4; respectively. The entry for MRi has the field Tx set to 20.
which implies that MR3 has transmitted 20 packets to MRi since the last reporting cycle.
The same entry also has the TTx field set to 20, which implies that all 20 packets
transmitted to MRi are supposed to terminate at MRi. The second entry reported by MR3
is for mesh router MR4. The entry has the field Rx set to 20, which indicates that MR3 has
received 20 data packets from MR4.
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Table 3.3. Node profile entries for cluster C2
IBR

IDN

Tx

TTx

Rx

ROx XQ

4

3

20

0

0

0

1

4

6

0

0

20

20

1

6

4

20

0

0

0

1

Table 3.3 shows the entries of node profiles sent by mesh routers of cluster C2.
The first two entries have been reported by MR4 for its neighbouring mesh routers MR3
and MRg respectively. The entry for MR3 has its Tx field set to 20 which indicates that
MR4 has transmitted 20 data packets to MR3. The second entry for MR6 has fields Rx and
ROx set to 20 each. This implies that since the previous reporting cycle, MR4 has
received 20 data packets from MR6; and all of them have originated from MR6. The last
entry shows the node profile entry submitted by MR5 for its neighbour MR4, indicating
that MR6 has transmitted 20 data packets to MR4.
3.4.2. Relay Reports
A relay report contains information about the packet relaying behaviour of the
mesh routers. As shown in Table 3.3, the relay reports contain the number of packets that
a mesh router was supposed to forward (Expected Forward Count) and the number of
packets that it actually forwarded (Actual Forward Count) since the previous detection
cycle. Details about calculation of these values are discussed in the following subsection.
There are three types of relay reports (i) cluster relay reports generated by the MA based
on the node profiles of its cluster, (ii) domain relay reports generated by the DSA based
on cluster relay reports of its domain, and finally the (iii) master relay report generated
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by the MSA based on the domain-relay reports. All relay reports have the same format as
shown in Table 3.5.

Table 3.3. Format of a relay report
Field

Description

IDM

Network ID of the mesh router MRM

EFC

The number of packets that the mesh router MRM was expected to forward

AFC

The number of packets that the mesh router MRM actually forward

In the following sub-sections we discuss the details of generation of cluster,
domain, and master relay reports. We also illustrate an example scenario which involves
calculation of all three kinds of relay reports.
3.4.2.1. Cluster relay reports
After receiving the node profiles from all mesh routers of its cluster, the
monitoring agent processes them to generate a cluster relay report. The report contains
the fields contained in Table 3.5. The AFC and EFC of a mesh router are calculated from
the information contained in the node profiles of its neighbouring mesh routers.
Equations 3.2 and 3.3 show the calculation of EFC and AFC respectively, for a mesh
router MRA.

(3.2)

Where:
EFCA

is the Expected Forward Count for
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MRA

•

MR; represents each of the neighbouring mesh routers of MRA with which
it has had communication

•

Tx, TTx, and LQ are fields from the node profile (Table 3.2) submitted by
MRj.

The EFC of a mesh router represents the number of packets it is required to
forward. This value is obtained by counting the total number of packets sent to the
concerned mesh router by its neighbours (Tx). However, the packets which are destined
for the concerned mesh router (TTx) are not supposed to be relayed and hence, are
deducted from EFC. Each of these values is multiplied with the link quality of the
corresponding wireless links. This is done to adjust the values according to the
forwarding capability of the wireless links. For example, if MR, transmits 100 data
packets to MRA and the wireless link between them has the packet success ratio of 0.8,
the effective value of EFC for MRA would be 100 * 0.8 = 80 data packets. Therefore,
considering the packet loss due quality of link, the MRA is expected to forward 80 data
packets.

Where:
•

AFCA

is the Actual Forward Count for MRA

•

Rx and ROx are fields from the node profile (Table 3.2) submitted by MRj.

-41 -

The AFC of a mesh router represents the total number of packets actually
forwarded. This value is obtained by counting the total number of packets that
neighbouring mesh routers receive (Rx) from the concerned mesh router. However, the
packets originating from the concerned mesh router (ROx) are not considered as relay
packets. Therefore, these packets are deducted from the AFC value. Each of these values
is divided by the link quality of the corresponding wireless links. For example, if MRj
receives 80 data packets from MRA and the wireless link between them has the packet
success ratio of 0.8, the effective value of AFC for MRA would be 80 / 0.8 = 100 data
packets. Hence, based on MRj's node profile, it is inferred that MRA relayed 100 data
packets and 20 packets were lost during the transmission over the wireless link.
3.4.2.2. Domain relay reports
The relay report generated by a MA contains the relay information of mesh
routers.

However, this relay information is based only on the traffic information

provided by the node profiles of its cluster. Mesh routers of the cluster could share
communication links with mesh routers of another cluster. Therefore, the relay
information of a mesh router is incomplete if only the node profiles of its cluster are
considered. To complete the relay information, the MAs submit the relay reports of their
cluster to the Sink Agent at the mesh gateway where the SA combines all the relay
reports to form a Domain Relay Report. The entries for a mesh router appearing in
multiple cluster relay reports are added up.
3.4.2.3. Master relay report
For a mesh network having a single mesh gateway, the Domain Relay report
contains complete relay information for all mesh routers. However, in a multi-gateway
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WMN there can be communication between mesh routers belonging to different domains.
In that case, the Domain Relay Reports would be incomplete. To solve this problem, one
of the SAs may act as a MSA. All SAs submit their domain relay reports to the Sink
Agent Manager which combines them to form a Global Relay Report. The mesh gateway
with the lowest network ID hosts the Sink Agent Manager.
3.5.2.4. An example of generation of relay reports
The following example illustrates the generation of the different types of relay
reports, namely, cluster relay reports, domain relay reports, and the master relay Report.
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Figure 3.8. A WMN with 2 domains and 3 clusters
Figure 3.8 shows a WMN having with two mesh gateways (GWi and GW2) and
eight mesh routers (MRi to MRs). The mesh routers belong to two domains (Di and D2),
and are divided into 3 clusters (Ci, C2, and C3). We consider three traffic flows in the
network. The first flow originates from mesh router MR2 which transmits 100 data
packets to MR3 via MRj. The second traffic flow involves mesh routers from more than
one cluster. In this flow, MRi transmits 100 data packets to MR4 via MR2- The third
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traffic flow is an example of inter-domain communication flow. In this flow, MR5
transmits 100 data packets to MR7 via MR6. In this network, all wireless links are
simulated to have a packet success ratio of 0.8. All mesh routers are expected to forward
data packets without showing selfish behaviour.
Table 3.4. Node profile entries for cluster Cj
IDR

IDN-

Tx

TTx

Rx

ROx

LQ

1

3

177

77

0

0

0.8

1

2

0

0

80

80

0.8

2

1

100

0

0

0

0.8

3

1

0

0

141

80

0.8

3

4

80

80

0

0

0.8

Table 3.4 shows the node profiles sent by the mesh routers of cluster Ci. Based on
these values, the Monitoring Agent of the cluster calculates the cluster relay report. To
calculate the relay information of a mesh router, the node profiles of its neighbours is
used. To calculate the relay information (EFC and AFC) of a mesh router, the monitoring
agent considers all those node profile entries whose neighbouring ID field (IDN) is
identical to the ID of that mesh router. For example, to calculate the relay information of
MRi, the third and fourth rows of Table 3.4 are considered.
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Equation 3.4 shows the calculation of Expected Forward Count for MRi as
calculated by the monitoring agent of cluster Ci. MR2 transmitted 100 data packets to
MRi for relaying. Considering the packet loss due to link quality, MRi is expected to
forward 80 data packets.

A F C

_

RXMJ^,M^-RO^MJ^,M^

R^Ml^, MI\ ) —RCMMRi, MJ$ )

(3.5)

LQM^MK)

AFQ=O+

AFC=—
M

0.8

14K80
0.8

=7625

Equation 3.5 shows the calculation of Actual Forward Count of MR3 as calculated
by the monitoring agent of cluster Ci. According to the node profile sent by MR3, it has
received 141 data packets from MR] and 80 of those packets have originated from MRi.
Considering the link quality, it is inferred that MRi has relayed approximately 76 data
packets. The difference between AFC and EFC values for MRi can be explained as a
packet loss due to local congestion. This is because MRj uses the same transmission link
to transmit its own traffic as well as the relay traffic.
Similarly, the MA calculates relay information for other mesh routers to generate
the cluster relay report. These reports are combined by the DSA to form domain relay
reports of their respective domains. Finally, the MSA combines all domain relay reports
to generate the master relay report. Figure 3.9 shows the hierarchy of relay reports for the
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WMN shown in Figure 3.8. The relay reports contain entries for only those mesh routers
which are used to relay traffic (MRi, MR3, and MRe).
Master Relay Report
ID
AFC
EFC
1
80
76.25
3
80
80
6
80
80

Domain Relay Report (D2)
ID
AFC
EFC
6
80
0

Domain Relay Report (D,)
ID
AFC
EFC
1
76.25
80
80
80
3
6
0
80

t
Cluster Relay Report (C,)
ID
AFC
EFC
1
76.25
80
3
0
80

Cluster Relay Report (C2)
ID
AFC
EFC
3
80
0
6
0
80

Cluster Relay Report (C3)
ID 1 AFC
| EFC
6
| 80
| 0

Figure 3.9. Example of relay reports

According to the cluster relay report of cluster Ci, mesh router MR3 is supposed
to forward 80 packets but it does not forward any data packet. This is because MR3 relays
all packets to a mesh router (MR4) of another cluster. As a result, the cluster relay report
of Ci contains incomplete relay information for MR3. The node profile of MR4 is used to
generate the cluster relay report of C2. This cluster relay report shows that MR3 has
relayed 80 data packets. These two cluster relay reports are combined to form the domain
relay report (Di) which complete the relay information for MR3.
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The relay information contained by the domain relay report is complete if the
traffic flow is limited to the domain. When traffic flows across network domains, the
relay information contained by the domain relay reports is incomplete. As shown in the
figure, domain relay report of the first domain (Di) indicates that mesh router MR$ does
not forward any data packets when it was expected to forward 80 data packets. This is
because MR6 forwards data to mesh router MR7 which belongs to another domain (D2).
Therefore, the information of MR6 forwarding those packets is provided by the domain
relay report of second domain (D2). However, the Master Relay Report contains complete
relay information for MR6, which indicates that MR6 relayed all the 80 packets that it was
required to relay.

3.5. Reputation Management
The previous section discussed the details of gathering the traffic information
from the mesh routers of the network. Based on that information, the proposed scheme
identifies and excludes selfish mesh routers. To achieve this, the Master Sink Agent
maintains a behavioural history of all mesh routers in a data structure called a reputation
table. The reputation value of a mesh router is calculated based on its forwarding
behaviour over time and based on its reputation value, the mesh routers can be excluded
from the network. In the following sub-sections we discuss the details of computing
reputation values based of mesh router's forwarding behaviour, and the response
mechanism of the reputation system.
3.5.1. Reputation Computation
The master relay report generated by the Master Sink Agent contains the relay
information for all mesh routers in the network. This report is used to determine the
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current forwarding behaviour of the mesh routers. Based on the information contained in
the report, the Master Sink Agent calculates the selfishness indices (Q.) of all mesh
routers in the network. The Selfishness Index is the measure of selfishness exhibited by a
mesh router over a period of time. We define the Selfishness Index of a mesh router as
the fraction of packets dropped since the previous detection cycle.

where:
•

AFC is the Actual Forward count of the mesh router

•

EFC is the Expected Forward count of the mesh router

The value of Q is bounded by 0 and 1. When a mesh router forwards all the data
packets that it is supposed to forward its Actual Forward Count equals its Expected
Forward Count. In this case, the value of Q becomes 0, which signifies that the mesh
router exhibits no selfishness. When a mesh router does not forward any relay packet its
AFC is 0. In that case, the value of Q becomes 1, which signifies absolute selfishness.
The selfishness index of a mesh router signifies its current forwarding behaviour.
In order to observe the behaviour of mesh router over a longer period of time its
reputation is calculated as an exponential moving average of its selfishness indices over
time. Exponential moving average (exponential smoothing) [37] is a scheme which
averages time series data such that older observations are assigned exponentially
decreasing weights. Therefore, the smoothed value is relatively more dependent on the
recent observations. Equation 3.7 shows the calculation for reputation value for a mesh
router.
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Where:
•

Rt is the Reputation rating for the t* detection cycle

•

Qt is the Selfishness Index values for the tl detection cycle.

•

a is the smoothing constant, 0 < a < 1

The initial reputation value (Ro), with t=0, for all mesh routers is set to 0. As
shown in the equation, the current reputation value (Rt) is calculated as the weighted
average of current selfishness index (Q.,) and the reputation value calculated in the
previous detection cycle (Rt-i). By direct substitution, we observe that the reputation
value represents a weighted average of selfish indices.
This scheme ensures that a mesh router is penalized only if it shows selfish
behaviour consistently. A mesh router can suffer packet loss under unavoidable
conditions such as congestion. This can result in high value in the selfishness index, but if
the mesh router has a good behavioural history, its reputation rating not largely affected.
3.5.2. Response Mechanism
Mesh routers which show selfish behaviour on a regular basis have to be
penalized so that they can be forced to cooperate. To penalize a selfish mesh router, the
master sink agent puts it into a probation state in which it is not allowed to transmit or
receive any packets of its own. The selfish mesh routers are reinstated in the network
when there probation period (P) is over. If the mesh router continues to behave selfishly,
it is put into a probation state for a greater duration. Therefore, the probation period of a
selfish mesh router is increased on every subsequent offence. If a mesh router does not
-49-

cooperate even after being probated multiple times, it is blacklisted and permanently
excluded from the network. Before putting a mesh router on probation, the Master Sink
Agent checks weather the presence of that mesh router is critical for the functioning of
the network. If the mesh router is critical, it is never excluded to ensure connectivity of
other mesh routers.
3.5.2.1. Isolation of selfish mesh routers
In order to put a mesh router on probation the MSA broadcasts a probation
message. This message contains the network ID of the selfish mesh router, and the
duration of its probation. On receiving the probation message, the other mesh routers
ignore all data traffic originating or directed towards the selfish mesh router until the end
of probation period. To permanently exclude a mesh router, the MSA broadcasts a
blacklist message containing the network ID of the mesh router to be excluded.
Figure 3.8 shows the flow diagram for the process of reputation management of a
mesh router MR;. Firstly, the MSA computes the reputation value (Rj) for the mesh router
and if the mesh router is penalized if its reputation is greater than a predefined detection
threshold

(DTH),-

Before a mesh router is excluded, the MSA checks whether its presence

is critical for the functioning of the network and avoids penalty. Otherwise, the mesh
router is either probated or blacklisted depending on its current probation duration (Pj). If
it is greater than a maximum permissible value

(PMAX)

the mesh router is blacklisted.

Otherwise it is put on probation, and its probation duration (Pj) is doubled. The mesh
router is not penalized if the reputation rating is within an acceptable limit (<DTH), and its
probation duration is decreased by 1 if it is greater than the minimum value (PMIN)-
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Figure 3.10. Flow diagram for reputation management

-51 -

3.5.2.2. Identification of critical nodes
A critical node is a mesh router which is the only connection between two sets of
mesh routers. Therefore, removal of critical nodes from the network can cause
partitioning of the network. A wireless mesh network usually offers multiple alternative
paths to a mesh router to reach the mesh gateway. When a selfish mesh router is excluded
from the network other mesh routers can be used to relay traffic in its place. However, if
a WMN has multiple selfish mesh routers, it can result in exclusion of multiple mesh
routers. This can cause network partitioning and leave certain mesh routers completely
cut off from the mesh gateway.
To avoid this problem, the MSA ensures that a critical node is not excluded from
the network, even if selfish behaviour is displayed. To check the connectivity of the mesh
routers a connectivity graph (G = (V, E)) is used, where V is the set of nodes (mesh
routes and mesh gateways), and E is the set of all communication links between the
nodes. A connectivity graph of a network is the representation of its topology and is
generated by every node for routing purposes.
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Figure 3.11. A connectivity graph for WMN
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Figure 3.11 shows the communication links between eight mesh routers and two
mesh gateways. A matrix representation of its connectivity graph has been shown in
Table 3.5. The matrix has a row and column corresponding to every node. A cell in the
matrix represents a communication link between two nodes corresponding to the row and
column of that cell. The value of cell is 1, if the two nodes share a communication link
otherwise the value of cell is 0.

Table 3.5. Matrix representation of the connectivity graph
GWi
0
1
MR,
0
MR2
MR3
0
MR,
0
0
MR5
MR; 0
MR7
0
MRg
0
GW,
GW2

GW2
0
0
1
0
0
0
0
0
0

MR!
1
0
0
1
1
0
0
0
0

MR2
0
1
0
0
1
1
0
0
0

MR3 MR,
0
0
0
0
1
1
0
1
0
0
0
0
0
1
0
1
0
0

MR5
0
0
0
1
0
0
0
1
1

MRs MR7 MRg
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
1
0
1
0
1
1
0
0
0
0
0
0
-

To check if a certain mesh router is critical, the MSA starts by making a copy of
connectivity graph. The concerned mesh router is removed from the new connectivity
graph as if no node shares a communication link with it. Then the MSA checks if a
communication path exists between itself and each of the nodes. If any node is
unreachable from the master sink agent, it means that the concerned mesh router is
critical and is not excluded from the network. The connectivity between two nodes is
checked by using the algorithm listed in Figure 3.12. The algorithm checks if a
communication

path

exists

between

the

two

nodes,

SOURCENODE

and

DESTINATION NODE. If the two nodes are neighbours, then the algorithm returns true
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(lines

3-5).

Otherwise,

the

algorithm

checks

the

connectivity

between

DESTINATION NODE and each of the neighbours of SOURCENODE. For this, the
algorithm calls itself recursively for each neighbour of SOURCENODE (lines 10-12)
and iterates through the sequence of mesh routers, eventually reaching a mesh router
neighbouring the DESTINATION NODE. To avoid infinite looping, the algorithm caches
the current sequence of mesh routers and does not consider nodes which have already
been traversed (lines 7-9). The communication neighbours of nodes can be found by
using the connectivity graph.
1

bool Check_connectivity

2

begin

(SOURCE_NODE,

DESTINATION_NODE)

if DESTINATION_NODE is a communication neighbour of SOURCE_NODE •

3

do
4

return TRUE

5

end if

6

for every neighbouring node NEIGHBOUR of SOURCE_NODE do
if NEIGHBOUR is part of the current sequence of nodes do

7
8

skip to next neighbouring node

9

end if

10

if Check_connectivity{NEIGHBOUR,

DESTINATION_NODE)

= = TRUE do
11

return TRUE

12

end if

13

end for

14

return FALSE

15

end

Figure 3.12. Algorithm to check connectivity between two nodes
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Chapter 4
Performance Evaluation of the Proposed Detection
Scheme
In this Chapter, we evaluate the performance of the proposed detection scheme.
The performance is evaluated under a wide range of scenarios such as varying the
number of selfish mesh routers, quality of wireless links, number of managed mesh
routers, network size and number of mesh gateways. The performance of the proposed
scheme is evaluated using five performance metrics discussed in section 4.2. For all
scenarios, the performance of the proposed scheme is compared with the D-SAFNC [16]
scheme, as well as a network with no detection scheme.

4.1. Simulation Environment
Our simulation experiments were carried out using the NS-3 [33] network
simulation environment. The NS-3 simulation environment is a discrete-event network
simulator that is written in C++, which is available freely for research and educational
purposes. It is a successor to the NS [46], and NS-2 [34] network simulation
environments.
NS-3 addresses some of the limitations of its predecessors. NS was originally
designed to support protocols for wired networks and had no support for wireless
networks. Additional physical and MAC layer modules were added to the next version
(NS-2) to support simulation of wireless networks. However, since some of these
modules were written by different people at different times, they were not consistent with
each other. NS-3 has been designed keeping in mind the characteristics of wireless
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networks which makes its simulation more realistic. It offers a range of mobility models,
rate control algorithms, MAC layer modes and physical layer models which can be
chosen to design the desired simulation scenario for wireless networks. Furthermore, NS2 modules have been written in C while the simulation scenarios are defined using the
Tel [38] scripting language. The interface between the two languages makes the
extension of NS-2 more difficult. NS-3 uses a single language, C++, to write modules as
well as scenario files. The scenario files are C++ programs which utilize the available
modules by invoking their corresponding objects. In addition to the provided set of
modules, users can also write their own modules and integrate them into the NS-3
environment.
Moreover, NS-3 offers the MAC layer module in the Adhoc mode and in Access
Point- Station mode. In adhoc mode, all of the nodes are peers and can communicate with
each other directly; therefore, we have adopted this mode for simulating the behaviour of
mesh routers. For routing, we have adopted the Optimised link state routing protocol [36]
which has been optimised for wireless networks. The propagation model and physical
layer model proposed by Mathieu et al. [35] have been used. The results for our
simulations were averaged over 10 simulation runs with different seeds.

4.2. Performance Metrics
In this section, we discuss the five performance metrics that we have used to
evaluate the performance of our detection scheme.
4.2.1. Average Packet Delivery Ratio (PDR)
Average packet delivery ratio shows how effectively the network transmits the
data packets from source to destination. It is the percentage of total number of packets
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that have been delivered to the destinations out of the total number of packets transmitted
by the source nodes. We compute PDR as follows:
m

J^J^^J^

x l O*
•

Where:

/

=

=

(4 1}

1

PDR is the packet delivery ratio
P^Gi is the number of packets received at the i* Mesh Gateway
PTXMJ

is the number of packets originating from the/* Mesh Router

m is the number of Mesh Gateways in the network
n is the number of Mesh routers in the network
4.2.2. Average End to End Delay
Our second performance metric is average end-to-end delay, which is the average
of end-to-end delay of all the successfully received packets. End-to-end delay of a packet
is the time that it takes to travel from the source to the destination. The end-to-end
transmission delay is affected by factors like network load, network size and the number
of mesh gateways. Since we are concerned with end-to-end delay, only the successfully
received packets are considered for measurement. The average end-to-end delay is
defined as follows:

2T^r

(4 2)

±><zi*i^——
Where:

'

Belay is the Average End-to-end delay
T^j is the time of reception of il packet by its destination
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T xt is the time of transmission of i packet by its source
n is the number of successfully received packets in the network
4.2.3. Average Hop Count
Our third performance metric is the average hop count. We define average hop
count as the average number of hops that the reporting packets travel during each
detection cycle. Packets covering a large hop lengths stay in the network for a longer
period of time and can cause congestion. Therefore, hop count is a measure of overhead
caused by the detection scheme.
4.2.4 Detection Rate
Our fourth performance metric is the detection rate. The detection rate is defined
as the percentage of selfish mesh routers which have been detected out of the total
number of selfish mesh routers in the network. It is used to measure how effectively the
scheme detects the selfish mesh routers. We also measure detection rate as a function of
simulation time to observe how quickly the selfish mesh routers are detected.
4.2.5 False Positive Rate
Our final performance metric is the false positive rate of the detection of the
scheme. False positive rate is defined as the percentage of cooperating mesh routers
mistakenly detected as selfish out of the total number of cooperating mesh routers in the
network. In wireless networks the packets are lost due to collisions and congestion. False
Positives are caused when loss of packets due to such unavoidable circumstances is
considered as selfish behaviour.
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4.3. Simulation Parameters
The simulation parameters which are common throughout the course of the
experiments are listed in Table 4.1. The nodes are arranged in a grid topology, with mesh
routers separated by a constant distance. A set of mesh routers transmit packets to the
mesh gateways at a constant data rate. It is assumed that the data transmitted through
mesh routers is originating from their respective mesh clients. Other mesh routers are
used to forward data packets to and from the mesh gateway. The simulation time is 150
seconds. The detection cycle is initiated after every 10 seconds (Tintervai) which involves
transmission of report packets by the mesh routers.
Table 4.1. Common simulation parameters
Parameters

Default Value

Environment Dimensions

1500m x 1500m

Traffic Type

Constant Bit Rate

Packet Size

1024 Bytes

Data Rate

10240Bps

Smoothening Constant (a)

0.3

Detection Threshold (DTH)

0.1

Certain simulation parameters (Table 4.2) are varied during experiments to
measure their effect on the performance metrics discussed earlier. These parameters help
in analysing the effectiveness, limitations and overhead of the compared detection
schemes in different network scenarios as discussed in the following sections.

-59-

Table 4.2. Variable simulation parameters
Parameters

Ranges

Percentage of Selfish Mesh Routers

0-50

Percentage of Poor Wireless Links

0-50

Number of Mesh Routers

20-100

Percentage of Managed Mesh Routers

0-25

Number of Mesh Gateways

1-5

4.4. Discussion of Simulation Results
4.4.1. The Effect of Percentage of Selfish Mesh Routers
The main purpose of our detection scheme is to be able to effectively detect the
selfish mesh routers and remove them from the forwarding paths. To investigate this, we
have measured the packet delivery ratio under various percentages of selfish mesh
routers. For every simulation run, a random set of mesh routers were programmed to
behave selfishly by dropping 10-20% of their relay packets. These experiments were
conducted for a network of 40 mesh routers including 20% managed mesh routers, and
two traffic flows.
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Figure 4.1. Avg. PDR of the proposed scheme and a network with no detection scheme
under varying selfish MRs
Figure 4.1 shows the average packet delivery ratio as a function of percentage of
selfish mesh routers in the network. The results have been plotted for a network with our
proposed detection scheme, as well as for a network with no detection scheme. As shown
in the graph, the performance of the network declines with an increase in the percentage
of selfish mesh routers in the network. When there are no selfish mesh routers in the
network the PDR of the proposed scheme is slightly lower than the network with no
detection scheme. This is due to the communication overhead caused by the reporting
packets. In other cases, the detection scheme attempts to improve the network
performance.

As the percentage of selfish mesh routers increases beyond 10% the

performance of the network without detection decreases even more, and performance
improvement caused by the detection scheme becomes more significant. However, as the
percentage of selfish mesh routers increases beyond 35, the performance improvement
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shown by the detection scheme starts to decrease. The proposed scheme is not able to
provide any PDR improvement when there are more than 44% selfish mesh routers in the
network. The reason behind this result is that when the ratio of selfish mesh routers
becomes high it is hard to find a forwarding path free of selfish mesh routers.
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Figure 4.2. Detection rate under varying selfish MRs
Figure 4.2 shows the percentage detection rate of our proposed scheme and DSAFNC as a function of percentage of selfish mesh routers in the network. The
percentage detection rate is low when the percentage of selfish mesh routers is low. This
occurs because a selfish mesh router can only be detected if it is part of the forwarding
path of a certain traffic flow. When the percentage of selfish mesh routers in the network
is high, there is a greater chance of them being included in a forwarding path. The
detection rate of D-SAFNC is same as that of the proposed scheme for lower percentages
of selfish mesh routers. However, the detection rate of the proposed scheme becomes
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higher than that of D-SAFNC when the percentage of selfish mesh routers increases. As
discussed in Chapter 2, in D-SAFNC scheme the criterion for detection is the number of
times a mesh router's traffic report is recorded to be inconsistent with other reports. A
selfish mesh router is supposed to have the highest number of inconsistencies, since its
traffic report is not expected to match the traffic reports of its neighbouring mesh routers.
However, when the percentage of selfish mesh routers is high the reports of many pairs of
mesh routers are inconsistent. Therefore, it is hard to pin-point every selfish mesh router.
As a result, the scheme is not able to detect all of the selfish mesh routers in the
forwarding paths.
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Figure 4.3. Detection rate as a function of simulation time
Figure 4.3 shows the detection rate of the two detection schemes as a function of
simulation time. The results have been plotted for 10% and 50% selfish mesh routers.
Both detection schemes have a reporting interval of 10 seconds. In the D-SAFNC
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scheme, detection takes place after every 4 reporting cycles (40 seconds). As shown in
the figure, in the presence of 10% selfish mesh routers, the proposed scheme starts
detecting selfish mesh routers from 20 seconds onwards, and are no more detections after
40 seconds (4 reporting cycles). There are no further detections since after this point all
forwarding paths are free of selfish mesh routers. The D-SAFNC scheme starts detections
at 40 seconds (after its first reporting cycle). In the presence of 10% selfish mesh routers
its detection continues until 80 seconds.
In the presence of 50% selfish mesh routers, detection continues for a longer
period. The proposed scheme continues detection until 90 seconds, detecting 88% of the
selfish mesh routers. The D-SAFNC scheme continues detection until 120 seconds after
detecting 66% of the selfish mesh routers. When the presence of selfish mesh routers is
detected, the forwarding path is changed to avoid the selfish mesh routers. When the
percentage of selfish mesh routers is high, route changes can cause other selfish mesh
routers to become part of the forwarding path. Hence, detection of selfish mesh routers
continues until there are no further route changes.
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Figure 4.4. Avg. PDR of the proposed scheme and D-SAFNC under varying selfish MRs
In Figure 4.4, we compare the performance of our scheme with that of D-SAFNC
by plotting the average packet delivery ratio as a function of percentage of selfish mesh
routers in the network. The proposed scheme shows better packet delivery ratio in all the
cases, since D-SAFNC causes a higher reporting overhead. As shown in figure 4.4, the
difference between the two schemes becomes more significant with higher percentage of
selfish mesh routers (> 30%). This is because in the D-SAFNC scheme, exclusion of
large number of nodes causes network partitioning, and some legitimate mesh routers are
left unreachable from the mesh gateway. The proposed scheme avoids this problem by
identifying the presence of critical nodes.
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4.4.2. The Effect of Quality of Wireless Links
In the following simulation experiments, we investigate the effect of varying the
quality of wireless links on the network performance. The main purpose of these
simulation experiments is to investigate the importance of using the link quality metric in
the detection scheme. To investigate the effect of poor quality links, we simulated certain
wireless links in the network to have poor forwarding ratios. In a real-world scenario,
environmental factors can cause such behaviour. The poor quality links were simulated to
have a forwarding ratio ranging from 0.4 to 0.6. The experiments were carried with two
traffic flows for a network of 40 mesh routers without the presence of a selfish mesh
router.
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Figure 4.5. False positive rate of the proposed scheme and D-SAFNC under varying
lossy links
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Figure 4.5 shows the average false positive rate of the detection schemes as a
function of percentage of lossy links in the network. The poor quality links are only able
to transmit a fraction of packets successfully. Unaware of the link condition, the DSAFNC scheme wrongly detects this behaviour as selfish. As expected, the number of
false positives increases with increase in the average number of poor quality links in the
network. The proposed scheme incorporates the dynamic quality of all the wireless links
in the network which helps in avoiding such false detections. However, as shown in the
figure 4.5, the proposed scheme does show a few false positives for lower percentage of
lossy links. These false positives can be explained by the packet loss due to congestion
caused by the creation of communication bottleneck near the mesh gateway. As the
percentage of lossy links increases, fewer packets are transmitted towards the mesh
gateway, thus relatively easing up the bottleneck. This results in the proposed scheme
showing little false positives in these cases.
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Figure 4.6. PDR under varying lossy links
The high percentage of false detection rate also affects the packet delivery ratio.
Figure 4.6 compares the PDR of network under varying percentages of lossy links. The
values are plotted for a network without a detection scheme, the proposed scheme and DSAFNC. Due to increasing percentage of lossy links, the average PDR of network with
no detection scheme declines from 90.7 to 57.9. Since there are no selfish nodes in the
network, both detections schemes show no performance improvement, and their lower
PDR is a result of communication overhead caused by transmission of report packets.
Reporting packets increase the congestion of the network which leads to loss of packets.
False detections cause legitimate mesh routers to be excluded from the network. As the
percentage of false detections for D-SAFNC increases, more nodes are excluded from the
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network leaving a fewer number of mesh routers for forwarding packets to the mesh
gateway. This causes packet delivery ratio to decrease significantly.
4.4.3. The Effect of Number of Mesh Routers
In the following simulation experiments, the network size was varied to test the
scalability of the detection scheme. To analyze the actual communication overhead of the
scheme, the experiments were carried out in the absence of selfish mesh routers. All
simulation experiments were conducted with 20% managed mesh routers and two traffic
flows.
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Figure 4.7. Avg. hop count under varying network sizes
Figure 4.7 shows the average hop lengths covered by the reporting packets in each
detection cycle as a function of number of mesh routers. The values for proposed scheme
were compared with that of D-SAFNC. As shown in the figure, the hop length covered
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by the reporting packets is much fewer for the proposed scheme as compared to the DSAFNC scheme. This implies that the proposed scheme incurs a lower communication
overhead. In D-SAFNC, the mesh gateways need to collect the reporting packets from
every mesh router in the network. With increase in the network size, the average distance
between a mesh router and a mesh gateway increases. This causes the average hop count
to increase from 70.1 to 738.6 as the network size increases from 20 to 100. On the other
hand, the mesh routes in the proposed scheme are arranged as clusters. During the
detection cycle, the mesh routers transmit node profiles to the monitoring agents hosted at
the cluster-heads. The monitoring agents process these, and send a single transaction
report to the mesh gateway. As a result, the reporting hop lengths for the proposed
scheme depend on the size of the clusters and the number of clusters in the network. As
shown in Table 4.3, the average cluster size remains roughly the same for all network
sizes. This occurs due to a fixed percentage of managed mesh routers in all cases.
However, the number of clusters increases linearly with increase in network size. This
explains the linear increase in hop lengths covered by the reporting packets.
Table 4.3. Avg. number of clusters and their sizes under varying network sizes
Network size

20

40

60

80

100

Average cluster size

8.6

8

8.6

8.8

8.3

Average number of clusters

2.9

5.8

8.9

10.3

13.4
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Figure 4.8. Avg. PDR under varying network sizes
Figure 4.8 shows the average packet delivery ratio of the network under varying
network sizes. Simulation results for network without detection scheme, proposed
scheme and D-SAFNC scheme have been compared. As shown in the figure, the PDR
declines with increase in the network size for all three cases. This is because with the
increase in the number of nodes, the packets have to travel a larger number of hops to
reach the mesh gateway, which increases their probability of being dropped due to low
link quality. Another reason for packet loss is congestion in the network. A packet waits
in a queue before being transmitted from a mesh router. Since the length of the buffer is
limited, extra packets have to be dropped. As shown in the figure 4.7, D-SAFNC has a
much larger hop length than the proposed scheme and, hence, causes much higher
congestion. For small network sizes, the packet delivery ratio is nearly the same for all of
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the three cases. However, with increase in network size, the higher congestion caused by
the detection scheme affects the performance of network significantly.
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Figure 4.9. Avg. delay under varying network sizes
Figure 4.9 shows the average end-to-end delays of packets with varying network
sizes. For the network with no detection scheme, the average end-to-end delay increases
from 4 milliseconds to around 21 milliseconds when the network size increases from 20
to 100. This is because with increase in the number of mesh routers in the network, the
data packets have to travel a larger number of hops to reach the mesh gateway. The
average end-to-end delay of both the detection schemes is higher than the network with
no detection scheme. This is because the reporting packets generated during the detection
cycles congest the network and increase the time that the packets spend in the buffer.
Although, only a set of packets are affected by this delay, the overall value of end-to-end
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delay increases. The average end-to-end delay for the proposed scheme is lower than the
D-SAFNC scheme for all cases. The only exception is when network size is 100. This
could be supported by the fact that D-SAFNC suffers high packet losses for network of
size 100, and most packets affected by the detection cycle are being dropped rather than
just being delayed.
4.4.4. The Effect of Percentage of Managed Mesh Routers
The proposed scheme is based on a hierarchical reporting system in which the
monitoring agents hosted at the cluster-heads help to reduce the overall detection
overhead. The number of clusters is governed by the percentage of managed mesh routers
in the network. In the following experiments we investigate the effect of percentage of
managed mesh routers on the performance of the network. The simulation experiments
were conducted with two traffic flows and networks of 40 and 80 mesh routers.
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Figure 4.10. Avg. hop count under varying managed MRs
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50

Figure 4.10 shows the average hop count of the reporting packets as a function of
percentage of managed mesh routers. The results have been recorded for networks of 40
and 80 mesh routers. As shown in the figure, the hop count for reporting packets
decreases significantly when managed mesh routers are introduced in the network. For
the network of 40 mesh routers, this value reduces from 168.4 to 86, when 5% managed
mesh routers are introduced in the network. This value further reduces to 66.1 when
percentage of mesh routers reaches 15. Adding more managed mesh routers beyond that
point does not affect the average hop count of reporting packets. This occurs because the
hop count of reporting packets is the sum of hop lengths from the nodes to their
respective cluster-heads and hop lengths from cluster-heads to the mesh gateways. With
an increase in the percentage of managed mesh routers, the average number of clusters
increases while the average cluster size decreases. Beyond 15% managed mesh routers
these two components balance each other out, keeping the hop count constant. A similar
trend is observed for the network of 80 mesh routers. Hop count decreases significantly
by introducing 5% managed mesh routers and this value does not change beyond 15%
managed mesh routers.
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Figure 4.11. Avg. PDR under varying managed MRs
Figure 4.1.1 shows PDR as a function of the percentage of managed mesh routers,
for a network of 40 and 80 mesh routers. For the network of 40 mesh routers, PDR
improvement is not very significant. With 5% managed mesh routers, there is a slight
improvement in PDR from 86.3 to 88.2. There is not much variation in PDR values
beyond that value. The PDR improvement is much more significant for a larger network
of 80 mesh routers. In the absence of managed mesh routers, all reporting packets are
sent to the mesh gateways. This increases congestion near the mesh gateway, and as a
result packets are lost. With the introduction of managed mesh routers, the network is
divided into clusters. Mesh routers send report packets (node profiles) to MAs hosted at
CHs and which send report packets (relay reports) to the SAs hosted at mesh gateways.
This alleviates congestion near the mesh gateway and reduces packet loss. With only 5%
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managed mesh routers in the network, the average size of cluster is high and, hence, there
is a slight load near the CHs. As more managed mesh routers are added to the network,
the average number of clusters increases and the average cluster size decreases. As a
result, the packet delivery ratio further improves. However, as shown in the figure 4.11,
the PDR starts to decrease beyond 35% managed mesh routers. This is because a larger
percentage of managed mesh routers results in larger number of clusters. Therefore, more
report packets (relay reports) are sent to the mesh gateway resulting in congestion and
loss of packets.
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Figure 4.12. Avg. delay under varying managed MRs
Figure 4.12 shows average end-to-end delay as a function of the percentage of
managed mesh routers, for a network of 40 and 80 mesh routers. The observed trend is
similar to that of Figure 4.10. Addition of managed mesh routers alleviates the congestion
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and reduces the loss of packets. The PDR improvement is more significant for the
network of 80 mesh routers. Further addition of managed mesh routers increases the
number of clusters. As discussed earlier, this results in congestion at the mesh gateway
and loss of packets. The average delay starts to increase beyond 35% managed mesh
routers.
4.4.5. The Effect of Number of Mesh Gateways
In this section, we evaluate the packet delivery ratio, average end-to-end delay
and hop count of the proposed detection scheme in the presence of multiple mesh
gateways. The main purpose of these simulation experiments is to investigate the effect
of reporting scheme on the overall network performance. Packets generated by mesh
routers are transmitted to the Internet by the mesh gateways. Using more mesh gateways
provides more alternative paths to the mesh routers for sending their packets to the
Internet. In the following set of experiments, we vary the number of mesh gateways in
the network. The mesh routers choose the closest gateway to transmit their packets to the
Internet. These experiments have been conducted with network of 40 mesh routers. The
number of traffic flows has been increased to five to make sure that the mesh gateways
are fully utilized.

-77-

180
170
160
150
„ 140
§ 130

3 120
o 110
x

ioo
90
80
70
60

>'

1

=

"

""BF""-

g

2

:

"

3

rjjjg

j|

4

5

Numberof Gateways

-•--Proposed Detection Scheme —@~D-SAFNC
Figure 4.13. Avg. hop count under varying mesh gateways
Figure 4.13 shows the average hop count of the reporting packets in each
detection cycle as a function of number of mesh gateways. As shown in the figure, the DSAFNC scheme improves its reporting overhead with increase in the number of mesh
gateways. This is because the average distance between mesh router and mesh gateway
reduces when more mesh gateways are added to the network. On the other hand, the
proposed scheme is largely unaffected by the number of mesh gateways since the
hierarchical reporting architecture keeps the reporting overhead low.
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Figure 4.14. Avg. PDR under varying mesh gateways
Fig 4.14 shows the packet delivery ratio of network with varying number of mesh
gateways. The results are compared for the proposed scheme, D-SAFNC and network
with no detection scheme. As shown in the figure, the PDR of the network is extremely
low when there is only one mesh gateway in the network. The PDR improves for all three
cases with increasing number of mesh gateways. This is because simultaneous
transmissions to the gateway results in the creation of communication bottleneck which
starves certain traffic flows. When new gateways are added to the network, they alleviate
congestion by taking up part of the traffic load. The performance of the proposed scheme
is close to that of the network with no detection scheme, for experimental scenarios. DSAFNC shows poor performance with low number of mesh gateways due to its high
overhead, but it improves with an increasing number of mesh gateways.
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Figure 4.15. Avg. delay under varying mesh gateways
Figure 4.15 shows the average end-to-end delay as a function of the number of
mesh gateways. The end-to-end delay depends on the average distance between mesh
router and mesh gateways and due to congestion in the network. With addition of more
gateways, both these factors are reduced and the average delay decreases. The average
end-to-end delay caused by D-SAFNC declines by addition of new gateways, and it
becomes comparable to that of the proposed scheme when there are five mesh gateways
in the network. The proposed scheme is not affected by decreasing the number of
gateways since it eases up the bottleneck created near the gateway by making use of
monitoring agents.
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Chapter 5
Conclusions and Future Work
5.1. Conclusions
In this thesis, we have proposed an architecture and protocol to enforce
cooperation in WMN. The scheme detects presence of selfish mesh routers in the network
and forces them to cooperate by taking necessary actions. The architecture aims at
reducing the load of the mesh gateways by partially delegating the detection process to a
set of mesh routers. This set of mesh routers is managed by the ISPs and, hence, can be
trusted. Monitoring agents hosted on managed mesh routers monitor the behaviour of
mesh routers by collecting traffic reports periodically. The sink agents (hosted at the
mesh gateways) process these reports to maintain reputation of all mesh routers. The
reputation of a mesh router is computed based on its current as well as past behaviour.
Based on the reputation, selfish mesh routers are excluded from the network. Although
mesh routers which are critical for the functioning of the network, are not excluded. To
make the detection scheme more accurate, the quality of wireless links is also taken into
account.
We have shown through simulation experiments that our scheme offers
performance improvement in the presence of up to 40% selfish nodes in the network. Due
to the use of link quality metric, the scheme gives accurate detection results even in
presence of poor wireless links. We have also compared the performance of the proposed
scheme with an existing report-based detection scheme (D-SAFNC). The results of the
simulation experiments show that the performance of the proposed scheme incurs much
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less communication overhead due its decentralised agent-based reporting architecture.
The overhead and performance of the proposed scheme has been evaluated under varying
number of mesh routers and mesh gateways. In all cases, the proposed scheme is more
efficient and scalable than D-SAFNC. The performance improvement of the proposed
scheme is because of its hierarchical reporting architecture which is dependent on the
number of managed mesh routers in the network. Simulation results show that presence
of even 5% managed mesh routers shows significant performance improvement for the
proposed scheme over D-SAFNC.

5.2. Future Work
In this thesis, we have proposed architecture for detecting selfish behaviour in
WMNs. The scheme uses link quality metric to make the detection more accurate and
follows a decentralised reporting architecture to reduce the communication overhead.
Further research can be done in the following areas.
1) Test bed implementation: We have evaluated the performance of the
proposed scheme by using a simulation environment. An interesting direction for future
work would be to implement the proposed scheme in an experimental test bed. The
performance of scheme can be evaluated in a multi-channel environment. Moreover,
traffic reports can be transmitted on a separate channel to reduce congestion.
2) Dynamic detection threshold: One of the limitations of the existing schemes
is to differentiate between selfish behaviour and packet loss due to congestion in the
network. Due to the unique traffic patterns in WMNs, certain mesh routers have to handle
the bulk of the traffic which can cause them to drop certain relay packets. Therefore, the
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detection scheme should be able to dynamically adjust its detection threshold for
individual mesh routers as a function of their load.
3) Link quality of different packet sizes: Another future research direction can
be improving the link quality metric by incorporating data packets of different sizes. It
has been shown that the size of data packets can affect the probability of its transmission
over a wireless channel. By determining the quality of link specific to the size of data
packets, more accurate decisions can be made about the behaviour of mesh routers.
4) Selfishness at MAC sub-layer: The proposed scheme can detect selfish
behaviour at the network layer, but it cannot tell if a node misbehaves at the Medium
Access Control (MAC) sub-layer. In a wireless network, the medium is shared by all
nodes. MAC protocols are used to ensure that the wireless channel is used by only one
node at a time and that all nodes get a fair share. A selfish node can monopolise the
wireless channel by altering the parameters of the MAC protocols. Detection of such
selfish behaviour is another potential direction for research.
5) Cross-layer based detection scheme: Information obtained from different
layers can be used to efficiently detect selfish behaviour in wireless mesh network.
Limited research has been conducted using a cross layer based detection approach and
further study is warranted.
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