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Critical infrastructures are increasingly being connected to public networks aiming to 

boost operational efficiency. This exposes them to a wide range of cyberattacks. On the other 

hand, critical infrastructures are heavily relying on Industrial Control Systems (ICSs) for 

providing uninterrupted services. Due to the large number of ICS devices and vast geographical 

distance among them in a typical critical infrastructure network, we cannot rely on human-based 

cyberattack detection methods. In this regard, machine learning based solutions have been 

developed by researchers. The goal of this thesis is to develop a framework based on Semi-Deep 

Learning (SDL) for accurate detection and attribution of cyberattacks in ICSs.  To this end, we 

propose a framework based on Bag of Feature (BoF) for accurate detection of cyberattacks. and 

utilizes Categorical Boosting (CatBoost) as the base predictor for attack attribution in ICSs. We 

refer to the proposed technique as ADA-BC (Attack Detection and Attribution using BoF and 

CatBoost). ADA-BC remarkably improves the accuracy of attack detection and attribution in 

ICSs.    
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1 Introduction 

This chapter first presents some preliminary discussions. Afterwards, it discusses the goals and 

contributions of the thesis. Furthermore, this chapter provides detailed information regarding 

reference datasets and evaluation metrics, and clarifies the tackled problem and its importance as 

well as the scope of the thesis. Lastly, the organization of the rest of the dissertation is outlined in 

this chapter.  

1.1 Preamble 

Companies that operate in pipeline transportation, natural gas distribution, and financial 

transactions spent $131,000, $118,000 and $87,000 on average respectively on cyberattack 

recovery in 2017. Recovering from cyberattacks cost $16,000 on average for Canadian 

businesses in 2017 (Bilodeau Howard, Lari Mohammad, & Uhrbach Mark, 2019). A report 

published in 2018 by Cybersecurity Ventures research firm predicted that a ransomware attacks a 

business every 14 seconds and will cause global damage of $11.5 billion by the end of 2019 

(Gartner, 2018).  The above statistics clarify the importance of business security. 

The security of infrastructures plays a significant role in the security of businesses. A critical 

infrastructure is a set of systems, networks and assets that underpins the security, economy or 

public health and safety of a given nation(Al-Abassi, Karimipour, Dehghantanha, & M. Parizi, 

2020). The Department of Homeland Security (DHS) identifies 16 sectors for critical 

infrastructures. Large-scale businesses highly depend on the communications sector, the 

financial services sector and the information technology sector for their financial transactions. 

The data stored in and transferred over these infrastructures by business transactions are 

considered as highly-valuable assets as they may carry information regarding clients, system 

configuration, etc. On the other hand, continuous operation of critical infrastructures is of crucial 

https://searchcompliance.techtarget.com/definition/US-Department-of-Homeland-Security-DHS
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importance to the business continuity of large companies (Karimipour, Dehghantanha, Parizi, 

Choo, & Leung, 2019). Like the case of companies and businesses, critical infrastructures have 

been frequently hit by cyberattacks in recent years. For example, XENOTIME hit industrial 

control systems in the Middle East in 2017 (Dragos Inc, 2019).  XENOTIME also compromised 

electric utilities in North America in 2018 (Dragos Inc, 2019). In 2013, the power system in 

Ukraine was targeted by APT 28, which caused a blackout to around 200,000 consumers (M. 

Beaver, Borges-Hink, & Buckner, 2013; Sakhnini, Karimipour, Dehghantanha, Parizi, & 

Srivastava, 2019). Moreover, in 2019, APT 33 compromised energy and aerospace sectors in US, 

Saudi Arabia and South Korea while APT 41 targeted the healthcare and telecommunications 

sectors in different countries such as Australia, Canada, Denmark, UK and Singapore (Geluvaraj, 

Satwik, & Ashok Kumar, 2019). 

Industrial Control Systems (ICS) play significant roles in some critical infrastructures. ICS refers 

to different types of control systems and associated instrumentation including the networks, 

systems, devices and controls used to operate and/or automate an industrial process (Begli, 

Derakhshan, & Karimipour, 2019). Modern ICSs depend on secure architectures for their 

security. Among most popular secure architectures used by ICSs, one may refer to Supervisory 

Control and Data Acquisition (SCADA), which is part of OT (Operational Technology) used for 

controlling, monitoring and preparing reports on critical infrastructures (Power System, Gas, Oil, 

and Water) (Karimipour & Dinavahi, 2015; Mallouhi, Al-Nashif, Cox, Chadaga, & Hariri, 2011; 

Vanderzee, Fisher, Powley, & Mohammad, 2015). OT refers to the hardware and software that 

detects or causes a change to industrial equipment, assets, processes and events, via direct 

monitoring and/or control (Gartner, 2018; Sakhnini, Karimipour, & Dehghantanha, 2019). 
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Standard ICS protocols such as Distributed Network Protocol 3 (DNP3), Inter-Control Center 

Communications Protocol (ICCP), and MODBUS are widely used in critical infrastructures (M. 

Beaver et al., 2013). This makes it necessary to take ICS security into consideration while 

designing security solutions for critical infrastructures. However, different vulnerabilities have 

been reported in these protocols, which may be exploited via different attack scenarios 

(Haddadpajouh et al., 2020; M. Beaver et al., 2013; Nassiri et al., 2020). Moreover, there may be 

more vulnerabilities that can be exploited by adversaries before being reported by the research 

community. This raises the need for systematic attack detection frameworks to be used in ICSs. 

Most of the existing attack detection methods operate at the network layer, whereas the new 

generation of cyberattacks target the application layer (Geluvaraj et al., 2019; Karimipour & 

Dinavahi, 2017). Thus, developing application-layer attack detection frameworks is of crucial 

importance to the security of critical infrastructures. The proven efficiency of methods based on 

Artificial Intelligence (AI) in different branches of computation makes it pertinent to investigate 

their application to attack detection in ICSs (Alom et al., 2019; Mohammadi Rouzbahani, 

Karimipour, Rahimnejad, Dehghantanha, & Srivastava, 2020; Tahsien, Karimipour, & Spachos, 

2020). Especially, Deep Learning (DL) and SDL have been successfully used to explore 

solutions for complicated problems in pattern recognition, Natural Language Processing (NLP) 

and speech recognition (Namavar Jahromi et al., 2020; Yousefi, Derakhshan, & Karimipour, 

2020). In fact, the capabilities of DL and SDL in high-level feature extraction from complex 

large-scale data makes them promising choices for cyberattack detection in critical 

infrastructures given the huge amounts of data stored, transmitted and processed by critical 

infrastructures (Diro & Chilamkurti, 2018). Furthermore, DL-based methods have already been 

efficiently used in Intrusion Detection Systems (IDSs) (Mahdavifar & Ghorbani, 2019).  
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In this thesis, we propose and evaluate a systematic SDL-based framework for cyberattack 

detection and attribution in ICSs. Our proposed framework is designed to be capable of handling 

large numbers of features.  

1.2 Problem Statement 

Historical operation data are used in SCADA-based systems to monitor operations and deliver 

services (Hamoud, Chen, & Bradley, 2003). Anomalies in these historical operational data have 

been used in some research works for the purpose of cyberattack detection (Clotet, Moyano, & 

León, 2018; Mozaffari, Karimipour, & Parizi, 2020). However, since large numbers of features 

can be extracted from ICSs, anomaly detection is not the most efficient choice for cyberattack 

detection in ICSs as it is both computation-intensive and storage-intensive (Das, Adepu, & Zhou, 

2020; Karimipour & Leung, 2019). As a more efficient alternative, AI-based approaches have 

been proposed for this purpose.  

For example, Alom, et al. proposed an ML-based approach for Distributed Denial of Service 

(DDoS) attack detection in ICSs (Alom et al., 2019). However, their approach operates in the 

network layer, and does not take into consideration the requirements of attack detection in the 

application layer. As another example, one may refer to the framework presented by Salman, et 

al. for malicious traffic identification in Internet of Things (IoT) environments (HaddadPajouh, 

Dehghantanha, M. Parizi, Aledhari, & Karimipour, 2019; Salman, Elhajj, Chehab, & Kayssi, 

2019). This framework depends on standard classifiers such as Decision Tree and Random 

Forest as well as three kinds of neural networks, namely Recurrent Neural Networks, Residual 

Neural Networks and CNNs. In this research, Random Forest classification was reported as the 

most accurate approach with an accuracy equal to 99.97% and the same amount of precision, 

recall and F1-score. Furthermore, Niu, et al. used fusion features to tackle the problem of 
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malware detection in autonomous driving systems that use x86-based IoT devices (Niu et al., 

2019). They achieved accuracy, recall and F1-score of 94.60%, 94% and 95%, respectively. 

Moreover, Hasan et al. evaluated the performance of different ML algorithms such as Logistic 

Regression, Support Vector Machine (SVM), Decision Tree, Random Forest, and Artificial 

Neural Network (ANN) using their own collected dataset of IoT attacks (Hasan, Islam, Zarif, & 

Hashem, 2019). Their dataset contained 13 features, 356,952 sample attacks, 347,935 normal 

data, 10,017 anomalous data and 8 classes. In this report, Decision Tree, Random Forest, and 

ANN equally led to the highest accuracy of about 99% with precision, recall and F1-score of 

99%. The advantage of this research is the improved attack detection rate (accuracy). The 

authors in this report did not evaluate the performance using supervised models. Mahdavifar and 

Ghorbani took a DL-based approach to thread detection in an industrial cloud of things 

(Mahdavifar & Ghorbani, 2019). They used Deep Belief Networks (DBNs) and ANNs. They 

achieved an accuracy of 99.75% via keeping their approach adaptable to new malware behaviors 

and unlabeled data.  

Furthermore, Al-Hawawreh, et al. proposed a DL-based anomaly detection system (Al-

Hawawreh, Sitnikova, & Moustafa, 2018). They used a Deep Auto Encoder (DAE) for training 

along with a Deep Feed Forward Neural Network (DFNN) for detecting existing and new 

attacks. They tested their models on NSL-KDD and UNSW-NB15 datasets and achieved the best 

accuracy of 98.6% on NSL-KDD. They reported the detection rate and the false positive rate at 

99% and 1.8% respectively. Ponomarev and Atkison used transport layer features to develop a 

network intrusion detection system for ICSs (Mohammadi, Desai, & Karimipour, 2018; 

Ponomarev & Atkison, 2016). They evaluated the accuracy of their system in two different 

scenarios. In the first scenario, the attacker and the engineer are assumed to be on the same 
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network. In the second one, the attacker is on a public network such as internet. They reported 

accuracies of 94.3% and 99.5% for the first scenario and the second one respectively.  

As evidenced by the above discussions, although some AI-based attack detection frameworks 

have exhibited high accuracy scores when applied to SCADA-based systems, they require 

intense computations as they have to handle  huge numbers of features due to the nature of 

SCADA (Mohammadi, Mirvaziri, Ghazizadeh-Ahsaee, & Karimipour, 2019). Thus, improving 

accuracy via developing a feature reduction technique capable of being used by DL-based ICS 

cyberattack detection frameworks is an unaddressed problem – a gap we target in this thesis. 

Moreover, attack attribution in ICS-based critical infrastructures is another unaddressed 

challenge that we are addressing in this thesis. 

1.3 Objectives, Methodology and Contributions 

This thesis proposes ADA-BC, which is an SDL-based framework capable of detecting 

cyberattacks in ICS systems with high accuracy. The proposed framework aims at simultaneous 

improvement of two design objectives, namely accuracy and performance using the following 

components: 

• Firstly, we present a supervised framework for detecting cyberattacks in an ICS-based 

critical infrastructures. We use the capabilities of BoF to achieve higher accuracy. BoF is 

an end-to-end supervised training method that is used to reduce the number of features 

while increasing the accuracy of attack detection. Given the large numbers of features in 

ICS-based critical infrastructures, we are mixing a convolutional layer equipped with 

BoF in order to reduce the number of features with the goal of improving the accuracy 

offered by deep learning agents.  
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• Secondly, we present a gradient boosting algorithm that uses binary decision trees as base 

predictors for attack attribution in ICS-based critical infrastructures. The algorithm 

improves the performance compared to classical algorithms via its permutation-driven 

behavior. Moreover, by reducing the information loss, it increases the accuracy of attack 

attribution.   

ADA-BC is based on SDL as one of its components depends on DL and the other one does not. 

While the first component of our proposed framework offers the best accuracy using a DL-based 

approach, it is most suited to well-known environments, where adequate data is available to train 

the supervised engine. The second component of the framework, which is using a non-DL 

algorithm, is suitable for highly-accurate processing of categorical features (which can take a 

limited number of possible values).  

The major contributions of this thesis are as follows: 

• We make use of BoF in order to apply a supervised end-to-end training on CNN 

structure. The supervised nature of BoF improves the accuracy of CNNs.  

• We make use of a novel algorithm based on CatBoost, which is a new gradient boosting 

library. CatBoost privileges decision tree to deal with categorical features with minimum 

loss which lead to improved accuracy. This can be achieved by calculating Target 

Statistics (TS).   

• As a secondary contribution, we make use of the “Water Tank” dataset for our 

evaluations for the first time. 
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1.4 Research Dataset 

In this research, we use the ICS Cyberattack Dataset Suit collected by Uttam, et al., which is 

widely used by the research community (Adhikari Uttam, Pan Shengyi, Morris Tommy, Borges 

Raymond, & Gao Wei, 2014). This dataset suit consists of three classes of datasets, namely 

Power System Datasets, Gas Pipeline Datasets and Water Tank Datasets. This classification is 

shown in Figure1.1. The dataset classes shown in Figure1.1 are briefly discussed in the following 

subsection. 

 

Figure 1.1: The Datasets used in the Thesis for Evaluation Purposes 

 Gas Pipeline Dataset 

In general, the control system of the gas pipeline includes a closed-loop gas pipeline and an air 

pump. The loop is connected to the pump and leads to flow the air into the pipeline. Moreover, 

there is a pressure sensor to allow pressure visibility on a Human Machine Interface (HMI) 

screen (Turnipseed, 2015).  

Also, there are two schemes used for maintaining the pressure: 

• Pump mode, which helps the pump be on and off to handle the pressure in the pipe at the 

set point.  
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• Solenoid mode, in which a relief valve controlled by a solenoid is opened and closed to 

regulate pressure. 

The above two schemes can be controlled automatically by the system or manually by the 

operator.   

The communication network is the next component of a gas pipeline which contains Modbus 

Remote Terminal Unit (RTU) as communication protocol and contains a header and a payload 

data. In addition, the RTU ladder logic contains three parameters: pressure which is measured in 

Per Square Inch (PSI), pump state, and relief valve state.  

The gas pipeline dataset includes data collected from three major components in the gas pipeline; 

sensors and actuators, the communication network and the supervisory controller, which can 

operate in one of the following three modes; automatic, manual or off. These data reflect 97019 

sample normal events in addition to cyberattack events classified into the following seven classes 

and subclasses.   

• The first class consists of respond injection attacks, which can manipulate the responses 

between clients and servers. This causes false system alerts. This class of attacks includes the 

following two types.   

▫ Naïve Malicious Response Injection (NMRI): Attacks of this type have the ability to 

inject or change response packets in a network. However, they are unable to gain 

information about the monitoring and control of the system.   

▫ Complex Malicious Response Injection (CMRI): These attacks are able to cover the 

real process state and maliciously affect the feedback control loops. CMRI attacks are 

designed to resemble normal events.   
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• The second class includes command injection attacks, which change the system’s behavior 

by injecting false control and configuration commands. These attacks cause the system to 

lose the control of the process and device communications. Command injection attacks can 

be divided into the following three types.   

▫ Malicious State Command Injection (MSCI): This type of attack alters the state of the 

process control system from “safe” to “critical”. MSCI attacks inject malicious 

commands to remote field devices.  

▫ Malicious Parameter Command Injection (MPCI): These attacks manipulate 

Programmable Logic Controller (PLC) field device setpoints. For instance, MPCI can 

change the H and L setpoints in water storage tanks, which causes the liquid level alarms 

to be disabled simultaneously.  

▫ Malicious Function Code Injection (MFCI): MFCI attacks change the functionality of 

built-in protocols. For instance, MFCI can force a MODBUS server to ignore 

communications received via the network.  

• The third class includes the following two types of non-injecting attacks. 

▫ Denial of Service (DOS): These attacks aim at over utilizing system resources in order to 

degrade or stop normal services. For instance, a DoS attack may impose a huge number 

of MODBUS packets with fake payloads in order to occupy the network bandwidth.  

▫ Reconnaissance (Recon): The goal of a Recon attack is to collect information that helps 

identify the network architecture or device structures. This information gathering can 

pave the way for further attacks. 

Table 1.1 shows the aforementioned events along with the ID assigned to each of them. 
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Table 1.1:  Gas Pipeline Events and Their Numeric Codes 

Type of Attacks Abbreviation 

Normal 
Normal (0) 

Naïve Malicious Response Injection NMRI (1) 

Complex Malicious Response  

Injection 

CMRI (2) 

Malicious State Command Injection MSCI (3) 

Malicious Parameter Command Injection MPCI (4) 

Malicious Function Code Injection MFCI (5) 

Denial of Service DOS (6) 

Reconnaissance Recon (7) 

 Water Tank Dataset 

The control system of a water storage tank is similar to that of an oil storage tank in the 

petrochemical industry, where oil is pumped to the oil storage tank after arriving on ships. In 

general, oil reaches from the sea and pumps to oil storage tanks. The control system also 

monitors oil inventory and dispatches oil to the refinery.  

Similarly a water storage tank control system a primary tank, a secondary tank, a pump to 

transfer water from the secondary tank to the primary tank, and a smart sensor for sensing and 

recording the level of water in the primary tank as a percentage of total capacity. Moreover, there 

are 4 setpoints registers, namely high (H), low (L), high alarm setpoint (HH), and below the low 

alarm setpoint (LL) in the water tank RTU ladder logic and it also has three output: pump state, 

water level and alarm state. An operator can remotely control the water storage tank, and monitor 

it via an HMI system and display screen.  The system can operate in two different control modes; 

automatic mode and manual mode.  

 The data in the Water Tank dataset represent 236180 different cyberattacks of 8 different types 

similar to the case of Gas Pipeline dataset.  
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 Power System Dataset 

Figure 1.2 demonstrates the architecture of a typical industrial power distribution control system. 

In the architecture of Figure 1.2, G1 and G2 are power generators, BR1 through BR4 are 

breakers, L1 is the transmission line between BR1 and BR2, and L2 is the transmission line 

between BR3 and BR4. 

In this figure, Intelligent Electronic Devices (IEDs) are represented by R1 to R4. They serve to 

switching the breakers on or off. In addition, IEDs may send information to the control room 

through a substation switch and a router.  

 

Figure 1.2: The Architecture of a Typical Industrial Power Distribution Control System (Courtesy to (Borges 

Hink et al., 2014)) 

In the architecture of Figure 1.2, there are four synchrophpasors or Phasor Measurement Units 

(PMUs): voltage phasor, current phasor, frequency phasor and sequence phasor. In this 

architecture, control panel logs, snort logs and relay logs contain additional data, which can be 

considered as features as well. The dataset contains two normal events and three attack events. 

The normal events are as follows: 

1. Short circuit fault events, which can reflect a short circuit in any point in a power-line.  

L1 L2 
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2. Line maintenance events, which indicate that a power line should be kept out of service 

by the operators during maintenance.   

Figure 1.3 shows the different types included by this dataset. There are three main attacks in this 

dataset along with their sub-attacks as explained below. 

1. Data Injection: These attacks transmit data in a way that it can be interpreted as a part of 

a command or a query by the receiver. In the Power System dataset, this type includes 

only a single sub-type explained below.  

• SLG (Single Line to Ground) Fault Reply: These attacks try to create a blackout via 

altering system measurements and sending an illicit trip command from a 

compromised computer to relays at the ends of the transmission line in order to 

imitate a valid fault. The fault can happen on L1 or L2 based on Figure 1.2. 

2. Remote Tripping Command Injection: This attack can send command to a relay and 

causes a breaker to open.  

• Command Injection against single relay: An attacker can send relay trip command at 

the end of two transmission lines to open one relay. Based on Figure1.2, the relays 

can be each of R1, R2, R3 or R4.  

• Command Injection against two relays: This attack is exactly like single relay with a 

little difference which is that the command can open two relays remotely. The relays 

can be R1 and R2, or, R3 and R4 based on the Figure 1.2 

3. Relay Setting Change: These types of attacks by changing configurable settings can 

control relays. Relay operations can disable via certain settings. This class of attacks 
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changes relay settings to disable relay operation such that the relay will not trip for valid 

commands or faults.  

• Disable relay function - single relay disabled & fault: One relay, R1, R2, R3 or R4 

will disable if a fault happens on the line connected to that relay.   

• Disable relay function - two relay disabled & fault: Two relays of R1, R2, R3 or R4 

will disable if a fault happens on the line connected to those relays. 

• Disable relay function - two relay disabled & line maintenance: Two relays of R1, 

R2, R3 or R4 will disable during a maintenance event on a line connected to that 

relay. 
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Figure 1.3: Attack event scenarios 
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Power system dataset consists of 15 sub-datasets with the two main class of events: 

• Binary class events that contain 37 different scenarios including normal and attack events 

with nine and 28 labels, respectively.  

• Multi-class events that contain 37 different scenarios including normal, natural and attack 

events with their own class labels.  

Table 1.2 summarizes the distribution of instances in the 15 SCADA sub-datasets. 

Table 1.2: Distribution of datasets 

Datasets Number of cyberattacks 

samples 

Sub-dataset1 4966 

Sub-dataset2 5096 

Sub-dataset3 5415 

Sub-dataset4 5202 

Sub-dataset5 5161 

Sub-dataset6 4967 

Sub-dataset7 5236 

Sub-dataset8 5315 

Sub-dataset9 5340 

Sub-dataset10 5569 

Sub-dataset11 5251 

Sub-dataset12 5224 

Sub-dataset13 5271 

Sub-dataset14 5115 

Sub-dataset15 5276 
 

1.5 Evaluation Methodology 

The confusion matrix is commonly used for evaluating machine learning methods. It is a table 

that describes the performance of a machine learning agent tested against the known true values. 

A confusion matrix provides a broad view of prediction results on a classification problem 
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(Dovom et al., 2019). The parameters of the confusion matrix are listed below with mapping to 

this study: 

TP = True Positive, means that normal events classified as normal events 

TN = True Negative, means that attacks detected as an attack  

FP = False Positive, means that attacks detected as a normal event 

FN = False Negative, means that normal events classified as attack 

Accuracy = 
𝑇𝑃+𝑇𝑁

𝑇𝑃+𝑇𝑁+𝐹𝑃+𝐹𝑁
 , which reflects how methods could detect events accurately, if the 

event is attack or normal event.   

Precision = 
𝑇𝑃

𝑇𝑃+𝐹𝑃
 , shows the ability of machine learning agent to identify the relevant data 

point. It means that it selects the portion of data which are relevant to a category. In the cyber 

context, it is a ratio of predicting cyberattacks that are correctly labeled as attack.  

Recall = 
𝑇𝑃

𝑇𝑃+𝐹𝑁
 , is the ability for finding all relevant data in a dataset. In the cybersecurity, it is a 

ratio of cyberattack samples that are correctly predicted.   

F1-score = 2 * 
𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛∗𝑅𝑒𝑐𝑎𝑙𝑙

𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛+𝑅𝑒𝑐𝑎𝑙𝑙
, is the harmonic of precision and recall. The F1-score tries to give 

equal weight to precision and recall. False positive and false negative are also taken into account.  

These measurements are used to identify if objectives of the study are met.  

1.6 Significance of the Study 

Most of the existing research works focus on detecting OT attacks at the network layer. Although 

there were a few studies attempting at identifying OT attacks at the device level, this thesis 

provides a solution for handling lots of features along with detecting events, cyberattack or 

normal events, on the system. In addition, feature reduction can help to gain results in a shorter 

time period, which means detecting an OT cyberattack more quickly. We also use the dataset 
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without time data. The dataset is collected without any limitation of time series that attacks 

happened in ICS. Moreover, once an attack is detected, it can help the incident response team to 

act immediately to mitigate the threat. For instance, upon attack attribution, the incident response 

team can track it and find the related campaign or the group responsible. Thus, they can provide 

a solution to defend and prevent catastrophic impact such as data breach or financial loss.   

Based on Public Safety Canada “Canada’s economic stability and national security depend on 

resilient critical infrastructure, such as banking, communications, and transportation”. Critical 

infrastructure in Canada is providing safe food, reliable energy, fuel required for domestic use, 

clean water and other necessary services for daily usage (Government of Canada, 2018). 

Consequently, by implementing this research, it can have a significant impact on providing a 

secure environment in critical infrastructure such as power systems, gas pipeline, oil 

transportation and so on. For instance, Toronto Hydro, Hydro Quebec, Alectra, Alliance 

Pipeline, ATCO, Trans-Northern pipeline, Imperial Oil, etc. can use this research in their 

companies. 

1.7 Scope and Limitations 

The contributions of this study are much more visible and valuable if the number of features used 

for attack detection is 200 or more. The proposed framework may not be efficient when 

operating on a lower number of features. In addition, our framework is expected to operate 

efficiently on about 250,000 records, which is notable in an academic, setting but not in an 

industrial setting. The application of this method requires extra care. Furthermore, the proposed 

framework was only tested on the power system, water tank and gas pipeline cyberattack 

datasets. Thus, the results reported in this thesis cannot be extended to other environments. 



 

 

 20 

Lastly, the experimented (raw) data is different from computing data. Frequency, voltage and 

current of a system which are collected by sensors are examples of our data. 

1.8 Dissertation Organization 

The rest of this dissertation is organized as follows. Chapter 2 presents some necessary 

background information regarding ICS architecture as well as machine learning and deep 

learning models. Moreover, chapter 2 presents a review on related works in order to highlight the 

research gap that we are going to cover in this thesis.  

Chapter 3 presents our proposed attack detection and attribution framework. Chapter 4 discusses 

the evaluation methodology and presents the experimental results. Chapter 4 also concludes the 

dissertation and suggests future works. 
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Chapter 2  

Background and Related Works  
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2 Background  

This chapter defines and discusses some basic concepts including different types of ICSs and 

their components as well as ML and DL. Moreover, relevant research works are reviewed in this 

chapter in order to highlight the research gap to be covered in this thesis. The discussions 

presented in this chapter clarify our experimental methodology and results.  

2.1 What is ICS? 

ICS collectively refers to a set of integrated devices and infrastructures such as sensors, 

controllers and industrial networks used to control industrial machinery and plants. ICSs 

especially underpin critical infrastructures in different sectors such as energy, agriculture, 

transportation and so on (Namvar Jahromi, Sakhnini, Karimpour, & Dehghantanha, 2019).  

2.2 Common ICS Architectures 

There are two popular architectures in ICS which are used frequently. SCADA is an architecture 

commonly used in the design of ICSs independently or in combination with Distributed Control 

Systems (DCS). These two architectures are elaborated below. 

 SCADA 

A SCADA-based ICS may use geographically-distributed Programmable Logic Controllers 

(PLCs) for remote monitoring and control field sites, machinery and devices such as sensors, 

valves and alarms. SCADA is widely used in gas pipeline monitoring, water treatment and 

distribution, power transmission and distribution, etc. Figure 2.1 shows the architecture of a 

typical SCADA-based ICS. 
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Figure 2.1: The Architecture of a Typical SCADA-Based ICS (Source: Trend Micro Group, n.d.) 

 Distributed Control System (DCS) 

DCSs are commonly used in production lines. In a DCS, a control program analyses the data 

collected from input devices such as sensors, and sends control commands to output devices such 

as actuators accordingly. Moreover, the input data may be stored for future references and 

simple/complex control purposes.  

DCSs make use of centralized supervisory control loops to manage local controllers or devices, 

which helps industries manage operation and production. Moreover, the distributed architecture 



 

 

 24 

of DCS decreases the impact of single local fault on the function of a whole system. Oil 

refineries, water and wastewater treatment centers, chemical manufacturing plants and electric 

power systems are prominent industries controlled by DCSs components of an ICS 

2.3 Components of an ICS 

The domain of an ICS can vary from a single PLC controlling a motor to a more complicated 

ICS controlling a utility company’s power generation plant or an even more complicated ICS 

that controls a nation’s power transmission system (Sullivan, Luiijf, & Colbert, 2016). A very 

simple ICS can consist only of a single component while a more sophisticated ICS may be 

constructed of numerous devices connected over a Wide Area Network (WAN). The 

fundamental components of a typical ICS are discussed in the following.  

• IT and OT: The set of software and hardware modules that control, manage and monitor 

physical devices in an ICS are referred to as the OT. The responsibility of OT can vary 

based on the industry. With the support of IT, the OTs can provide ICSs with visibility in 

the supply chain, which covers the operation process as well as critical assets. It is 

obvious that a proper view of the supply chain helps companies to remain competitive. 

Although the integration of OT and IT can help a company be more competitive, it may 

make the company more enticing as a target for cybercriminals (Trend Micro Group, 

n.d.) 

• Remote Terminal Unit (RTU): It is a microprocessor that controls devices in the field. 

RTUs are capable of receiving commands from and sending information to Master 

Terminal Units (MTU). There are two common types of RTUs; station RTUs and fields 

RTUs. Field RTUs receive input data from field devices and perform the programed 

logic. Being installed in remote sites, station RTUs receive data from field RTUs. 
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• PLC: PLCs are used in both DCS and SCADA for local process management. In a 

SCADA-based ICS, PLCs function like RTUs. DCS uses PLCs as local controllers with a 

supervisory control scheme. PLCs can play the role of primary controllers in smaller 

control systems (Darbandi et al., 2020).   

• Control Loop: Signals received from different sensors, control valves and switches are 

analyzed by the control loop. There are three basic components in a control loop; input 

(which are sensors), control (which is PLC), and output (which are actuators) (Trend 

Micro Group, n.d.).  

• Human Machine Interface (HMI): An application of Graphic User Interface (GUI) 

converts human interaction to the control hardware. On the other word, HMI tries to 

connect an operator to the controller in ICS. It also shows the status of the devices in 

terms of data collection in the ICS environment. Configuring and monitoring setpoints, 

adjust parameters are done by HMI (Trend Micro Group, n.d.).  

• Intelligent Electronic Device (IED): IED is an intelligent ICS controller that utility 

enterprises deploy to boost automation and information flow to their networks. It usually 

comes in the form of a device equipped with a microprocessor that communicates with 

other devices based on industrial protocols. It serves to automatic local control.  

• Data Historian: It is a centralized database that logs process information used for 

process analysis, statistical process control and enterprise level planning (Trend Micro 

Group, n.d.). Data historian can be run on a desktop workstation or a server equipped 

with an operating system like Linux.  
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2.4 Background information about ML and DL models  

Improving functionality and productivity of the systems in the ICS environment, – especially 

critical infrastructures - by using state-of-the-art software and hardware technology, may have 

cause several unidentified security vulnerabilities. The integration of the OT with IT adds to the 

attack surface (Gilbert & Schultz, 2011). This raises the need for cyberattack detection, which is 

a computation-intensive process. ML and DL are considered by the research community as 

promising solutions for cyberattack detection due to their efficiency in computation-intensive 

processes (Liu & Lang, 2019). In the following, we briefly introduce ML and DL as well as 

some ML-based and DL-based techniques commonly used for intrusion detection.  

 Machine Learning  

The term “machine learning” was first coined in 1959 (Press, 2016). ML is a branch of AI 

aiming at providing systems with the ability to automatically learn and improve from experience 

without being explicitly programmed. ML depends on efficient algorithms for the development 

of computer programs that can use recorded data for learning purposes. ML algorithms create a 

mathematical model based on the input data known as the training data. The output of learning 

data can be used to make an estimation or a decision. ML techniques are finding their 

applications in a variety of areas such as email filtering, computer vision, voice recognition, etc. 

Furthermore, organizations and businesses are taking advantage of ML to make better decisions 

in critical situations (Meng, Jing, Yan, & Pedrycz, 2020).  

ML is used in a variety of critical infrastructures for cyber security purposes such as intrusion 

detection, malware detection and threat detection. Some models and methods of ML which are 

popular in attack detection solutions are described in this section.  



 

 

 27 

• ANN:  The idea behind ANN is related to how a human brain works with billions of 

interconnected cells called neurons. Figure 2.2 establishes an analogy between ANN and 

the human brain. The neurons carry input and output information to and from the brain 

respectively. An ANN is constructed of an input layer, a number of hidden layers, and an 

output layer all consisting of neuron nodes. The set of neurons in each layer are fully 

connected to the neurons in adjacent layers (Liu & Lang, 2019). Despite their time-

consuming training phases, ANNs are considered as efficient solutions in computation 

problems involving nonlinear functions.  

 

Figure 2.2: Similarity of ANN to human brain 

• Support Vector Machine (SVM): The goal of SVM is mapping samples into separate 

categories with a distinguishable gap between them. After this mapping, every new 

record can be mapped to the closest category. SVM is highly recommended for small-

scale training sets. While kernel-based methods are more efficient in classifying 

nonlinear separable datasets, SVM can be efficiently applied on linear separable datasets 

(Liu & Lang, 2019). Figure 2.3 shows how SVM works. 
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Figure 2.3: SVM architecture 

• K-Nearest Neighbor (KNN): KNN classifies samples into separate proximities on the 

basis of their similarities in a way that neighbor samples belong to the same proximity 

with a high probability (Liu & Lang, 2019). KNN is used for regression in addition to 

classification. In KNN, a new sample is classified via a majority vote of its neighbors in a 

way that the sample is assigned to the class most common among its K nearest neighbors 

according to a predefined distance function. The performance of KNN depends on the 

parameter K, which is a positive integer. Figure 2.4 shows how KNN works.   

 

Figure 2.4: KNN architecture 

• Naïve Bayes (NB): The idea of Naïve Bayes is based on Bayes’ Theorem with 

hypothesis of attribute independence along with conditional probability. In the Naïve 
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Bayes classifier, features should be mutually unrelated. This model is useful for large 

datasets as it is easy to build. The optimal result is achieved when the hypothesis of 

attribution independency is satisfied. On the other hand, since Naïve Bayes does not 

perform well on attribute-related data, it is difficult to satisfy the hypothesis in the real 

world.  

•  Error! Reference source not found. shows how Bayes’ theorem calculates the 

posterior probability 𝑃(𝑐|𝑥) from 𝑃(𝑐), 𝑃(𝑥) and 𝑃(𝑥|𝑐).    

𝑃(𝑐|𝑥) =
𝑃(𝑥|𝑐)𝑃(𝑐)

𝑃(𝑥)
 

Equation 2.1 

Where c is class variable and x is a dependent feature vector: 

 

𝑋 = (𝑥1, 𝑥2, 𝑥3, … , 𝑥𝑛)  

Calculating the classifier, it has to find the probability of given set of inputs for all 

possible set of values of the class, and the max probability of inputs would be selected. 

Equation 2.2 shows the calculations.   

𝑐 = arg 𝑚𝑎𝑥𝑦𝑃(𝑐) ∏ 𝑃(𝑥𝑖|𝑐)

𝑛

𝑖=1

 

Equation 2.2  

 

• Decision tree: It is a basic classifier aiming at classifying data according to a set of rules. 

This classifier can split the data based on a certain parameter continuously  (Liu & Lang, 

2019). The tree consists of two classes of components; decision nodes and leaves. 

Decision nodes split the data, and leaves contain the final outcomes. The diagram of a 

typical decision tree is shown in Figure 2.5. In a decision tree, the learning process 

consists of three steps; feature selection, tree making and tree pruning. Each decision 
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node is related to a feature. When the algorithm reaches a decision node, it decides the 

next node on the basis of the related feature. Moreover, there are some other methods 

such as random forest and eXtreme Gradient boosting (XGBoot) that depend on several 

decision trees.  

 

Figure 2.5: Decision tree diagram 

• Gradient Boosting: It is an ML-based classifier which generate a prediction model. 

Gradient boosting is used for regression in addition to classification. The idea behind 

gradient boosting is creating a strong learner via combining weak learners (Wikipedia, 

2020). Figure 2.6 shows how gradient boosting works.  

 

Figure 2.6: The Schema of a Gradient Boosting Classifier 

• Logistic Regression (LR): LR tries to model a binary dependent variable in using a 

parametric logistic function (Liu & Lang, 2019). LR is utilized for modeling vents with 
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binary outcomes such as absent/present, pass/fail, etc. Although LR performs well in 

training, it exhibits some weaknesses with nonlinear data.  

• K-means: It is widely used as a clustering algorithm, where the number of output 

clusters is equal to K. K-means utilizes a distance function for measuring similarity as a 

criterion. Nearby objects are likely to fall into the same cluster. K-means can adapt to 

linear data as well. It can be considered as a method for solving the expectation 

maximization problem (Liu & Lang, 2019).  Figure 2.7 shows the output of a sample K-

means clustering algorithm.  

 

Figure 2.7: The output of a sample K-Means Clustering Algorithm 

  Deep learning 

DL is a branch of ML that focuses on designing networks capable of supervised and 

unsupervised learning from structured and unstructured data. The word “deep” has its root in the 

existence of several layers in DL networks. In a DL network, each layer learns to transform its 

input data into a slightly more abstract and composite representation in its output (Boulemtafes, 

Derhab, & Challal, 2020). DL is used in different areas such as big data analytics, pattern 
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recognition, NLP, intrusion detection or even medical predictions. The following DL-based 

models are commonly used in cyber security applications such as intrusion detection. 

CNN: CNN consists of convolutional layers for extracting features and pooling layers for 

enhancing the feature generalizability. The idea of CNN is based on the human visual system 

(HVS). That is why it has gained significant achievement in the computer vision field. CNN can 

be considered as a regularized multilayer perception (fully connected network). Figure 2.8 shows 

a simple CNN structure.  

 

Figure 2.8: A Simple CNN structure (Courtesy to (Liu & Lang, 2019)) 

Restricted Boltzmann Machine (RBM): It is a randomized neural network wherein each unit 

follows the Boltzmann distribution. An RBM consists of a visible layer and a hidden layer. In an 

RBM, the neurons in the hidden layer are fully connected to those in the visible layer. However, 

the neurons in the same layer are not connected to each other. Moreover, there is no notion of 

forward or backward direction. Thus, edges have identical weights in both directions. RBM is 

commonly used for feature extraction and denoising. Figure 2.9 shows the structure of an RBM. 



 

 

 33 

 

Figure 2.9: The Structure of an RBM (Courtesy to (Liu & Lang, 2019)) 

Deep Belief Network (DBN): It is a generative graphical model consisting of multiple hidden 

layers. In the other words, a number of RBM layers along with a softmax classification layer 

forms a DBN. Both supervised and unsupervised techniques are used in DBN. For instance, in 

training the DBN, unsupervised pre-training and supervised fine-tuning are incorporated. DBN 

can be useful for feature extraction and classification as well. Figure 2.10 shows the structure of 

a DBN. 

 

Figure 2.10: The Structure of a DBN (Courtesy to(Liu & Lang, 2019)) 

Recurrent Neural Network (RNN): The idea behind an RNN is designed as a network for 

processing sequential data with nodes connected in the form of a directed graph. As an 

application for RNN, one may refer to NLP. RNNs can process only input sequences of limited 

lengths. Moreover, they may not perform well on vanishing or exploding gradients as they need 
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both current and previous states in order to achieve contextual information. Figure 2.11 shows 

the structure of an RNN.  

 

Figure 2.11: The Structure of an RNN (Courtesy to (Liu & Lang, 2019)) 

Autoencoder: It is used to efficiently learn an encoding for a dataset via training the network to 

ignore the noise. Autoencoders are commonly used for dimensional reduction. An autoencoder 

consists of two components; an encoder for feature extraction, and a decoder for rebuilding the 

extracted data. Denoising autoencoders and sparse autoencoders are widely used in different 

applications. Figure 2.12 shows the autoencoder model.  

 

Figure 2.12: The Structure of an Autoencoder (Courtesy to  (Liu & Lang, 2019)) 
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2.5  Related Works  

This section presents a review on existing research works focusing on attack detection in ICSs. 

These research works are divided into three different categories. The first category consists of 

papers that present approaches not based on ML or DL. The next two categories consist of 

research works proposing approaches based on ML and DL respectively.  

 Approaches without the support of ML or DL 

Anomaly detection is the most common solution for detecting cyberattacks (Carcano et al., 2011; 

Pan, Morris, & Adhikari, 2015b). However, there are some other approaches. For example, 

Carcano et al. proposed a method for intrusion detection in SCADA systems based on 

monitoring critical states related to dangerous or unwanted events assuming that cyberattacks 

always cause transitions from safe states to critical ones (Carcano et al., 2011). Due to the 

limited number of critical states, their method could predict attacks via tracing changes leading 

to critical states. Likewise, Pan et al. used the mining sequential patterns technique to detect 

distortions in system activities caused by cyberattacks in a critical infrastructure (Pan, Morris, & 

Adhikari, 2015a).  In addition to detecting abnormal behaviors, continuous monitoring of normal 

patterns can be used to detect cyberattacks (Mitchell & Chen, 2013). For instance, Cheung et al. 

developed three methods based on monitoring the normal behavior of Modbus over TCP data in 

SCADA networks for the purpose of attack detection (Cheung et al., 2006). The first method 

depends on identifying the behavior of devices based on monitoring changes in the Modbus 

packets headers. The second model is based on detecting changes in the communication pattern, 

and the last method depends on identifying changes in the server or the service. The authors 

argued that their model has the potential to detect unknown attacks. Friedberg et al. proposed a 
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white-listing approach for ICS attack detection  (Friedberg, Skopik, Settanni, & Fiedler, 2015; 

Skopik, Friedberg, & Fiedler, 2014).   

 ML-based approaches 

The aforementioned rule-based anomaly detection techniques usually rely on humans to convert 

knowledge into machine rules. ML approaches can automatically create rules from previous 

samples without any human intervention. In other words, ML-based methods have the ability to 

learn patterns automatically from past examples and build self-evolving models. In this 

subsection, we study ML-based approaches for attack detection. Some of these approaches 

utilize available data to make a normal behavior profile, and then detect attacks via identifying 

anomalies. For instance, one may refer to Support Vector Data Description (SVDD), which is a 

one-class classification technique or Kernel Principal Component Analysis (KPCA) proposed by 

Nader et al. for attack detection in SCADA systems (Nader, Honeine, & Beauseroy, 2014). 

Moreover, statistical Bayesian networks have been used by Bigham et al. to decrease the false 

positive rate by using n-grams and invariant induction in order to improve the accuracy of 

intrusion detection in SCADA systems, (Bigham, Gamez, & Lu, 2003).  

Beaver et al. implemented six classification algorithms including NB, random forest, J48 (an 

implementation of the C4.5 decision tree), SVM and Nearest-neighbor (NNge) for showing 

viability of ML in detection of cyberattacks in gas pipelines (M. Beaver et al., 2013). The 

precision and recall were reported for binary class and multiclass datasets for the detection of 

data injection and command injection attacks (Beaver, Borges-Hink, & Buckner, 2013). 

Similarly, Borges et al. utilized random forest, SVM, NB, NNge, Incremental Reduced Error 

Pruning (JRipper), Adaptive boosting (Adaboost), and OneR (a simple classification method 

which chose the best feature based on evaluating each feature’s optimum rule) to identify 
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disturbances caused by cyberattacks in a power system (Borges Hink et al., 2014). A 

combination of Adaboost and JRip improved accuracy from 75% to 90% in multiclass, 87% to 

94% in three class and binary class datasets compared to other classifications algorithms/models. 

Furthermore, One-Class SVM (OCSVM) technique was used to identify malicious packets in 

ICS networks with precision, recall and F1-score of 99.74%, 99.60% and 100%, respectively 

(Schuster, Paul, Rietz, & Koenig, 2015). Terai et al. developed a discriminant machine learning 

model based on SVM to differentiate between a normal event and an attack event on a 

laboratorial fluid system (Terai, Abe, Kojima, Takano, & Koshijima, 2017). They reported the 

precision, recall and F1-Score of their method equal to 95%, 97& and 96%, respectively.  

In addition to the aforementioned approaches, Non-nested generalized exemplars (NNGE) data 

mining algorithm as well as State Extraction Method (STEM) preprocessing have been used by 

other researchers for cyberattack detection (Adhikari, Morris, & Pan, 2018).  Adhikari et al. 

tested their model (NNGE + STEM) on the power system dataset and claimed that it can be 

considered as an efficient classifier for cyberattack detection. They reported the accuracy, 

precision, recall and F1-score of their model equal to 98%, 97%, 97% and 97%, respectively for 

binary class datasets. They showed that their model can improve performance via reducing 

memory usage. In addition, Meshram et al., provided a road map for identifying solutions to 

anomaly detection in industrial networks (Meshram & Haas, 2017). They used an application 

called ADIN, which uses ML algorithms to decrease the error rates in diverse network traffic.  

The research reported by Mantere et al. demonstrates some parts of ICS traffic are useless for 

network monitoring (Mantere, Sailio, & Noponen, 2013). The study tried to analyze a set of 

features which could be utilized for anomaly detection through ML in ICSs. The selected 

features were throughput, IP address, average packet size, timing, flow duration, payload form, 
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payload data, MAC, network protocol and protocol settings. The network traffic is captured via 

running a live industrial control network. The traffic consisted of control data and the data flow 

between control network and office network. Their work was also limited to considering IP 

address tracing which it means they targeted IP traffic anomaly detection. In another study, 

Mantere et al. focused more on ICS general network challenges (Mantere, Uusitalo, Sailio, & 

Noponen, 2012). Moreover, Sommer et al. considered challenges and corresponding guidelines 

based on ML for anomaly detection in a network circumstance (Sommer & Paxson, 2010).  

Table 2.1 provides a short glance of ML implementations in ICS for attack detection approaches. 

If several models were used, the best result is reported with a bold font in the table.  

Table 2.1: ML approaches in ICS attack detection – Best results are reported as bold 

Paper Dataset ML Technique Accuracy Precision Recall F1-Score 

Beaver et al., 

2013 

Gas 

pipeline in 

RTU 

transactions 

NB, Random 

Forest, J48, 

SVM, NNge 

- Random 

Forest, 

80%  

NNge, 

80% 

- 

Borges Hink 

et al., 2014 

Power 

System 

random forest, 

SVM, NB, 

NNge, JRipper, 

Adaboost and 

OneR 

94% 93% 93% 95% 

(Schuster et 

al., 2015) 

Network 

segments 

of ICS  

OCSVM - 99.74%,  99.60% 100 
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Goh, Adepu, 

Tan, & Lee, 

2017 

Laboratoria

l fluid 

system 

SVM - 95% 97% 96% 

Adhikari et 

al., 2018 

Power 

system 

NNGE + STEM  98% 97% 97% 97% 

 DL-based approaches 

In the past few years some researchers have been building deep learning methods for attack 

detection in ICS. In this section, we discuss these efforts. In 2019, Vinayakumar, et al., 

developed DNN for improving cyberattack detection along with classifying network attacks 

efficiently. The output of DNN represented that there was a potential of high dimensional feature 

in IDS data (Vinayakumar et al., 2019). This study used several datasets for its experiments such 

as KDDCup 99, NSL-KDD, UNSW-NB15, Kyoto, WSN-DS, and CICIDS 2017. The best 

accuracy was achieved for WSN-DS with 99.20% and the best precision was for KDDCup 99, 

99.9%. Recall and F1-Score were the highest for CICIDS 2017 with 97.9% and KDDCup 99 

with 95.5%, respectively. Another deep learning intrusion detection study has been done by 

Khan et al., which was based on CNN (R. U. Khan, Zhang, Alazab, & Kumar, 2019). The 

proposed model could extract features effectively and use those for classification. CNN with 

softmax algorithm were used in this study. Another deep learning application has been done via 

unsupervised feature learning and using sparse autoencoder in (Niyaz, Sun, Javaid, & Alam, 

2015). They applied their idea to labelled datasets to classify attack and normal events. 

Moreover, autoencoder was used in (Sakurada & Yairi, 2014) for anomaly detection of network 

profile. Nonlinear feature reduction has also been utilized in their work.  
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Some researchers have focused on using DL models for cyberattack detection in critical 

infrastructures. Water system is one of the critical infrastructures which Inoue et al., applied 

DNN for their experiments. The model could decrease false positive alarm on Secure Water 

Treatment Testbed (SWaT) data set (Inoue, Yamagata, Chen, Poskitt, & Sun, 2017). Moreover, 

Goh et al., proposed Long Short Term Memory (LSTM) and RNN methods for anomaly 

detection. This method could find the sensors which were compromised on the SWaT data set 

(Goh, Adepu, Tan, & Lee, 2017). Furthermore, one-layer CNN applied to attack detection in 

multivariant time series data (Kravchik & Shabtai, 2018). The proposed CNN implemented on 

Swat datasets which caused a reduction in F1-score in their research. Another anomaly detection 

method was proposed in (Kim, Yun, & Kim, 2020) which used sequence to sequence NN for 

training and prediction ICS operational data. The model used supervised way to learn normal 

data, then estimated future value. Kim et al., choose SWaT dataset for their experiments. 

Graphical model based method which was called Time Automata and Bayesian netwORk 

(TABOR)  considered in (Lin, Adepu, Verwer, Mathur, & Adepu, 2018). Lin et al., also utilizes 

Baysian networks for identifying dependencies between sensors and actuators. Furthermore, a 

methodology for creating anomaly detection dataset has been applied in (Gómez et al., 2019). 

They performed different steps to develop their idea: attack selection, feature selection, traffic 

capture and, attack deployment. In addition, several machine learning and deep learning 

classifiers were used to evaluate its performance. They claimed that Random Forest, SVM and 

Neural Networks had better precision and recall in creating Electra dataset. Moreover, Erba et 

al., discussed two types of real-time attack on deep learning based abnormal behaviors in ICS 

(Erba et al., 2019).  They created black and white box which had an autoencoder or CNN to 

modify malicious data to normal data in real time. Moreover, an optimizer with a detection 
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oracle was used in this study. BATADAL dataset (Taormina et al., 2018) was used for their 

experiments. In addition, a signature-based approach developed by Feng et al., research along 

with using LSTM for detecting unseen attacks (Feng, Li, & Chana, 2017). Feng et al., tested a 

combination of Bloom filter and LSTM on gas pipeline SCADA system which was one of the 

large datasets in ICS. Moreover, Feng et al., did another research in the same year which 

represented a deep learning framework to generate a model for building malicious sensor 

measurement along with discriminator model to substitute anomaly detector. GAN and LSTM 

were used in this study and the model was tested against a gas pipeline dataset (Feng, Li, Zhu, & 

Chana, 2017). Table 2.2 summarizes the literature review presented in this subsection. As seen in 

the table, most of the researches used the SWaT dataset for their experiment and some of them 

choose the Gas pipeline dataset. There is no DL implementation for power system and Water 

tank storage dataset yet.  

Table 2.2 Comprehensive view of implementing different DL model for attack detection 

Paper Dataset DL technique Accuracy Precision Recall F1-Score Other 

metrics/

measure

ment 

(R. U. Khan, 

Zhang, 

Alazab, & 

Kumar, 2019) 

KDD99 CNN 99.23%  - - - - 

Niyaz, Sun, 

Javaid, & 

NSL-KDD Sparse 

autoencoder 

88.39 85.44% 95.95% 90.4%  
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Alam, 2015 

Inoue, 

Yamagata, 

Chen, Poskitt, 

& Sun, 2017 

SWaT DNN - 98.29 67.84% 80.28  

Goh, Adepu, 

Tan, & Lee, 

2017 

SWaT LSTM+RNN - - - - Cumulati

ve Sum 

Kravchik & 

Shabtai, 2018 

SWaT CNN - 100 85.29 92.06 ROC 

Kim, Yun, & 

Kim, 2020 

SWaT RNN - - - - False 

positive/ 

False 

negative 

Lin, Adepu, 

Verwer, 

Mathur, & 

Adepu, 2018 

SWaT Graphical 

model based 

with BN 

- 86.17 78.80 82.32  

Gómez et al., 

2019 

Electra DNN - 94.16 100 96.99  

Erba et al., 

2019 

BATADAL Autoencoder 

+ CNN 

60 - - -  

Feng, Li, & Gas Bloom filter 92 94 78 85  
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Chana, 2017 pipeline and LSTM 

Feng, Li, Zhu, 

& Chana, 

2017 

SWaT LSTM - - - - Cumulati

ve Sum 

 

2.6 Summary 

This chapter presented some basic concepts. In this chapter we first introduced ICSs, and studied 

their architectures and components. In the second part, we briefly studied ML and DL as well as 

ML-based and DL-based algorithms commonly used in ICS attack detection. Lastly, we 

presented a review on the literature in the area of ML-based and Dl-based attack detection.  
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Chapter 3 

The Proposed Framework (ADA-BC) 
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3 Bag of Feature and CatBoost (ADA-BC) framework 

In this chapter, we propose a framework for cyberattack identification in ICSs. This framework 

has been designed to achieve two goals; attack identification and attack attribution – see Figure 

3.1. We first discuss the attack identification, which depends on a BoF-based model to detect 

cyberattacks. Afterwards, we demonstrate how the CatBoost technique is used for attack 

attribution module.   

The framework consists of the following components:  

• ICS Event Collection: This stage collects event-related data from all ICS devices such 

as sensors and stores them in a database.  

• Feature Selection (FS): This stage uses feature extraction algorithms to extract 

informative features from the database. Among several existing feature extraction 

algorithms, Scale-Invariant Feature Transform (SFT) (Passalis & Tefas, 2019) is used by 

our proposed framework due to its useful capabilities of identifying security-related 

events.  

• Attack Detection (AD): This stage consumes the data generated by the aforementioned 

two components. It makes use of BoF to decide whether an event is an attack or not. An 

event undergoes attribution if it is deemed an attack. Otherwise, it is reported as a normal 

event.  

• Attack Attribution (AA): This stage operates on events deemed as attacks and uses 

CatBoost to identify the type of the corresponding attacks.  

• Report Generation (RG): This stage simply reports normal events. However, for attack 

events, the type of the attack is reported along with some extra information such as a list 

of suggested countermeasures.  
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Figure 3.1: Proposed framework ADA-BC 
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3.1.1 Attack Detection Component 

The first goal of our proposed framework is to improve the accuracy of cyberattack detection in 

ICSs via reducing the number of features. To this end, we make use of BoF. BoF provides a 

compact representation of features.  Moreover, it can handle objects represented by a variable 

number of feature vectors (Passalis & Tefas, 2019).  

In the proposed framework, the data created in EC and FS stages are fed into the AD stage. 

Figure 3.2 shows the data flow diagram of the AD stage. 

 

Figure 3.2: Different elements of detection components  

In Figure 3.2, the convolutional layer convolves the inputs and extracts the features. Afterwards, 

the extracted features are passed to the pooling layer for reducing the dimension of the inputs.  

After reduction, the data is fed into the BoF layer. As it can be seen in the Figure 3.3, the BoF 

layer is located between the feature selection layer and the Fully-connected Classification (FC). 

In fact, BoF consists of the following two sublayers. 

1) A layer that identifies similarities between the extracted feature vectors and the 

codewords via the use of Radial Basis Function (RBF) 

2) An accumulation layer capable of quantizing the extracted feature vectors and compiling 

the histogram vector. These two layers form pooling architecture for extracting a compact 

representation. Lastly, a classifier is used in the fully connected layer. In our framework, 

Multi-Layer Perceptron (MLP) with one hidden layer is used as a classifier.  

BoF Layer 
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Figure 3.3: Convolutional BoF model (Courtesy to (Passalis & Tefas, 2019)) 

In the first sublayer of BoF, the RBF kernel is used for the similarity matrix. Thus, each RBF 

node operates on each codeword. The output of the 𝑘th RBF node [Φ(𝑥)]𝑘 is shown in Equation 

(1).  

(1)  

where 𝑥 is a feature vector and  𝑣𝑘 is the center of the 𝑘th RBF neuron. A scaling factor 𝜎𝑘  is 

also used to individually adjust the Gaussian function of each RBF neuron.  

A normalized formula can be seen in Equation (2):  

(2)  

 

The last representation of each sample is selected by accumulating the responses of the RBF for 

each feature vector transferred to the BoF. Equation (3) is the final representation of each 

sample.  

(3)  

 

where φ(x) = ([φ(x)]1, . . . , [φ(x)]NK )T ∈ RNK   is the output vector of the RBF layer. 
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The histogram  𝑠𝑖  explains a distribution over RBF nodes and defines the visual content of each 

sample. Then the vector  𝑠𝑖   is fed to FC. 

A histogram of extracted vector distribution is compiled by the BoF model. Moreover, BoF 

ignores the spatial information which is represented by the position of each extracted feature 

vector. A sample is divided into several regions from each of which, a separate histogram is 

extracted. Then the outputs are put together to form the final histogram representation. Finally, a 

classifier needs to be used to identify the class of the sample after extracting its histogram 

representation 𝑠𝑖. To this end, an MLP with one hidden layer based on the Exponential Linear 

Unit (ELU) activation function is used. Furthermore, the output layer of the classification, uses 

the softmax activation function. No activation is utilized for regression. Gradient descent is 

calculated for the learning of the parameters. The derivative of the BoF layer can be calculated as 

shown in Equation (4).  

(4)  

 

where the notation 𝐿 is used to refer to the used loss function, the vector of scaling factors is 

represented by (𝜎 =  (𝜎1, … , 𝜎NK )), and 𝑉 =  (𝑣1, . . . , 𝑣NK ) denotes the centers of the RBF 

neurons. In Equation (4), 𝑊MLP and 𝑊conv  are the parameters for the classification layer and the 

feature extraction layer. The learning rates for each of the parameters are denoted by ηMLP, ηV , 

ηsigma, and ηconv, respectively.  
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3.1.2 Attack Attribution Component 

The second goal of the proposed framework is improving the accuracy of attack attribution with 

a reduced amount of computation and loss. To achieve this goal, we leverage CatBoost 

(Prokhorenkova, Gusev, Vorobev, Dorogush, & Gulin, 2018), which is an open source library. 

After detecting an attack event, the CatBoost algorithm is used for attack attribution, which is the 

process of identifying the type of the attack.  

CatBoost is a development gradient boosting algorithm that utilizes binary decision trees as base 

predictors. Moreover, the advantage of CatBoost is handling categorical features. A categorical 

feature includes a discrete set of values which is called categories that are not comparable to each 

other (Prokhorenkova et al., 2018). One of the popular methods for dealing with categorical 

features in boosted tree is one-hot-encoding. The efficient way of using one-hot-encoding is that 

we can group categories into a limited number of clusters. Target Statistics (TS) is one of the 

popular methods to group categories. TS can predict the expected value of a target in each 

category. TS also can consider new numerical features as well. It is important to consider that TS 

features need to compute and store only one number per one category. LightGBM model is one 

of the popular models which deals with categorical features by converting them to gradient 

statistics in each step of gradient boosting. To be more efficient, LightGBM groups tail 

categories into one cluster, however the part of information loses. Thus, utilizing TS as new 

numerical features can be an efficient method in handling categorical features with the less 

information loss.  

CatBoost relies on the order principle which is a more effective strategy. The value of TS only 

relies on the observed history in each example. In CatBoost, a random permutation σ for the 
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training examples uses as an artificial time. Thus, each example, all available history is used to 

calculate its TS.  

Algorithm1 shows how CatBoost can build a tree.  

Algorithm1(Prokhorenkova et al., 2018):  

 

CatBoost can operate in one of the following two boosting modes.  

• In the Ordered Boosting (OB) mode, when the process is learning, the supporting model 

is 𝑀𝑟,𝑗, where 𝑀𝑟,𝑗 (𝑖) is the current prediction for the 𝑖th example based on the first 𝑗 

examples in the permutation 𝜎𝑟. Moreover, in the 𝑡th iteration, a random permutation 

𝜎𝑟𝜖{𝜎1, … , 𝜎𝑠} from {σ1, . . . , σs} is generated, which can build a tree  𝑇𝑡 in a basic 

version. First, all Target Statistics (TS) are calculated based on this permutation. Next, 



 

 

 52 

the permutation is applied to the tree learning procedure. It means, based on 𝑀𝑟,𝑗 (𝑖)  the 

corresponding gradients are computed.  

Afterwards, by using cosine similarity cos(0,0), the gradient 𝐺 can be estimated while a 

tree is being constructed. At the evaluation step, for splitting, the leaf value ∆(𝑖) for 

example 𝑖 is obtained individually by averaging the gradients gradr,σ(i)−1(i) of the 

preceding examples 𝑝 lying in the same leaf,  𝑙𝑒𝑎𝑓𝑟(𝑖) the example 𝑖 belongs to. The tree 

structure 𝑇𝑡 is used to improve all the models 𝑀𝑟,𝑗.  

• In the Plain Boosting (PB) mode, Catboost works similar to Gradient Boosted Decision 

Trees (GBDT). However, if categorical features are present, it maintains 𝑠 supporting 

models 𝑀𝑟 corresponding to TS based on 𝜎1 through 𝜎1 (Prokhorenkova et al., 2018).  

• Both modes use standard gradient boosting to choose a leaf value. The computational 

complexity of the CatBoost algorithm is significantly reduced by storing and updating the 

values 𝑀′
𝑖𝑗(𝑖) = 𝑀𝑟,2𝑗(𝑖) for 𝑗 =  1, . . . , ⌈𝑙𝑜𝑔2 𝑛⌉d 𝜎𝑟(𝑖) ≤ 2𝑗+1. σr(i) ≤ 2

j+1  

• Moreover, CatBoost uses combinations of categorical features as additional categorical 

features. In other words, for every split of a tree, CatBoost concatenates all features 

already used in the previous split. Then, the combination converted to TS.  

After implementing final component of the framework, which was the attack attribution, it can 

identify the type of an attack that happened in a system. The output of the AA can serve to the 

vulnerability analysis of the system and the prediction of the campaign or group behind the 

attack.  
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3.2 Summary 

This chapter discussed our proposed cyberattack detection and attribution framework. The 

framework uses BoF as a pooling layer in a CNN to improve the accuracy of cyberattack 

detection in ICS environments. In the attack attribution stage, the framework makes use of 

CatBoost to identify the type of the detected attack. CatBoost depends on decision trees and 

operates either in order mode or plain mode. Order mode calculates TS in each iteration which is 

useful for large datasets, and plain mode is similar to the classical GBDT with adding categorical 

features.   
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Chapter 4 

Results and Conclusion 
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4 Results 

This chapter presents the results obtained from the evaluation of the ADA-BC framework. The 

first section of this chapter focuses on the evaluation of the attack detection component using 

three dataset suits, Gas pipeline dataset, Water tank dataset, and Power system dataset. The 

second section evaluates the attack attribution component. For Training and testing, we have 

applied 10-fold cross validation using 100 epochs. All experiments were performed on a Linux 

server with 128 GB memory, two modules of Intel ® Xeon ® Silver 4110 CPU and two modules 

GPU GeForce RTX 2080 Ti.  

4.1 Evaluation of the Attack Detection Component  

The attack detection component uses a CNN based on BoF to distinguish between attack events 

and normal events. In the following, we evaluate the performance of the attack detection 

component by applying BoF on Gas, Water and Power datasets. 

4.1.1 BoF in Gas Pipeline  

Figure 4.1 shows the performance of detection components of the proposed framework 

compared to state-of-the-art classifiers (Feng, Li, & Chana, 2017; Shirazi et al., 2016). As seen 

in the figure, BoF remarkably increases the accuracy, recall and F1-score in comparison to the 

existing methods. The reason is that BoF uses MLP in the pooling layer as an extra feature 

selection phase. For instance, Figure 4.1 shows that BoF outperforms the bloom filter and the 

two-layer LSTM used by Feng, et al. in terms of accuracy, recall and F1-score (Feng, Li, & 

Chana, 2017). Moreover, the precision of BoF (94%) is less than that of SVDD (95%) (Feng, Li, 

& Chana, 2017) but it is more than NB, although it is better than that of the supervised model 

proposed in (Shirazi et al., 2016) (81%) due to using DL in BoF structure. The base idea of 
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SVDD was Support Vector Classifier which is supervisory classifier. Although, SVDD features 

the best precision (95%), it exhibits the worst recall rate.  In general, SVDD often uses hybrid 

data such as these types of dataset (gas pipeline); but its performance is not acceptable in many 

areas such as cyberattack detection studied in this thesis. Gaussian Mixture Model (GMM) is 

another reference method compared with BoF in Figure 4.1. Even though GMM mostly focuses 

on precision, its precision (79%) is still less than that of BoF. Overall, BoF outperforms other 

methods in terms of accuracy, recall and F1-score when the Gas Pipeline dataset is applied.  

 

Figure 4.1: Comparison of gas pipeline results with other researches 

4.1.2 BoF in Water Tank 

Water Tank is the second ICS dataset on which we have applied BoF. The results can be seen in 

Figure 4.2. It is worth mentioning that most of the researchers used the Secure Water Treatment 

(SWaT) dataset for their tests (iTrust Labs, 2015). Moreover, we claim that there is a lack of 

research on water tank dataset. Mansouri, et al. have used Water Tank cyberattack dataset for 

evaluating their proposed framework (Mansouri, Majidi, & Shamisa, 2018). The goal of their 

research was improving the performance of cyber-attack detection in ICSs. They reported an 

accuracy of 96.7% for their framework. In this study, we measure precision, recall and F1-score, 
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in addition to accuracy. Our framework exhibits higher recall and F1-score (99.7 %, 99.7%) 

compared to the accuracy and the precision (99.59% and 99.48%) when applied to the Water 

Tank dataset. For BoF, all metrics (accuracy, precision, recall and F1-score) were measured 

above 99% when applied on the Water Tank dataset. This suggests BoF as a promising 

alternative for cyberattack detection for the Water Tank dataset. All the mentioned metrics have 

values around 99% for all other approaches as well.  

 

Figure 4.2: Water tank results for the BoF 

4.1.3 BoF in Power Datasets 

Last but not least, we have used the Power cyber-attack dataset suit (consisting of fifteen 

datasets) in our experiments. Figure 4.3 presents the average accuracy, precision, recall and F1-

score values (obtained from fifteen related datasets) for BoF, which are equal to 96%, 92%, 92%, 

and 91% respectively. Moreover, Figure 4.3 compares the values obtained from BoF with those 

of other approaches. Hink, et al. used the same datasets to evaluate seven different classification 

algorithms (Borges Hink et al., 2014). We compare BoF with the two of the best  among them; 

Jrip and the combination of Adaboost and Jrip (Adaboost+Jrip). As seen in the figure, BoF can 

improve the accuracy, precision and F1-score compared with Adaboost+Jrip due to the use of 
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end-to-end training in its CNN model. The minimum values have been obtained from Jrip, which 

are 86%, 85% 70% and 78% for accuracy, precision, recall and F1-score, respectively.  

 
Figure 4.3: Average of Accuracy, precision, Recall and F1-score on fifteen datasets 

4.2 Evaluation of the Attack Attribution Component 

We have evaluated the performance of the attack attribution component via evaluating precision, 

recall and F1-score for CatBoost and compared the values to those obtained from three other 

methods; HML (Hybrid Multilevel) introduced in (I. A. Khan, Pi, Khan, Hussain, & Nawaz, 

2019), LSTM presented in (Feng, Li, & Chana, 2017) and BLS (Broad Learning System) (Chen 

& Liu, 2018). The values have been calculated for 7 different attacks listed in Table 1.1. The 

used datasets are the same as those used for the evaluation of the attack detection component. 

4.2.1 Gas Pipeline 

Figure 4.4 shows the precision, recall and F1-score obtained from CatBoost when applied to the 

Gas Pipeline dataset for each of the attacks.  As seen in the figure, the precision is equal to unity 

for three of the attacks, namely MFCI, DoS, and Recon. According to Hink, et al. (Borges Hink 

et al., 2014), no false positive detection has been reported for these attacks, i.e., no normal event 
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has been reported as one of these attacks. F1-score in cyberattack detecting attack type 1 is the 

lowest, 93% however, it hit 100% in 2 and 7. Moreover, the lowest measurement is related to 

recall for attack type 1, which is equal to 90%.  

 

Figure 4.4: CatBoost evaluation on gas pipeline 

Figure 4.5 compares CatBoost with HML, LSTM and BLS. CatBoost exhibits the highest 

accuracy (99%) as well as the highest recall (98%) due to the use of ordered boosting with order 

TS. Moreover, HML scores the best precision (98%) and F1-score (95%). In our experiments, 

LSTM has achieved the lowest results in accuracy (92%), recall (94%) and F1-score (85%). We 

also tested our framework via regenerating Broad Learning System (BLS) (Chen & Liu, 2018). 

BLS mapped inputs to construct a set of mapped features, and update the system dynamically via 

incremental learning algorithms. The best results of BLS is accuracy which is 95% and CatBoost 

still has a better performance. To sum up, CatBoost has the accurate rates in cyberattack 

attribution in gas pipeline and BLS has the stable average in measurement of metrics.  
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Figure 4.5: Comparing different models 

4.2.2. Water Tank  

Figure 4.6 shows the results obtained from CatBoost when applied on the Water Tank dataset. 

As shown in the figure, precision, recall and F1-score are equal to 100% for attack types 5 and 7. 

Moreover, recall and F1-score is 100% for attack type 6. On the other hand, the lowest precision, 

recall and F1-score have been obtained for attack type 2. To the best of our knowledge, this 

study is the first of its kind in research on attack attribution using the Water Tank dataset. Thus, 

we have recreated BLS. Because BLS is an effective incremental learning model without using 

any deep learning model in its architecture!  
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Figure 4.6: CatBoost Evaluation in water Tank 

Figure 4.7 compares CatBoost with BLS. On average, CatBoost achieves 95% in accuracy, 

precision, recall and F1-score, while the best value calculated for BLS (accuracy) is equal to 

91%. For BLS, precision, recall and F1-score are equal to 90%, 88% and 89% respectively, each 

of which is remarkably lower than that of CatBoost. This suggests CatBoost as a promising 

solution for Water Tank attack attribution, which is due to its categorical boosting.  

 
Figure 4.7: CatBoost Compared to BLS 

4.2.3 Power System 

This section presents the results obtained from the evaluation of CatBoost on each of the fifteen 

datasets in the Power System datasets suit cyberattack. These datasets include 28 attack types 

and 9 different normal events. Table 4.1 presents the attack types and sub-attacks. Figure 4.8 
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shows the results. The categories 1-6, 13-14 and 41 are normal events. They are not shown in 

Figure 4.8.  

Table 4.1: Attack types and sub-attack types in Power datasets 

Scenario Attack Type 

 Data Injection 
 Attack Sub-type (SLG fault reply) 

7 Fault from 10-19% on L1 with tripping command 

8 Fault from 20-79% on L1 with tripping command 

9 Fault from 80-90% on L1 with tripping command 

10 Fault from 10-19% on L2 with tripping command 

11 Fault from 20-79% on L2 with tripping command 

12 Fault from 80-90% on L2 with tripping command 

 Remote Tripping Command Injection 
 Attack Sub-type (Command injection against single relay) 

15 Command Injection to R1 

16 Command Injection to R1 

17 Command Injection to R3 

18 Command Injection to R4 

  

 Attack Sub-type (Command injection against single relay) 

19 Command Injection to R1 and R2 

20 Command Injection to R3 and R4 

 Relay Setting Change 
 Attack Sub-type (Disabling relay function - single relay disabled & 

fault) 

21 Fault from 10-19% on L1 with R1 disabled & fault 

22 Fault from 20-90% on L1 with R1 disabled & fault 

23 Fault from 10-49% on L1 with R2 disabled & fault 

24 Fault from 50-79% on L1 with R2 disabled & fault 

25 Fault from 80-90% on L1 with R2 disabled & fault 

26 Fault from 10-19% on L2 with R3 disabled & fault 

27 Fault from 20-49% on L2 with R3 disabled & fault 

28 Fault from 50-90% on L2 with R3 disabled & fault 

29 Fault from 10-79% on L2 with R4 disabled & fault 

30 Fault from 80-90% on L2 with R4 disabled & fault 

 Attack Sub-type (Disabling relay function - two relays disabled & fault) 

35 Fault from 10-49% on L1 with R1 and R2 disabled & fault 
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36 Fault from 50-90% on L1 with R1 and R2 disabled & fault 

37 Fault from 10-49% on L1 with R3 and R4 disabled & fault 

38 Fault from 50-90% on L1 with R3 and R4 disabled & fault 

 Attack Sub-type (Disabling relay function - two relay disabled & line 

maintenance) 

39 L1 maintenance with R1 and R2 disabled 

40 L1 maintenance with R1 and R2 disabled 

 

As shown in Figure 4.8, the precision is equal to 100% for attack types 7, 8, 9, 10, 11 and 12 in 

datasets 1, 2, 3, 4, 6, 7, 8 13,14 and 15. In addition, attack types 15, 16, 17 and 18 achieved the 

same score of precision (100%). In details, datasets 4,7,8,10, 14 and 14 for attack type 15 , and 

datasets 1,9, 12 and 15 for attack type 16, and datasets 4, 6, 8, 10, 12 for attack type 17, and 

datasets 3, 4 and 9 for attack type 18 achieved the 100 in precision. Moreover, the precision is 

equal to 100% for category 19 in four datasets, 1, 3, 11 and 12. For attack subtypes 21 to 30, in 

28 datasets the precision is equal to 100%. Furthermore, for categories number 39 and 40, a 

precision of 100% has been recorded. On the other hand,  the lowest precision has been 

calculated for attack types 7 (64%) in dataset 3, 11 (67%) in dataset 15, 27 (73%) in dataset1 and 

37(71%) in datasets 14 and 15. As seen in Figure 4.8, most attack types have achieved precision 

100% using CatBoost. Recall and F1-score are similar to precision in achieving high score 100% 

in most of the attack types. While the lowest recalls are belonging to attack types 11(50%) in 

dataset15, 17(58%) in dataset8 and18 (50%) in dataset3. Moreover, attack types 11 (57%) in 

dataset15, 15(58%) in dataset9 and 18(67%) in dataset3 have the lowest F1-score among all 

datasets. Also, the average of the values of precision, recall and F1-score is equal to 95%.  Figure 

4.8 shows a significant achievement for CatBoost in Power System datasets, which is due to the 
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categorical boosting, the ordered shift, the use of two different algorithms and combining 

features in several steps. 

 

Here again, we have recreated BLS to compare with CatBoost. The comparison results are 

shown in Figure 4.9.  
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Figure 4.8: attack types evaluation in power system 

 

Figure 4.8: Attack types evaluation in power system 
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Figure 4.9: Evaluation of accuracy in different models on power system 

 

As can be seen, BLS has achieved the highest accuracy (85%) in datasets 7, while Catboost has 

been almost 95% accurate on most datasets. On the other hand, BLS has been least accurate for 

datasets 1 (64%) and 8 (59%) while other datasets have attributed attacks with an accuracy 

almost equal to 73%. To sum up, due to the high number of features in the Power System dataset 

(129 features), the categorical boosting used by CatBoost makes it more accurate than BLS. In 

other words, the results discussed above suggest ADA-BC as a more reliable attack attribution 

solution compared to BLS.  
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Figure 4.10: Evaluation of precision in different models on power system 

Figure 4.10 compares our CatBoost-based attack attribution component with BLS in terms of 

precision. BLS has achieved the maximum precision of 90% in datasets number 1, 7 and 10, 

while CatBoost has exhibited the maximum precision of 91% in datasets 3 and 10. The precision 

of CatBoost ranges from 87.91% to 90%, while the precision of BLS varies from 86% and 90%. 

For BLS, datasets 1, 7 and 10 have the highest precision, while 9, 11, 12, 14 and 15 have the 

lowest values of precision. For CatBoost, the best precision (91%) has been achieved for datasets 

3 and 10, and the lowest value has been obtained for dataset 9. The above discussions highlight 

CatBoost as a reliable method for attributing truly-detected attack events.  
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Figure 4.11: Evaluation of Recall in different models on power system 

 

Figure 4.11 compares CatBoost with BLS in terms of recall. The recall ranges from 80% to 87% 

for BLS and from 86% to 90% for CatBoost. CatBoost achieves the best recall values for 

datasets 3 and 10, and the lowest ones for 9 and 11. Figure 4.1 clearly shows the superiority of 

CatBoost to BLS in terms of recall.  
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Figure 4.12: Evaluation of F1-Score in different models on power system 

CatBoost. The average F1-score is 85% for BLS and 89% for CatBoost. The highest F1-score 

achieved by BLS is 88% for datasets 1 and 6, however CatBoost has achieved a maximum F1-

score of 90% for dataset 10. In BLS, F1-score varies from 82% to 87% in other datasets. The 

harmonic of precision and recall in CatBoost is about 87% in 15 datasets although dataset 9 has 

the minimum score of 86.58% and dataset 10 has the highest F1-score among all datasets. Figure 

4.12 clearly shows how CatBoost outperforms BLS in terms of F1-score for each of the fifteen 

datasets.  

4.3. Concluding Remarks 

In this thesis, a framework was proposed for attack detection and attribution in ICS-based critical 

infrastructures. The proposed method is based on SDL in the sense that it uses a DL-based 

solution for attack detection along with a computational solution for attack attribution. Three 
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publicly available ICS cyberattack datasets, namely Gas Pipeline, Water Tank and Power System 

were used for evaluation purposes. The contributions of this thesis are summarized as follows. 

• First, it utilizes BoF for improving attack detection rate in ICS-based critical 

infrastructures. Here, BoF appears as a layer between the regular feature extraction and 

the fully-connected layer in the CNN. Experimental results demonstrate that BoF can 

improve the accuracy of the Gas Pipeline dataset by 92% to 95%. Moreover, it 

remarkably improves the recall and the F1-score as well. Furthermore, the cyberattack 

detection rate exhibits a significant improvement (up to 99.48%) when BoF is applied. 

Additionally, BoF the accuracy of the Power system dataset by 1%.   

• Second, CatBoost is used as a new gradient boosting library for attack attribution. 

CatBoost depends on binary decision trees as base predictors. The accuracy of our 

CatBoost-based attack attribution method is equal to 99%, 95% and 93% for Gas 

Pipeline, Water Tank and Power System, respectively  

The work of this thesis can be continued by applying the proposed method to critical 

infrastructures from other sectors such as healthcare, agriculture and transportation. Moreover, 

future research works can use real datasets, which were not accessible to us due to confidentiality 

reasons. Moreover, interested researchers can continue our work by taking process time into 

consideration and focusing on the development of real-time attack detection and attribution 

frameworks. 
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Appendices  

CatBoost Results of Power System on 15 Datasets  

Due to having 15 datasets in the power system, we also provide results of CatBoost in each of 

them to having better view of our framework.  

 

Figure 1: CatBoost experiment on dataset1 

Figure 1 shows that the precision, recall and F1-score in attack type 10 have 100%. And attack 

types 8, 1619, 23 have 100% precision as well. Also, recall in category number 35 is 100%. The 

lowest measurement is related to attack type 37 with 73% in recall.  

 

Figure 2: CatBoost experiment on dataset2 
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Figure 2 represents that dataset 2 has the better precision rather than other measurement among 

attack types. Recall in category 25 and 26 have the most value as it can about 100% although the 

category 7 hast the lowest recall, 57%.   

 

Figure 3: CatBoost experiment on dataset3 

Figure 3 shows that the precision of 9, 18,19, 20, 26 and 39 hit 100%. Morever  the ID number 

16, 20, 22, 39 and 40 have 100 recall in dataset3. F1-score with 100% is related to category 

number 13 and 39. 

 

Figure 4: CatBoost experiment on dataset4 
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Figure 4 shows that the precision, recall and F1-score in attack types 9, 25, 28 and 30 have 100% 

rate. Moreover, attack types 11, 15 ,18 and 40 have 100% precision as well. Attack type 8 has 

the least value of presicion.  

 

Figure 5: CatBoost experiment on dataset5 

Figure 5 shows that CatBoost achieved 100% in precision, recall and F1-score in attack type 24. 

Although the lowest amount of them is relying on category number 8.  

 

Figure 6: CatBoost experiment on dataset6 
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Figure 6 shows that precision of categories 7, 11, 12, 17, 24, 26 and 27 achieved the best results, 

100%. The recall also has the best score in 25 and 40. In addition the best amount of F1-score 

happened in category 40 with 98%.    

 

Figure 7: CatBoost experiment on dataset7 

Figure 7 presents that dataset 7 has the precision about 100% in the 7 different categories, 10, 15, 

22, 25, 29, 38 and 39. Moreover, attack type 9 has the least amount in precision, recall and F1-

score, 62%.  

 

Figure 8: CatBoost experiment on dataset8 

Figure 8 shows that 100% precision achieved in 11, 15, 17, 27 and 40 in CatBoost 

implementation. Also, categories 25, 27, 28, 29 and 39 hit 100% in recall. The best amount of 
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F1-score is related to category 27 with 100% altughe the leat one is occurred in 17 and 21 with 

74%.  

 

Figure 9  CatBoost experiment on dataset9 

Figure 9 represents that the 6 categories (12, 16, 27,29 and 40) have the best score in precision. 

Moreover, recall in 9, 17, 14, 26, 27 and 39 have 100% amount however F1-score in category 

number 27 just got 100%.   

 

Figure 10: CatBoost experiment on dataset10 
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Figure 10 shows that 5 types of attack have the best amount (100) in precision which are 15, 17, 

22, 39 and 40. Moreover, the recall has the most value in 15, 17, 18 and 40 with 100. And F1-

score hit 100 in 15, 17 and 40, too.  

 

Figure 11 CatBoost experiment on dataset11 

Figure 11 shows that the precision, recall and F1-score in attack type 26 have 100%. However, 

attack type 8 has the least value of precision, recall and F1-score, 60%.  

 

Figure 12 CatBoost experiment on dataset12 

Figure 12 shows that the precision of 16, 17, 19 and 40 have the best score although category 7 

has the worse amount 53%. In addition, recall and F1-score achieve 100% in 16 and 40.   
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Figure 13: CatBoost experiment on dataset13 

 

Figure 13 shows that the precision, recall and F1-score in attack type 11 and 15 have 100%. 

However, attack type 8 has the least value of precision, recall and F1-score, 83%.  

 

Figure 14: CatBoost experiment on dataset14 

Figure 14 shows that the precision recall in 5 categories or attack types have the most value 

100% and in the and in the 8 categories achieve more than 90%. The lowest amount of 

benchmarks is related to catgory number 37 with 71%, 60% and 65% in precision, recall and F1-

score, respectively.  
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Figure 15 CatBoost experiment on dataset15 

Figure 15 presents that 6 categories have the precision 100%, 7, 16, 25, 26, 30 and 40. Moreover, 

attack type 11 has the least amount in precision, recall and F1-score, 67%, 50% and 57%, 

respectively.   
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